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Before You Begin

Before You Begin

Yealink administrator guide provides general guidance on setting up phone network, provisioning and managing
devices.

This guide is not intended for end-users, but for a technical audience. You can do the following with this guide:

« Set up a VoIP network and provisioning server.
« Provision the device with features and settings.
« Troubleshoot, update and maintain devices.

The information in this guide is applicable to the following Yealink devices except where noted:

« T5series phones, including T57W, T54W, T53W, and T53.

« T4 series phones, including T4U (T48U, T46U, T43U), T4S (T48S, T46S, T42S, T41S), T48G, T46G, T42G, T41P, and
T40P/G.

o T2series phones, including T29G, T27G, T23P/G, T21(P) E2, and T19(P) E2.

« CP9201IP conference phones.

« Expansion modules, including EXP20, EXP40, EXP43, and EXP50.

Read the Yealink Products Regulatory Notices guide for all regulatory and safety guidance.

Related Documentations

The following related documents are available:

o Quick Start Guides, describe how to assemble phones and configure the most basic features available on the
phones.

« User Guides, describe how to configure and use the basic and advanced features available on the phones via the
phone user interface.

« Auto Provisioning Guide, describes how to provision the devices using the boot file and configuration files.
The Auto Provisioning Guide is to serve as basic guidance for provisioning Yealink devices with a provisioning
server. If you are a novice, this guide is helpful for you.

« Using features integrated with Broadsoft UC-One, refer to the following two guides to have a better knowledge of
BroadSoft features.
IP Phones Deployment Guide for BroadSoft UC-One Environments, describes how to configure BroadSoft features
on the BroadWorks web portal and phones.
IP Phone Features Integrated with BroadSoft UC-One User Guide, describes how to configure and use IP phone fea-
tures integrated with BroadSoft UC-One on Yealink phones.

For support or service, please contact your Yealink reseller or go to Yealink Technical Support online: http://sup-

port.yealink.com/.

Recommended References

For more information on configuring and administering other Yealink products not included in this guide, refer to the
product support page at Yealink Technical Support.

To access the latest Release Notes or other guides for Yealink devices, refer to the Document Download page for your
phone at Yealink Technical Support.

If you want to find Request for Comments (RFC) documents, type http://www.ietf.org/rfc/rfcNNNN.txt (NNNN is the
RFC number) into the location field of your browser.
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Getting Started

Getting Started

This chapter describes where Yealink devices fit in your network and provides basic initialization instructions of
devices.

Topics

Requirements

Yealink IP Phones in a Network
Initialization Process Overview
Verifying Startup

Requirements

In order to perform as SIP endpoints in your network successfully, you need the following in deployments:

« A working IP network is established.

« VolIP gateways configured for SIP.

« The latest (or compatible) firmware of the device is available.

« A call server is active and configured to receive and send SIP messages.

« A text editor, such as Notepad++, to create and edit boot files, configuration files, and resource files.

Yealink IP Phones in a Network

Most Yealink phones are connected physically through a Category 5E (CAT5E) cable to a 10/100/1000Mbps Ethernet
LAN, and send and receive all data using the same packet-based technology. Some phones support the wireless net-
work.

Since the IP phone is a data terminal, digitized audio being just another type of data from its perspective, the phone is
capable of vastly more than traditional business phones. Moreover, Yealink phones run the same protocols as your
office personal computer, which means that you can develop many innovative applications without resorting to spe-
cialized technology.

There are many ways to set up a phone network using Yealink phones. The following shows an example of a network
setup:

20



Administrator’'s Guide for SIP-T2 Series/T4 Series/T5 Series/CP920 IP Phones

Data Center

(‘,_f‘\.\\
Boot PSTN )
Server o 8
.

Firewall Ethernet Switches

Boot Server

Media
Server

Initialization Process Overview

The initialization process of the device is responsible for network connectivity and operation of the device in your local
network. Once you connect your device to the network and to an electrical supply, the device begins its initialization
process.

Topics

Loading the ROM File

Configuring the VLAN

Querying the DHCP (Dynamic Host Configuration Protocol) Server
Contacting the Provisioning Server

Updating Firmware

Downloading the Resource Files
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Loading the ROM File

The ROM file resides in the flash memory of the device. The device comes from the factory with a ROM file preloaded.
During initialization, the device runs a bootstrap loader that loads and executes the ROM file.

Configuring the VLAN

If you connect the device to a switch, the switch notifies the device of the VLAN information defined on the switch (if
using LLDP or CDP). The device can then proceed with the DHCP request for its network settings (if using DHCP).

Querying the DHCP (Dynamic Host Configuration Protocol) Server
The device is capable of querying a DHCP server.

After establishing network connectivity, the device can obtain the following network parameters from the DHCP server
during initialization:

« IP Address

o Subnet Mask

« Default Gateway

o Primary DNS (Domain Name Server)

« Secondary DNS

By default, the devices obtain these parameters from a DHCPv4. You can configure network parameters of the device
manually if any of them are not supplied by the DHCP server.

Contacting the Provisioning Server

If you configure the device to obtain configurations from the provisioning server, it will be connected to the pro-
visioning server, and then download the boot file and configuration file(s) during startup. The device will be able to
resolve and update configurations written in the configuration file(s). If the device does not obtain configurations from
the provisioning server, it will use the configurations stored in the flash memory.

Updating Firmware

If you define the access URL of firmware in the configuration file, the device will download the firmware from the pro-
visioning server. If the MD5 value of the downloaded firmware file differs from that stored in the flash memory, the
device will perform a firmware update.

You can manually upgrade the firmware if the device does not download the firmware from the provisioning server.

Downloading the Resource Files

In addition to the configuration file(s), the device may require resource files before it provides service. These resource
files are optional, but if you deploy some particular features, these files are required.

Verifying Startup

When the IP phone begins the initialization process, it cycles through the following steps:

1. The power LED indicator glows red.
2. The message “Welcome Initializing... please wait” appears on the phone screen when the IP phone starts up.
3. The main phone screen displays the following:
« Time and date
« Soft key labels
4. Press the OK/ vkey or select Menu > Status to check the phone status, for example, firmware version.

If the phone has successfully passed through these steps, it starts up properly and is ready for use.
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Network Configurations

You can make custom network configurations.

Topics

IPv4 and IPv6 Wired Network Settings
DHCP Option for IPv4

DHCP Option for IPv6

VLAN

Wi-Fi

Real-Time Transport Protocol (RTP) Ports
Network Address Translation (NAT)
Internet Port and PC Port

VPN

Quality of Service (QoS)

802.1x Authentication

TR-069 Device Management

IPv4 and IPv6 Wired Network Settings

You can configure the devices to operate in IPv4, IPv6, or dual-stack (IPv4/IPv6) mode.

After establishing wired network connectivity, the devices obtain the IPv4 or IPv6 network settings from a Dynamic
Host Configuration Protocol (DHCPv4 or DHCPv6) server. We recommend using DHCP where possible to eliminate
repetitive manual data entry.

You can also configure IPv4 or IPv6 network settings manually.

Note

Yealink devices comply with the DHCPv4 specifications documented in RFC 2131, and DHCPv6 specifications documented in
RFC 3315.

Topics

Wired Network IP Addressing Mode Configuration
IPv4 Wired Network Configuration
IPv6 Wired Network Configuration

Wired Network IP Addressing Mode Configuration

The following table lists the parameters you can use to configure IP addressing mode for the wired network.

Parameter |static.network.ip_address_modelll <y0000000000xx>.cfg

Description|lt configures the IP addressing mode for the wired network.

0-IPv4
P .
ermitted 1-IPV6
Values
2-IPv4 & IPv6
Default 0

Web UI Network > Basic > Internet Port > Mode (IPv4/IPv6)
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Color Screen Phones:

Menu > Advanced (default password: admin) > Network > WAN Port > IP Mode
Phone UI
Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IP Mode

Parameter [static.network.preferencel!] <y0000000000xx >.cfg

It specifies IPv4 or IPv6 as the preferred wired network in a Dual-Stack mode.
Description
Note: It works only if “static.network.ip_address_mode” is set to 2 (IPv4 & IPv6).

Permitted |0-1PV6
Values 1-IPv4

Default 0

Web UI Network > Basic > Internet Port > Preference(IPv4/IPv6)

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > WAN Port > Preference

Phone UI

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > Preference
Parameter account.X.sip_server_mode[z] <MAC>.cfg

It specifies the preferred network and query mode in a Dual-Stack mode when a domain name is con-
Description figured for a SIP server.

Note: It works only if “static.network.ip_address_mode" is set to 2 (IPv4 & IPv6).

0-Specify IPv4 as the preferred network and A query will be performed preferentially.
Permitted . . .
Values 1-Specify IPv6 as the preferred network and AAAA query will be performed preferentially.

2-The preferred network is configured by “static.network.preference”.
Default 0

[1if you change this parameter, the phone will reboot to make the change take effect.

[21X is the account ID. For TS7W/T54W/T48U/T48S/T48G/T46U/T46S/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12; for TA1P/T41S/T27G, X=1-6; for TA0P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-
2: for T19(P) E2/CP920, X=1.

IPv4 Wired Network Configuration

The following table lists the parameters you can use to configure IPv4 wired network.

Parameter |static.network.internet_port.typelll <y0000000000xx>.cfg

It configures the Internet port type for IPv4 wired network.
Description
Note: It works only if “static.network.ip_address_mode" is set to O (IPv4) or 2 (IPv4 & IPv6).

Permitted 0-DHCP
Values 2-Static IP

Default 0

Web UI T57W/T54W/T53W/T53/T48U/T46U/T43U:
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Network > Basic > IPv4 Config > Configuration Type
Other Phones:

Network > Basic > IPv4 Config

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > WAN Port > IPv4

Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv4
Parameter [static.network.internet_port.ip[! <y0000000000xx>.cfg
It configures the IPv4 address for the wired network.
Description|note: 1t works only if “static.network.ip_address_mode” is set to 0 (IPv4) or 2 (IPv4 & IPv6), and "stat-
ic.network.internet_port.type" is set to 2 (Static IP).
P itted
ermitted |ipva Address
Values
Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Basic > IPv4 Config > Configuration Type (Static IP) > IP Address
Web UI
Other Phones:
Network > Basic > IPv4 Config > Static IP Address > IP Address
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv4 > Static IP > IP Address
Phone UL |5, \and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv4 > Static
IPv4 Client > IP Address
Parameter [static.network.internet_port.mask!!! <y0000000000xx >.cfg
It configures the IPv4 subnet mask for the wired network.
Description
Note: It works only if "static.network.internet_port.type" is set to 2 (Static IP).
P itted
ermitte Subnet Mask
Values
Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Basic > IPv4 Config > Configuration Type (Static IP) > Subnet Mask
Web UI
Other Phones:
Network > Basic > IPv4 Config > Static IP Address > Subnet Mask
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv4 > Static IP > Subnet Mask
Phone UI

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv4 > Static
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IPv4 Client > Subnet Mask

Parameter

static.network.internet_port.gateway!!! <y0000000000xx >.cfg

It configures the IPv4 default gateway for the wired network.

Description
Note: It works only if "static.network.internet_port.type" is set to 2 (Static IP).
Permi
ermitted IPv4 Address
Values
Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Basic > IPv4 Config > Configuration Type (Static IP) > Default Gateway
Web UI
Other Phones:
Network > Basic > IPv4 Config > Static IP Address > Default Gateway
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv4 > Static IP > Default Gate-
way
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv4 > Static
IPv4 Client > Default Gateway
Parameter |static.network.static_dns_enablell! <y0000000000xx >.cfg
It triggers the static DNS feature to on or off for the wired network.
Description
Note: It works only if “static.network.internet_port.type” is set to 0 (DHCP).
Permitted |0-Off, the phone will use the IPv4 DNS obtained from DHCP.
Values 1-On, the phone will use manually configured static IPv4 DNS.
Default 0
Web UI Network > Basic > IPv4 Config > Static DNS
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv4 > Type(DHCP) > Static DNS
Phone Ul |5/, | _and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv4 > DHCP
IPv4 Client > Static DNS
Parameter |static.network.primary_dns(1! <y0000000000xx>.cfg
It configures the primary IPv4 DNS server for the wired network.
Description|note: 1t works only if “static.network.ip_address_mode" is set to 0 (IPv4) or 2 (IPv4 & IPv6). In the DHCP
environment, you need to make sure “static.network.static_dns_enable" is set to 1 (On).
Permi
ermitted IPv4 Address
Values
Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Web UI

Network > Basic > IPv4 Config > Static DNS > Primary DNS
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Other Phones:

Network > Basic > IPv4 Config > Static IP Address > Primary DNS
Color Screen Phones:

Menu > Advanced (default password: admin) > Network > WAN Port > IPv4 > Static IP > Pri.DNS
In the DHCP environment:

Menu > Advanced (default password: admin) > Network > WAN Port > IPv4 > DHCP > Static DNS
(Enabled) > Pri.DNS

Phone UL (g, | and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv4 > Static
IPv4 Client > Pri.DNS

In the DHCP environment:

Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv4 > DHCP
IPv4 Client > Static DNS (Enabled) > Pri.DNS

Parameter [static.network.secondary_dns(!! <y0000000000xx>.cfg

It configures the secondary IPv4 DNS server for the wired network.

Description|note: 1t works only if “static.network.ip_address_mode” is set to 0 (IPv4) or 2 (IPv4 & IPv6). In the DHCP
environment, you need to make sure “static.network.static_dns_enable" is set to 1 (On).

Permitted

IPv4 A
Values v4 Address

Default Blank

T57W/T54W/T53W/T53/T48U/T46U/T43U:

Network > Basic > IPv4 Config > Static DNS > Secondary DNS
Web UI
Other Phones:

Network > Basic > IPv4 Config > Static IP Address > Secondary DNS
Color Screen Phones:

Menu > Advanced (default password: admin) > Network > WAN Port > IPv4 > Static IP > Sec.DNS
In the DHCP environment:

Menu > Advanced (default password: admin) > Network > WAN Port > IPv4 > DHCP > Static DNS
(Enabled) > Sec.DNS

Phone UI (5. and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv4 > Static
IPv4 Client > Sec.DNS

In the DHCP environment:

Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv4 > DHCP
IPv4 Client > Static DNS (Enabled) > Sec.DNS

[1if you change this parameter, the phone will reboot to make the change take effect.
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IPv6 Wired Network Configuration

If you configure the network settings on the phone for an IPv6 wired network, you can set up an IP address for the
phone by using SLAAC (ICMPv6), DHCPv6 or by manually entering an IP address. Ensure that your network envir-
onment supports IPv6. Contact your ISP for more information.

When you enable both SLAAC and DHCPv6 on the phone, the server can specify the IP phone to obtain the IPv6
address and other network settings either from SLAAC or from DHCPv6, if the SLAAC server is not working, the phone
will try to obtain the IPv6 address and other network settings via DHCPv6.

The following table lists the parameters you can use to configure IPv6 wired network.

Parameter |static.network.ipv6_internet_port.typell] <y0000000000xx >.cfg

It configures the Internet port type for IPv6 wired network.
Description
Note: It works only if “static.network.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 & IPv6).

Permitted 0-DHCP
Values 1-Static IP

Default 0

T57W/T54W/T53W/T53/T48U/T46U/T43U:

Network > Basic > IPv6 Config > Configuration Type

Web UI
Other Phones:
Network > Basic > IPv6 Config
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv6
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv6
Parameter static.network.ipv6_internet_port.ip[1] <y0000000000xx >.cfg
It configures the IPv6 address for the wired network.
Description|note: It works only if “static.network.ip_address_mode” is set to 1 (IPv6) or 2 (IPv4 & IPv6), and "stat-
ic.network.ipv6_internet_port.type" is set to 1 (Static IP).
Permi
ermitted IPv6 Address
Values

Default Blank

T57W/T54W/T53W/T53/T48U/T46U/T43U:

Network > Basic > IPv6 Config > Configuration Type (Static IP) > IP Address

Web UI

Other Phones:

Network > Basic > IPv6 Config > Static IP Address > IP Address

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > WAN Port > IPv6 > Static IP > IP Address
Phone Ul

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv6 > Static
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IPv6 Client > IP Address

Parameter

static.network.ipv6_prefix!H

<y0000000000xx>.cfg

Description

It configures the IPv6 prefix for the wired network.

Note: It works only if “static.network.ip_address_mode” is set to 1 (IPv6) or 2 (IPv4 & IPv6), and "stat-
ic.network.ipv6_internet_port.type" is set to 1 (Static IP).

Permitted
ermitte Integer from 0 to 128
Values
Default 64
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Basic > IPv6 Config > Configuration Type (Static IP) > IPv6 Prefix(0~128)
Web UI
Other Phones:
Network > Basic > IPv6 Config > Static IP Address > IPv6 Prefix(0~128)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv6 > Static IP > IPv6 IP Prefix
Phone UL |g\,c\and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv6 > Static
IPv6 Client > IPv6 IP Prefix
Parameter [static.network.ipv6_internet_port.gateway(!l <y0000000000xx >.cfg
It configures the IPv6 default gateway for the wired network.
Description|note: It works only if “static.network.ip_address_mode” is set to 1 (IPv6) or 2 (IPv4 & IPv6), and "stat-
ic.network.ipv6_internet_port.type" is set to 1 (Static IP).
P itted
ermite |pve Address
Values
Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Basic > IPv6 Config > Configuration Type (Static IP) > Default Gateway
Web UI
Other Phones:
Network > Basic > IPv6 Config > Static IP Address > Default Gateway
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv6 > Static IP > Default Gate-
way
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv6 > Static
IPv6 Client > Default Gateway
Parameter |static.network.ipv6_static_d ns_enablel!] <y0000000000xx >.cfg
It triggers the static IPv6 DNS feature to on or off for the wired network.
Description
Note: It works only if “static.network.ipv6_internet_port.type” is set to 0 (DHCP).
Permitted |0-Off, the phone will use the IPv6 DNS obtained from DHCP.
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Values 1-On, the phone will use manually configured static IPvé DNS.

Default 0

Web UI Network > Basic > IPv6 Config > IPv6 Static DNS (Static IPv6 DNS)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv6 > Type(DHCP) > Static DNS

Phone UL (5. | and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv6 > DHCP
IPv6 Client > Static DNS

Parameter [static.network.ipv6_primary_dns[1l <y0000000000xx>.cfg
It configures the primary IPv6 DNS server for the wired network.

Description|note: 1t works only if “static.network.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 & IPv6). In DHCP envir-
onment, you also need to make sure “static.network.ipvé_static_dns_enable" is set to 1 (On).

P itted

ermitte IPv6 Address

Values

Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Basic > IPv6 Config > Static IPv6 DNS > Primary DNS

Web UI
Other Phones:
Network > Basic > IPv6 Config > Static IP Address > Primary DNS
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv6 > Static IP > Primary DNS
In DHCP environment:
Menu > Advanced (default password: admin) > Network > WAN Port > IPv6 > DHCP > Static DNS
(Enabled) > Primary DNS

Phone UL (5. | and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv6 > Static
IPv6 Client > Pri.DNS
In DHCP environment:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv6 > DHCP
IPv6 Client > Static DNS(Enabled) > Pri.DNS

Parameter |static.network.ipv6_secondary_dns(1] <y0000000000xx>.cfg
It configures the secondary IPv6 DNS server for the wired network.

Description|note: 1t works only if “static.network.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 & IPv6). In DHCP envir-
onment, you also need to make sure “static.network.ipv6_static_dns_enable" is set to 1 (On).

P itted

ermitte IPv6 Address

Values

Default Blank

Web UI T57W/T54W/T53W/T53/T48U/T46U/T43U:
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Network > Basic > IPv6 Config > Static IPv6 DNS > Secondary DNS
Other Phones:

Network > Basic > IPv6 Config > Static IP Address > Secondary DNS

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > WAN Port > IPv6 > Static IP > Secondary DNS
In DHCP environment:

Menu > Advanced (default password: admin) > Network > WAN Port > IPv6 > DHCP > Static DNS
(Enabled) > Secondary DNS

Phone Ul |5/, \_and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv6 > Static
IPv6 Client > Sec.DNS
In DHCP environment:
Menu > Settings > Advanced Settings (default password: admin) > Network > WAN Port > IPv6 > DHCP
IPv6 Client > Static DNS(Enabled) > Sec.DNS
Parameter [static.network.ipv6_icmp_v6.enablell! <y0000000000xx >.cfg
It enables or disables the phone to obtain IPv6 wired network settings via SLAAC (Stateless Address Auto-
Description configuration).
Note: It works only if “static.network.ipv6_internet_port.type” is set to 0 (DHCP).
Permitted |0-Disabled
Values 1-Enabled
Default 1
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T29G
Web UI Network > Advanced > ICMPv6 Status > Active

[11f you change this parameter, the phone will reboot to make the change take effect.

DHCP Option for IPv4

The phone can obtain IPv4-related parameters in an IPv4 network via DHCP option.

Note

For more information on DHCP options, refer to RFC 2131 or RFC 2132.

Topics

Supported DHCP Option for IPv4

DHCP Option 66, Option 43 and Custom Option
DHCP Option 42, Option 2 and Option 100
DHCP Option 12

DHCP Option 120

DHCP Option 60
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Supported DHCP Option for IPv4

The following table lists common DHCP options for IPv4 supported by Yealink phones.

DHCP P
Parameters . Description

Option

Subnet Mask 1 Specify the client’s subnet mask.
. Specify the offset of the client's subnet in seconds from Coordinated Universal
Time Offset 2 .
Time (UTC).

Router 3 Specify a list of IP addresses for routers on the client’s subnet.
Time Server 4 Specify a list of time servers available to the client.
Domain Name Server 6 Specify a list of domain name servers available to the client.
Host Name 12 Specify the name of the client.
Domain Server 15 Specify the domain name that the client should use when resolving hostnames

via DNS.

Network Time Protocol
etwork fime Frotoco 42 Specify a list of NTP servers available to the client by IP address.

Servers

Vetndor—Speaflc Inform- 43 Identify the vendor-specific information.

ation

Vendor Class Identifier 60 Identify the vendor type.

TETP Server Name 66 Identify a TFTP serv.er when the 'sname’ field in the DHCP header has been
used for DHCP options.

Timezone/DST 100  |Specify a POSIX timezone string.

SIP Server/Outbound

120  |Convey a SIP server's or outbound proxy server's location to the client.

Proxy Server

DHCP Option 66, Option 43 and Custom Option

During the startup, the phone automatically detects the DHCP option for obtaining the provisioning server address.
The priority is as follows: custom option > option 66 (identify the TFTP server) > option 43.

The phone can obtain the Auto Configuration Server (ACS) address by detecting option 43 during startup.

Note

If you fail to configure the DHCP options for discovering the provisioning server on the DHCP server, enable the phone to
automatically discover the provisioning server address. One possibility is that connecting to the secondary DHCP server that
responds to DHCP INFORM queries with a requested provisioning server address. For more information, refer to RFC 3925.

Related Topic

DHCP Provision Configuration

DHCP Option 42, Option 2 and Option 100
Yealink phones support using the NTP server address offered by DHCP.

DHCP option 42 is used to specify a list of NTP servers available to the client by IP address. NTP servers should be listed
in order of preference.

DHCP option 2 is used to specify the offset of the client’s subnet in seconds from Coordinated Universal Time (UTC).
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DHCP option 100 is used to specify the timezone information (time zone and daylight-saving offset). The priority is as
follows: option 100 > option 2.

Related Topic
NTP Settings

DHCP Option 12

You can specify a hostname for the phone when using DHCP. The DHCP client uses option 12 to send a predefined
hostname to the DHCP registration server.

See RFC 1035 for character set restrictions.

Topic

DHCP Option 12 Hostname Configuration

DHCP Option 12 Hostname Configuration

The following table lists the parameter you can use to configure DHCP option 12 hostname.

Parameter |static.network.dhc p_host_namem <y0000000000xx>.cfg

Description|lt specifies a hostname for the phone when using DHCP.

Permitted

String within 99 characters
Values g

For T57W phones: SIP-T57W.
For T54W phones: SIP-T54W.
For T53W phones: SIP-T53W.
For T53 phones: SIP-T53.

For T48U phones: SIP-T48U.
For T48G phones: SIP-T43G.
For T48S phones: SIP-T48S.
For T46U phones: SIP-T46U.
For T46G phones: SIP-T46G.
Default For T46S phones: SIP-T46S.
For T43U phones: SIP-T43U.
For T42G phones: SIP-T42G.
For T42S phones: SIP-T42S.
For T41P phones: SIP-T41P.
For T41S phones: SIP-T41S.
For T40P phones: SIP-T40P.
For T40G phones: SIP-T40G.

For T29G phones: SIP-T29G.

For T27G phones: SIP-T27G.
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For T23P phones: SIP-T23P.
For T23G phones: SIP-T23G.
For T21(P) E2 phones: SIP-T21P_E2.
For T19(P) E2 phones: SIP-T19P_E2.

For CP920 phones: SIP-CP920.

Web UI

Features > General Information > DHCP Hostname

[11f you change this parameter, the phone will reboot to make the change take effect.

DHCP Option 120

DHCP option 120 is used by the SIP client to locate a SIP server or outbound proxy server.

Topic

DHCP Option 120 Configuration
DHCP Option 120 Configuration

The following table lists the parameter you can use to configure DHCP option 120.

Parameter

sip.dhcp.option120.mode <y0000000000xx >.cfg

Description

It configures whether to use DHCP option 120 for obtaining the outbound proxy server IP address.

0-Do not check with the DHCP server for the outbound proxy server IP address.

1-The value obtained from DHCP option 120 is used as outbound proxy server IP address (can resolve up
to two domain names or IPv4 addresses). If “account.X.outbound_proxy_enable = 1", and the primary out-
bound proxy server is configured, the address from DHCP option 120 is used as secondary one; if the

Permitted |primary outbound proxy server is not configured, the address from DHCP option 120 is used as the

Values primary one.
2-The value obtained from DHCP option 120 is used as SIP server IP address (can resolve up to only one
IPv4 address). If the primary SIP server is configured, the address from DHCP option 120 is used as sec-
ondary one; if the primary SIP server is not configured, the address from DHCP option 120 is used as the
primary one.

Default 0

DHCP Option 60

DHCP option 60 is used to indicate the vendor type. Servers can use option 43 to return the vendor-specific inform-
ation to the client.

You can set the DHCP option 60 type.

Topic

DHCP Option 60 Configuration
DHCP Option 60 Configuration

The following table lists the parameters you can use to configure DHCP option 60.

Parameter

static.network.dhcp.option60type <y0000000000xx>.cfg
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Description|lt configures the DHCP option 60 type.

Permitted |0-ASCIL vendor-identifying information is in ASCII format.

Values 1-Binary, vendor-identifying information is in the format defined in RFC 3925,

Default 0

Parameter |[static.auto_provision.dhcp_option.option60_value [<y0000000000xx>.cfg

Description|lt configures the vendor class identifier string to use in the DHCP interaction.

Permitted

Values String within 99 characters

Default yealink

Web UI Settings > Auto Provision > IPv4 DHCP Option Value

Color Screen Phones:

Menu > Advanced (default password: admin) > Auto Provision > IPv4 DHCP Option Value

Phone UL (5 and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Auto Provision > IPv4 DHCP Option
Value

DHCP Option for IPv6

The phone can obtain IPv6-related parameters in an IPv6 network via DHCP option.

Topics

Supported DHCP Option for IPv6
DHCP Option 59 and Custom Option

Supported DHCP Option for IPv6

The following table lists common DHCP options for IPv6 supported by Yealink phones.

DHCP

P et Descripti

arameters Option escription
DNS Server 23 Specify a list of DNS servers available to the client.
DNS Domain

24 if i h list t lient.

Search List Specify a domain search list to a clien
SNTP Server 31 Specify a list of Simple Network Time Protocol (SNTP) servers available to the client.
Information 3 Specify an upper bound for how long a client should wait before refreshing inform-
Refresh Time ation retrieved from DHCPv6.
Boot File URL 59 Specify a URL for the boot file to be downloaded by the client.

DHCP Option 59 and Custom Option

During the startup, the phone automatically detects the DHCP option for obtaining the provisioning server address.
The priority is as follows: custom option > option 59.

Related Topic
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DHCP Provision Configuration

VLAN

The purpose of VLAN configurations on the phone is to insert a tag with VLAN information to the packets generated
by the phone. When VLAN is properly configured for the ports (Internet port and PC port) on the phone, the phone will
tag all packets from these ports with the VLAN ID. The switch receives and forwards the tagged packets to the cor-
responding VLAN according to the VLAN ID in the tag as described in IEEE Std 802.3.

In addition to manual configuration, the phone also supports automatic discovery of VLAN via LLDP, CDP or DHCP.
The assignment takes effect in this order: assignment via LLDP/CDP, manual configuration, then assignment via DHCP.

For more information on VLAN, refer to VLAN Feature on Yealink IP Phones.
Topics

LLDP Configuration

CDP Configuration

Manual VLAN Configuration
DHCP VLAN Configuration
VLAN Setting Configuration

LLDP Configuration

LLDP (Linker Layer Discovery Protocol) is a vendor-neutral Link Layer protocol, which allows the phones to advertise its
identity and capabilities on the local network.

When LLDP feature is enabled on the phones, the phones periodically advertise their own information to the directly
connected LLDP-enabled switch. The phones can also receive LLDP packets from the connected switch and obtain
their VLAN IDs.

The following table lists the parameters you can use to configure LLDP.

Parameter [static.network.lldp.enablel!] <y0000000000xx>.cfg

Description|It enables or disables the LLDP feature.

Permitted [0-Disabled
Values 1-Enabled, the phone attempts to determine its VLAN ID through LLDP.
Default 1

Web UI Network > Advanced > LLDP > Active

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > LLDP > LLDP Status
Phone UI

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > LLDP > LLDP Status

Parameter [static.network.lldp.packet_intervall] <y0000000000xx >.cfg

It configures the interval (in seconds) that how often the phone sends the LLDP request.
Description
Note: It works only if “static.network.lldp.enable” is set to 1 (Enabled).

Permitted

Values Integer from 1 to 3600
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Default 60
Web UI Network > Advanced > LLDP > Packet Interval (1~3600s)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > LLDP > Packet Interval
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > LLDP > Packet Interval

[11f you change this parameter, the phone will reboot to make the change take effect.

CDP Configuration

CDP (Cisco Discovery Protocol) allows the phones to receive and/or transmit device-related information from/to dir-

ectly connected devices on the local network.

When CDP feature is enabled on the phones, the phones periodically advertise their own information to the directly

connected CDP-enabled switch. The phones can also receive LLDP packets from the connected switch and obtain their

VLAN IDs.

The following table lists the parameters you can use to configure CDP.

Parameter |static.network.cdp.enablel™ <y0000000000xx>.cfg
Description|lt enables or disables the CDP feature.
Permitted [0-Disabled
Values 1-Enabled, the phone attempts to determine its VLAN ID through CDP.
Default 1
Web UI Network > Advanced > CDP > Active
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > CDP > CDP Status
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > CDP > CDP Status
Parameter [static.network.cdp.packet_intervallll <y0000000000xx >.cfg
It configures the interval (in seconds) that how often the phone sends the CDP request.
Description
Note: It works only if “static.network.cdp.enable” is set to 1 (Enabled).
P itted
ermitte Integer from 1 to 3600
Values
Default 60
Web UI Network > Advanced > CDP > Packet Interval (1~3600s)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > CDP > CDP Interval
Phone UI

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > CDP > CDP Interval

[1If you change this parameter, the phone will reboot to make the change take effect.
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Manual

VLAN Configuration

You can configure VLAN for the Internet port and PC port manually. Before configuring VLAN on the phones, you
need to obtain the VLAN ID from your network administrator.

For CP920 phones, you can only configure VLAN for the Internet port manually, because they only have an Internet

port.

The following table lists the parameters you can use to configure VLAN manually.

Parameter

static.network.vlan.internet_port_enablelll <y0000000000xx >.cfg

Description

It enables or disables the VLAN for the Internet port.

Permitted
Values

0-Disabled
1-Enabled

Default

0

Web UI

Network > Advanced > VLAN > WAN Port > Active

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > VLAN > WAN Port > VLAN Status

Phone UI 5|, c\and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > VLAN > WAN Port > VLAN
Status
Parameter [static.network.vlan.internet_port_vid!! <y0000000000xx >.cfg
It configures the VLAN ID for the Internet port.
Description
Note: It works only if “static.network.vlan.internet_port_enable” is set to 1 (Enabled).
::::::ted Integer from 1 to 4094
Default 1
Web UI Network > Advanced > VLAN > WAN Port > VID (1-4094)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > VLAN > WAN Port > VID Number
Phone UI 5|, c\and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > VLAN > WAN Port > VID
Number
Parameter [static.network.vlan.internet_port_priority!!] <y0000000000xx >.cfg
It configures the VLAN priority for the Internet port.
Description|7 is the highest priority, 0 is the lowest priority.
Note: It works only if “static.network.vlan.internet_port_enable” is set to 1 (Enabled).
:::::ted Integer from 0 to 7
Default 0
Web UI Network > Advanced > VLAN > WAN Port > Priority
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Color Screen Phones:

Menu > Advanced (default password: admin) > Network > VLAN > WAN Port > Priority

Phone Ul |5/, | and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > VLAN > WAN Port > Pri-
ority
Parameter [static.network.vlan.pc_port_enablell] <y0000000000xx >.cfg
It enables or disables the VLAN for the PC port.
Description
Note: It works only if “static.network.pc_port.enable” is set to 1 (Auto Negotiation).
Permitted |0-Disabled
Values 1-Enabled
Default 0
S ted
up!nor All phones except CP920
Devices
Web UI Network > Advanced > VLAN > PC Port > Active
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > VLAN > PC Port > VLAN Status
Phone UL (5 and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > VLAN > PC Port > VLAN
Status
Parameter static.network.vlan.pc_port_vid[l] <y0000000000xx >.cfg
It configures the VLAN ID for the PC port.
Description|note: 1t works only if “static.network.pc_port.enable” is set to 1 (Auto Negotiation) and “stat-
ic.network.vlan.pc_port_enable” is set to 1 (Enabled).
P itted
ermitte Integer from 1 to 4094
Values
Default 1
S ted
up!nor All phones except CP920
Devices
Web UI Network > Advanced > VLAN > PC Port > VID (1-4094)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > VLAN > PC Port > VID Number
Phone UL (5. and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > VLAN > PC Port > VID
Number
Parameter [static.network.vlan.pc_port_priority[1] <y0000000000xx >.cfg
It configures the VLAN priority for the PC port.
Description 7 is the highest priority, 0 is the lowest priority.

Note: It works only if “static.network.pc_port.enable” is set to 1 (Auto Negotiation) and “stat-
ic.network.vlan.pc_port_enable” is set to 1 (Enabled).
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Permitted
Integer fromOto 7
Values J
Default 0
S ted
HPPOTEEL |1l phones except CP920
Devices
Web UI Network > Advanced > VLAN > PC Port > Priority
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > VLAN > PC Port > Priority
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > VLAN > PC Port > Priority

[1if you change this parameter, the phone will reboot to make the change take effect.

DHCP VLAN Configuration

When the VLAN discovery method is set to DHCP, the phone examines the DHCP option for a valid VLAN ID. You can
customize the DHCP option used to request the VLAN ID.

The following table lists the parameters you can use to configure DHCP VLAN discovery.

Parameter

static.network.vlan.dhcp_enablel!]

<y0000000000xx >.cfg

Description|lt enables or disables the DHCP VLAN discovery feature.
Permitted |0-Disabled
Values 1-Enabled
Default 1
Web UI Network > Advanced > VLAN > DHCP VLAN > Active
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > VLAN > DHCP VLAN > DHCP VLAN
Phone UI 5|5\ and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > VLAN > DHCP VLAN >
DHCP VLAN
Parameter [static.network.vlan.dhcp_option!!! <y0000000000xx>.cfg
It configures the DHCP option from which the phone will obtain the VLAN settings.
Description
Multiple DHCP options (at most five) are separated by commas.
P itted
ermitte Integer from 1 to 255
Values
Default 132
Web UI Network > Advanced > VLAN > DHCP VLAN > Option (1-255)
Color Screen Phones:
Phone UI |Menu > Advanced (default password: admin) > Network > VLAN > DHCP VLAN > Option

Black-and-white Screen Phones:
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Menu > Settings > Advanced Settings (default password: admin) > Network > VLAN > DHCP VLAN >
Option

[1if you change this parameter, the phone will reboot to make the change take effect.

VLAN Setting Configuration

The followin

g table lists the parameter you can use to configure the VLAN setting.

Parameter

static.network.vlan.vlan_change.enable!!! <y0000000000xx>.cfg

Description

It enables or disables the phone to obtain VLAN ID using lower preference of VLAN assignment method,
or to close the VLAN feature when the phone cannot obtain VLAN ID.

The priority of each method is LLDP/CDP > Manual > DHCP VLAN.

0-Disabled

Permitted

Values 1-Enabled, the phone attempts to use the lower priority method when failing to obtain the VLAN ID using
higher priority method. If all the methods are attempted, the phone will disable VLAN feature.

Default 0

[1If you change this parameter, the phone will reboot to make the change take effect.

Wi-Fi

Wi-Fi feature enables you to connect the phones to the organization’s wireless network. Wi-Fi feature is only applic-
able to T57W/T54W/T53W/T53/T48U/T48S/T48G/T46U/T46S/T46G/T43U/T42S/T41S/T29G/T27G/CP920 phones.

You can con
less network

Note

To use Wi-Fi
USB dongle i

Topics

Wi-Fi Config

figure the phones to operate in IPv4, IPv6, or dual-stack (IPv4/IPv6) mode, and configure IPv4 or IPv6 wire-
settings manually.

feature on T53/T48U/T48S/T48G/T46U/T46S/T46G/T43U/T42S/T41S/T29G/T27G phones, make sure the Wi-Fi
s properly connected to the USB port on the back of the phone.

uration

Wireless Network IP Addressing Mode Configuration
IPv4 Wireless Network Configuration
IPv6 Wireless Network Configuration

Wi-Fi Configuration

The following table lists the parameters you can use to configure Wi-Fi.

Parameter

static.wifi.function.enablel!] <y0000000000xx>.cfg

Description

It enables or disables the Wi-Fi feature.

Permitted
Values

0-Disabled

1-Enabled

Default

1

Supported

T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, TA1S, T29G, T27G, CP920

Devices
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Parameter

static.network.redundancy.modelll

<y0000000000xx>.cfg

Description

It configures the network connection mode to be used preferentially.

0-If Wi-Fi mode is activated, the wired network is unavailable; Wi-Fi mode must be deactivated if you
want to use the wired network.

Permitted
Values 1-Use wireless network preferentially.
2-Use wired network preferentially.
Default 2
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Parameter [static.network.redundancy.failback.timeout!! <y0000000000xx>.cfg
It configures the time to wait (minutes) for the phone to switch to the preferred network (configured by
Description “static.network.redundancy.mode”).
Note: It works only if “static.network.redundancy.mode” is set to 1 or 2.
Integer from 0 to 1440
. 0-The phone will not switch as long as the current network is available.
Permitted
Values 1 to 1440-The phone will keep using the current network for the specified time after the preferentially
used network becomes available. If the preferentially used network is still available after the specified
time, the phone performs a network switch while the phone is not in use.
Default 55
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Parameter |static.wifi.enable <y0000000000xx >.cfg
It activates or deactivates the Wi-Fi mode.
Description
Note: It works only if “static.wifi.function.enable” is set to 1 (Enabled).
Permitted |0-Disabled
Values 1-Enabled
Default 0
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Web UI Network > Wi-Fi > Wi-Fi Active
Color Screen Phones:
Menu > Basic > Wi-Fi > Wi-Fi
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Basic Settings > Wi-Fi
Parameter |static.wifi.X.labell?] <y0000000000xx>.cfg
It configures the profile name of a specific wireless network.
Description
Note: It works only if “static.wifi.enable” is set to 1 (Enabled).
P itted . s
ermitte String within 32 characters
Values
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Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Web UI Network > Wi-Fi > Profile Name
Color Screen Phones:
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network (press Add) > Profile Name
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > Profile Name
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Basic Settings > Wi-Fi (On) > Known Network (press Add) > Profile Name
Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > Profile Name
Parameter [static.wifi.X.ssid[] <y0000000000xx>.cfg
It configures the SSID of a specific wireless network.
Description|SSID is a unique identifier for accessing wireless access points.
Note: It works only if “static.wifi.enable” is set to 1 (Enabled).
C::::ted String within 32 characters
Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Web UI Network > Wi-Fi > SSID
Color Screen Phones:
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network (press Add) > SSID
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > SSID
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Basic Settings > Wi-Fi (On) > Known Network (press Add) > SSID
Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > SSID
Parameter [static.wifi.X.priority[? <y0000000000xx >.cfg
It configures the priority for a specific wireless network.
Description|5 is the highest priority, 1 is the lowest priority.
Note: It works only if “static.wifi.enable” is set to 1 (Enabled).
::::‘i:ted Integer from1to 5
Default 1
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Web UI Network > Wi-Fi > Change Priority
Phone UI |Color Screen Phones:

43



Administrator’'s Guide for SIP-T2 Series/T4 Series/T5 Series/CP920 IP Phones

Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network > Option > Move Up/Move Down

Black-and-white Screen Phones:

Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network > Option > Move Up/Move
Down

Parameter

static.wifi.X.security_model?] <y0000000000xx>.cfg

It configures the security mode of a specific wireless network.

Description
Note: It works only if “static.wifi.enable” is set to 1 (Enabled).
P itted
ermittee INONE, WEP, WPA-PSK, WPA2-PSK, WPA-EAP or WPA2-EAP
Values
Default NONE
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, 127G, CP920
Web UI Network > Wi-Fi > Secure Mode
Color Screen Phones:
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network (press Add) > Security Mode
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > Security Mode
Phone Ul |5/, \_and-white Screen Phones:
Menu > Settings > Basic Settings > Wi-Fi (On) > Known Network (press Add) > Security Mode
Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > Security
Mode
Parameter static.wifi.X.cipher_type[z] <y0000000000xx >.cfg
It configures the encryption type of a specific wireless network.
If "static.wifi.X.security_mode” is set to NONE, the permitted value of this parameter is NONE.
... |If “static.wifi.X.security_mode" is set to WEP, the permitted value of this parameter is WEP.
Description
If "static.wifi.X.security_mode” is set to other values, the permitted values of this parameter are TKIP, AES
or TKIP AES.
Note: It works only if “static.wifi.enable” is set to 1 (Enabled).
Permi
ermitted |\ ONE, WEP, TKIP, AES or TKIP AES
Values
Default NONE
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Web UI Network > Wi-Fi > Cipher Type
Color Screen Phones:
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network (press Add) > Cipher Type
Phone UI |Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > Cipher Type

Black-and-white Screen Phones:

Menu > Settings > Basic Settings > Wi-Fi (On) > Known Network (press Add) > Cipher Type
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Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > Cipher Type

Parameter

static.wifi.X.password!?

<y0000000000xx>.cfg

Description

It configures the password of a specific wireless network.

Note: It works only if “static.wifi.enable” is set to 1 (Enabled) and “static.wifi.X.security_mode" is set to
WEP, WPA-PSK or WPA2-PSK.

P itted
ermitte String within 64 characters
Values
Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Web UI Network > Wi-Fi > PSK
Color Screen Phones:
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network (press Add) > WPA Shared Key
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > WPA Shared Key
Phone UL |5, \and-white Screen Phones:
Menu > Settings > Basic Settings > Wi-Fi (On) > Known Network (press Add) > WPA Shared Key
Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > WPA Shared
Key
Parameter |static.wifi.X.eap_typel? <y0000000000xx >.cfg
It configures the EAP authentication mode of a specific wireless network.
Description|note: It works only if “static.wifi.enable” is set to 1 (Enabled) and “static.wifi.X.security_mode” is set to
WPA-EAP or WPA2-EAP.
Permitted | 5 peaP or TLS
Values
Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, 127G, CP920
Parameter |static.wifi.X.eap_user_namel?] <y0000000000xx>.cfg
It configures the EAP authentication username of a specific wireless network.
Description|Note: 1t works only if “static.wifi.enable” is set to 1 (Enabled), “static.wifi.X.security_mode" is set to WPA-
EAP or WPA2-EAP and “static.wifi.X.eap_type” is set to TTLS or PEAP.
P itted
ermitte String within 32 characters
Values
Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Web UI Network > Wi-Fi > User Name
Color Screen Phones:
Phone UI

Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network (press Add) > User Name
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Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > User Name

Black-and-white Screen Phones:

Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network (press Add) > User Name

Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > User Name

Parameter

static.wifi.X.eap_password!? <y0000000000xx >.cfg

Description

It configures the EAP authentication password of a specific wireless network.

Note: It works only if “static.wifi.enable” is set to 1 (Enabled) and “static.wifi.X.security_mode” is set to
WPA-EAP or WPA2-EAP.

P itted . s
ermitte String within 64 characters
Values
Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
Web UI Network > Wi-Fi > PSK
Color Screen Phones:
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network (press Add) > WPA Shared Key
Menu > Basic > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > WPA Shared Key
Phone Ul |5, \-and-white Screen Phones:
Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network (press Add) > WPA Shared Key
Menu > Settings > Basic Settings > Wi-Fi > Wi-Fi (On) > Known Network > Option > Edit > WPA Shared
Key
Parameter |static.wifi.show_scan_prompt <y0000000000xx >.cfg
. .. _|lt enables or disables the phone to prompt you whether to scan Wi-Fi after connecting Wi-Fi USB dongle
Description
to the IP phone.
0-Disabled, the phone will enable the Wi-Fi feature and try to connect to the known wireless network
Permitted |(according to the priority) automatically. But if the phone fails to connect to any known wireless network,
Values the phone will still display the Wi-Fi scanning prompt when connecting to the phone.
1-Enabled
Default 1
Supported
Devices T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, TALS, T29G, T27G

[1if you change this parameter, the phone will reboot to make the change take effect.

(21X is Wi-Fi ID. X=1-5.

Wireless Network IP Addressing Mode Configuration

The following table lists the parameters you can use to configure IP addressing mode for the wireless network.

Parameter

static.network.wifi.ip_address_model! <y0000000000xx>.cfg

Description

It configures the IP addressing mode for the wireless network.

Permitted

0-IPv4
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1-1Pv6
Values

2-IPv4 & IPv6
Default 0
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
Web UI Network > Wi-Fi > Internet Port > Mode (IPv4/IPv6)

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IP Mode
Phone UI

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IP Mode
Parameter [static.network.wifi.preferencell! <y0000000000xx>.cfg

It specifies IPv4 or IPv6 as the preferred wireless network in a Dual-Stack mode.
Description

Note: It works only if “static.network.wifi.ip_address_mode” is set to 2 (IPv4 & IPv6).
Permitted [0-1PV6
Values 1-IPv4
Default 0
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
Web UI Network > Wi-Fi > Internet Port > Preference(IPv4/IPv6)

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > Wi-Fi Port > Preference
Phone UI

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > Preference

[11f you change this parameter, the phone will reboot to make the change take effect.

IPv4 Wireless Network Configuration

The following table lists the parameters you can use to configure IPv4 wireless network.

Parameter

static.network.wifi.internet_port.typell! <y0000000000xx >.cfg

Description

It configures the Internet port type for IPv4 wireless network.

Note: It works only if “static.network.wifi.ip_address_mode” is set to 0 (IPv4) or 2 (IPv4 & IPv6).

0-DHCP

Permitted

Values 2-Static IP

Default 0

Supported

Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:

Web UI

Network > Wi-Fi > IPv4 Config > Configuration Type
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Other Phones:

Network > Wi-Fi > IPv4 Config

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv4

Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv4
Parameter [static.network.wifi.internet_port.ip[! <y0000000000xx>.cfg
It configures the IPv4 address for the wireless network.
Description|\ote: 1t works only if “static.network.wifi.ip_address_mode" is set to 0 (IPv4) or 2 (IPv4 & IPv6), and "stat-
ic.network.wifi.internet_port.type" is set to 2 (Static IP).
Permitted IPv4 Address
Values
Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, TA1S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv4 Config > Configuration Type (Static IP) > IP Address
Web UI
Other Phones:
Network > Wi-Fi > IPv4 Config > Static IP Address > IP Address
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv4 > Static IP > IP Address
Phone Ul |5, \-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv4 > Static
IPv4 Client > IP Address
Parameter [static.network.wifi.internet_port.mask!!l <y0000000000xx >.cfg
It configures the IPv4 subnet mask for the wireless network.
Description|note: 1t works only if “static.network.wifi.ip_address_mode" is set to 0 (IPv4) or 2 (IPv4 & IPv6), and "stat-
ic.network.wifi.internet_port.type" is set to 2 (Static IP).
P itted
ermitte Subnet Mask
Values
Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv4 Config > Configuration Type (Static IP) > Subnet Mask
Web UI
Other Phones:
Network > Wi-Fi > IPv4 Config > Static IP Address > Subnet Mask
Color Screen Phones:
Phone UI

Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv4 > Static IP > Subnet Mask
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Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv4 > Static
IPv4 Client > Subnet Mask

Parameter

static.network.wifi.internet_port.gateway!1! <y0000000000xx>.cfg

Description

It configures the IPv4 default gateway for the wireless network.

Note: It works only if “static.network.wifi.ip_address_mode” is set to 0 (IPv4) or 2 (IPv4 & IPv6), and "stat-
ic.network.wifi.internet_port.type" is set to 2 (Static IP).

Permitted

Values IPv4 Address
Default Blank
S ted
D:s';:rs % ITs7w, Ts4W, TS3W, T53, T48U, T48S, T46U, T465, TA3U, T42S, T41S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv4 Config > Configuration Type (Static IP) > Default Gateway
Web UI
Other Phones:
Network > Wi-Fi > IPv4 Config > Static IP Address > Default Gateway
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv4 > Static IP > Default Gate-
way
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv4 > Static
IPv4 Client > Default Gateway
Parameter [static.network.wifi.static_dns_enablel!] <y0000000000xx >.cfg
It triggers the static DNS feature to on or off for the wireless network.
Description
Note: It works only if “static.network.wifi.internet_port.type” is set to 0 (DHCP).
Permitted 0-Off, the phone will use the IPv4 DNS obtained from DHCP.
Values 1-On, the phone will use manually configured static IPv4 DNS.
Default 0
S ted
D:s'i’c:rs % |T57W, T54W, TS3W, T53, T48U, T48S, T46U, T46S, TA3U, TA2S, TALS, T27G, CP920
Web UI Network > Wi-Fi > IPv4 Config > Static DNS
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv4 > Type(DHCP) > Static DNS
Phone UL |g\,c\and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv4 > DHCP
IPv4 Client > Static DNS
Parameter [static.network.wifi.primary_dns! <y0000000000xx >.cfg
It configures the primary IPv4 DNS server for the wireless network.
Description

Note: It works only if “static.network.wifi.ip_address_mode” is set to 0 (IPv4) or 2 (IPv4 & IPv6). In DHCP
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environment, you also need to make sure “static.network.wifi.static_dns_enable" is set to 1 (On).

Permitted

Values IPv4 Address
Default Blank
SD:':’"::::ted TS7W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv4 Config > Static DNS > Primary DNS
Web UI
Other Phones:
Network > Wi-Fi > IPv4 Config > Static IP Address > Primary DNS
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv4 > Static IP > Pri.DNS
In DHCP environment:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv4 > DHCP > Static DNS
(Enabled) > Pri.DNS
Phone UL (5 and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv4 > Static
IPv4 Client > Pri.DNS
In DHCP environment:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv4 > DHCP
IPv4 Client > Static DNS (Enabled) > Pri.DNS
Parameter [static.network.wifi.secondary_dns(!! <y0000000000xx>.cfg
It configures the secondary IPv4 DNS server for the wireless network.
Description|note: 1t works only if “static.network.wifi.ip_address_mode" is set to 0 (IPv4) or 2 (IPv4 & IPv6). In DHCP
environment, you also need to make sure “static.network.wifi.static_dns_enable" is set to 1 (On).
Permi
ermitted IPv4 Address
Values
Default Blank
;:'\’";:r:ed TS7W, T54W, TS3W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv4 Config > Static DNS > Secondary DNS
Web UI
Other Phones:
Network > Wi-Fi > IPv4 Config > Static IP Address > Secondary DNS
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv4 > Static IP > Sec.DNS
Phone UI

In DHCP environment:

Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv4 > DHCP > Static DNS
(Enabled) > Sec.DNS
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Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv4 > Static
IPv4 Client > Sec.DNS

In DHCP environment:

Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv4 > DHCP
IPv4 Client > Static DNS (Enabled) > Sec.DNS

(11 you cha

nge this parameter, the phone will reboot to make the change take effect.

IPv6 Wireless Network Configuration

If you configure the network settings on the phone for an IPv6 network, you can set up an IP address for the phone by
using SLAAC (ICMPv6), DHCPv6 or by manually entering an IP address. Ensure that your network environment supports

IPv6. Contac

t your ISP for more information.

When you enable both SLAAC and DHCPv6 on the phone, the server can specify the IP phone to obtain the IPv6

address and

other network settings either from SLAAC or from DHCPvV6, if the SLAAC server is not working, the phone

will try to obtain the IPv6 address and other network settings via DHCPv6.

The followin

g table lists the parameters you can use to configure IPv6 wireless network.

Parameter

static.network.wifi.ipv6_internet_port.typelll

<y0000000000xx>.cfg

Description

It configures the Internet port type for IPv6 wireless network.

Note: It works only if “static.network.wifi.ip_address_mode” is set to 1 (IPv6) or 2 (IPv4 & IPv6).

0-DHCP

Permitted
Values |7 giatic 1P
Default 0
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv6 Config > Configuration Type
Web UI
Other Phones:
Network > Wi-Fi > IPv6 Config
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv6
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv6
Parameter |static.network.wifi.ipv6_internet_port.ip!! <y0000000000xx >.cfg
It configures the IPv6 address for the wireless network.
Description|note: Tt works only if “static.network.wifi.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 & IPv6), and "stat-
ic.network.wifi.ipvé_internet_port.type" is set to 1 (Static IP).
P itted
ermitte IPv6 Address
Values
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Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv6 Config > Configuration Type (Static IP) > IP Address
Web UI
Other Phones:
Network > Wi-Fi > IPv6 Config > Static IP Address > IP Address
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv6 > Static IP > IP Address
Phone UL (5. | and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv6 > Static
IPv6 Client > IP Address
Parameter [static.network.wifi.ipvé_prefix!! <y0000000000xx >.cfg
It configures the IPv6 prefix for the wireless network.
Description|note: 1t works only if “static.network.wifi.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 & IPv6), and "stat-
ic.network.wifi.ipvé_internet_port.type" is set to 1 (Static IP).
P itted
ermitte Integer from 0 to 128
Values
Default 64
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv6 Config > Configuration Type (Static IP) > IPv6 Prefix(0~128)
Web UI
Other Phones:
Network > Wi-Fi > IPv6 Config > Static IP Address > IPv6 Prefix(0~128)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv6 > Static IP > IPv6 IP Prefix
Phone Ul |5, | and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv6 > Static
IPv6 Client > IPv6 IP Prefix
Parameter static.network.wifi.ipv6_internet_port.gatewaym <y0000000000xx>.cfg
It configures the IPv6 default gateway for the wireless network.
Description|note: It works only if “static.network.wifi.ip_address_mode” is set to 1 (IPv6) or 2 (IPv4 & IPv6), and "stat-
ic.network.wifi.ipvé_internet_port.type" is set to 1 (Static IP).
Permi
ermitted |06 Address
Values
Default Blank
S ted
D:s:’c:rs % ITs7w, Ts4W, TS3W, T53, T48U, T48S, T46U, T465, TA3U, T42S, T41S, T27G, CP920
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T57W/T54W/T53W/T53/T48U/T46U/T43U:

Network > Wi-Fi > IPv6 Config > Configuration Type (Static IP) > Default Gateway

Web UI
Other Phones:
Network > Wi-Fi > IPv6 Config > Static IP Address > Default Gateway
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv6 > Static IP > Default Gate-
way
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv6 > Static
IPv6 Client > Default Gateway
Parameter |static.network. wifi.ipv6_static_dns_enablel] <y0000000000xx>.cfg
It triggers the static IPv6 DNS feature to on or off for the wireless network.
Description
Note: It works only if “static.network.wifi.ipv6_internet_port.type” is set to 0 (DHCP).
Permitted 0-Off, the phone will use the IPv6 DNS obtained from DHCP.
Values 1-On, the phone will use manually configured static IPv6 DNS.
Default 0
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
Web UI Network > Wi-Fi > IPv6 Config > IPv6 Static DNS (Static IPv6 DNS)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv6 > Type(DHCP) > Static DNS
Phone Ul |5/, | and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv6 > DHCP
IPv6 Client > Static DNS
Parameter |static.network.wifi.ipv6_primary_dns!! <y0000000000xx>.cfg
It configures the primary IPv6 DNS server for the wireless network.
Description|note: It works only if “static.network.wifi.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 & IPv6). In DHCP
environment, you also need to make sure “static.network.wifi.ipv6_static_dns_enable" is set to 1 (On).
P itted
ermitte IPv6 Address
Values
Default Blank
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, T41S, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv6 Config > Static IPv6 DNS > Primary DNS
Web UI
Other Phones:
Network > Wi-Fi > IPv6 Config > Static IP Address > Primary DNS
Phone Ul |Color Screen Phones:
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Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv6 > Static IP > Pri.DNS
In DHCP environment:

Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv6 > DHCP > Static DNS
(Enabled) > Pri.DNS

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv6 > Static
IPv6 Client > Pri.DNS

In DHCP environment:

Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv6 > DHCP
IPv6 Client > Static DNS(Enabled) > Pri.DNS

Parameter

static.network.wifi.ipv6_secondary_dns[1] <y0000000000xx>.cfg

Description

It configures the secondary IPv6 DNS server for the wireless network.

Note: It works only if “static.network.wifi.ip_address_mode" is set to 1 (IPv6) or 2 (IPv4 & IPv6). In DHCP
environment, you also need to make sure “static.network.wifi.ipv6_static_dns_enable" is set to 1 (On).

Permitted IPv6 Address
Values
Default Blank
SD:':’"::::ted T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, TALS, T27G, CP920
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Wi-Fi > IPv6 Config > Static IPv6 DNS > Secondary DNS
Web UI
Other Phones:
Network > Wi-Fi > IPv6 Config > Static IP Address > Secondary DNS
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv6 > Static IP > Sec.DNS
In DHCP environment:
Menu > Advanced (default password: admin) > Network > Wi-Fi Port > IPv6 > DHCP > Static DNS
(Enabled) > Sec.DNS
Phone UL (5 | and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv6 > Static
IPv6 Client > Sec.DNS
In DHCP environment:
Menu > Settings > Advanced Settings (default password: admin) > Network > Wi-Fi Port > IPv6 > DHCP
IPv6 Client > Static DNS(Enabled) > Sec.DNS
Parameter static.network.wifi.ipv6_icmp_v6.enab|e[1] <y0000000000xx>.cfg
It enables or disables the phone to obtain IPv6 wireless network settings via SLAAC (Stateless Address
Description Autoconfiguration).
Note: It works only if “static.network.wifi.ipv6_internet_port.type” is set to 0 (DHCP).
Permitted [0-Disabled
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Values 1-Enabled

Default 1

Supported |\ Toaw, TS3W, TS3, TA8U, TASS, T46U, T465, T43U
Devices

Web UI Network > Advanced > Wi-Fi ICMPv6 Status > Active

[1if you change this parameter, the phone will reboot to make the change take effect.

Real-Time Transport Protocol (RTP) Ports

Since the phone supports conferencing and multiple RTP streams, it can use several ports concurrently. You can spe-

cify the phone’s RTP port range.

The UDP port used for RTP streams is traditionally an even-numbered port. If the port 11780 is used to send and receive
RTP for the first voice session, additional calls would then use ports 11782, 11784, 11786, and so on. The phone is com-
patible with RFC 1889 - RTP: A Transport Protocol for Real-Time Applications - and the updated RFC 3550.

Topic

RTP Ports Configuration

RTP Ports Configuration

The following table lists the parameters you can use to configure RTP ports.

Parameter

static.network.port.min_rtpport!1] <y0000000000xx >.cfg

Description

It configures the minimum local RTP port.

Permitted
Values

Integer from 1024 to 65535

Default

11780

Web UI

Network > Advanced > Local RTP Port > Min RTP Port (1024~65535)

Parameter

static.network.port. max_rtpport1] <y0000000000xx >.cfg

Description

It configures the maximum local RTP port.

Permitted
Values

Integer from 1024 to 65535

Default

12780

Web UI

Network > Advanced > Local RTP Port > Max RTP Port (1024~65535)

Parameter

features.rtp_symmetric.enablell] <y0000000000xx >.cfg

Description

It configures the symmetrical RTP feature.

Permitted
Values

0-Disabled
1-reject RTP packets arriving from a non-negotiated IP address
2-reject RTP packets arriving from a non-negotiated port

3-reject RTP packets arriving from a non-negotiated IP address or a non-negotiated port

Default

0
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[1if you change this parameter, the phone will reboot to make the change take effect.

Network Address Translation (NAT)

NAT enables phones with private unregistered addresses to communicate with devices with globally unique registered
addresses.
Topics

NAT Traversal Configuration

Keep Alive Configuration

Rport Configuration

SIP Port and TLS Port Configuration

NAT Traversal Configuration
The phones can traverse NAT gateways to establish and maintain connections with external devices.

Yealink phones support three NAT traversal techniques: manual NAT, STUN and ICE. If you enable manual NAT and
STUN, the phone will use the manually-configured external IP address for NAT traversal. The TURN protocol is used as
part of the ICE approach to NAT traversal.

The following table lists the parameters you can use to configure NAT traversal.

Parameter |account.X.nat.nat_traversalll] <MAC> .cfg

It enables or disables the NAT traversal for a specific account.

Description|Note: If it is set to 1 (STUN), it works only if “static.sip.nat_stun.enable” is set to 1 (Enabled); if it is set to 2

(Manual NAT), it works only if “static.network.static_nat.enable” is set to 1 (Enabled).

0-Disabled
Permitted 1-STUN
Values

2-Manual NAT
Default 0

Web UI Account > Register > NAT

Color Screen Phones:

Menu > Advanced (default password: admin) > Accounts > Account X > NAT Status

Phone Ul |Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Accounts > AccountX > NAT Status

Note: Manual NAT cannot be configured via the phone user interface.

Parameter [static.network.static_nat.enablel?! <y0000000000xx>.cfg

Description|It enables or disables the manual NAT feature.

Permitted [0-Disabled
Values 1-Enabled

Default 0

Web UI Network > NAT > Manual NAT > Active

Parameter [static.network.static_nat.addr(?] <y0000000000xx >.cfg
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Description

It configures the IP address to be advertised in SIP signaling.
It should match the external IP address used by the NAT device.

Note: It works only if “static.network.static_nat.enable” is set to 1 (Enabled).

Permitted

Values IP Address

Default Blank

Web UI Network > NAT > Manual NAT > IP Address

Parameter [static.sip.nat_stun.enablell <y0000000000xx>.cfg
Description|(It enables or disables the STUN (Simple Traversal of UDP over NATSs) feature.
Permitted |0-Disabled

Values 1-Enabled

Default 0

Web UI Network > NAT > STUN > Active

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > NAT > NAT Status

Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > NAT > NAT Status
Parameter [static.sip.nat_stun.server!? <y0000000000xx >.cfg
It configures the IP address or domain name of the STUN server.
Description
Note: It works only if “static.sip.nat_stun.enable” is set to 1 (Enabled).
P itted
ermitte IP Address or Domain Name
Values
Default Blank
Web UI Network > NAT > STUN > STUN Server
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > NAT > STUN Server
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > NAT > STUN Server
Parameter [static.sip.nat_stun.port!Z <y0000000000xx >.cfg
It configures the port of the STUN server.
Description
Note: It works only if “static.sip.nat_stun.enable” is set to 1 (Enabled).
P itted
ermitte Integer from 1024 to 65535
Values
Default 3478
Web UI Network > NAT > STUN > STUN Port (1024~65535)
Color Screen Phones:
Phone UI

Menu > Advanced (default password: admin) > Network > NAT > STUN Port
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Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > NAT > STUN Port

Parameter

static.ice.enablel? <y0000000000xx>.cfg

Description

It enables or disables the ICE (Interactive Connectivity Establishment) feature.

Permitted
Values

0-Disabled
1-Enabled

Default

0

Web UI

Network > NAT > ICE > Active

Parameter

static.sip.nat_turn.enablel?] <y0000000000xx>.cfg

Description

It enables or disables the TURN (Traversal Using Relays around NAT) feature.

Permitted
Values

0-Disabled
1-Enabled

Default

0

Web UI

Network > NAT > TURN > Active

Parameter

static.sip.nat_turn.serverl? <y0000000000xx >.cfg

Description

It configures the IP address or the domain name of the TURN server.

Note: It works only if “static.sip.nat_turn.enable” is set to 1 (Enabled).

Permitted
Values

IP Address or Domain Name

Default

Blank

Web UI

Network > NAT > TURN > TURN Server

Parameter

static.sip.nat_turn.port!2 <y0000000000xx >.cfg

Description

It configures the port of the TURN server.

Note: It works only if “static.sip.nat_turn.enable” is set to 1 (Enabled).

Permitted
Values

Integer from 1024 to 65535

Default

3478

Web UI

Network > NAT > TURN > TURN Port (1024~65535)

Parameter

static.sip.nat_turn.usernamel! <y0000000000xx>.cfg

Description

It configures the user name to authenticate to the TURN server.

Note: It works only if “static.sip.nat_turn.enable” is set to 1 (Enabled).

Permitted
Values

String

Default

Blank

Web UI

Network > NAT > TURN > User Name (Username)

Parameter

static.sip.nat_turn.password[?]

<y0000000000xx >.cfg
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Description

It configures the password to authenticate to the TURN server.

Note: It works only if “static.sip.nat_turn.enable” is set to 1 (Enabled).

Permitted
Values

String

Default

Blank

Web UI

Network > NAT > TURN > Password

(11X is the account ID. For T57W/T54W/T48U/T48S/T48G/T46U/ T465/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12; for TA1P/T41S/T27G, X=1-6; for TAOP/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-
2; for T19(P) E2/CP920, X=1.

[2lif you change this parameter, the phone will reboot to make the change take effect.

Keep Al

ive Configuration

Yealink phones can send keep-alive packets to the NAT device for keeping the communication port open.

The following table lists the parameters you can use to configure keep alive.

Parameter |account.X.nat.udp_update_enablell] <MAC>.cfg
Description|lt sets the type of keep-alive packets sent by phone.
0-Disabled
Permitted |1-Default (the phone sends the corresponding packets according to the transport protocol)
Values 2-Options (the phone sends SIP OPTIONS packets to the server)
3-Notify (the phone sends SIP NOTIFY packets to the server)
Default 1
Web UI Account > Advanced > Keep Alive Type
Parameter |account.X.nat.udp_update_timel! <MAC>.cfg
It configures the interval (in seconds) at which the phone sends a keep-alive package.
Description
Note: It works only if “account.X.nat.udp_update_enable” is setto 1, 2 or 3.
\I;le'lr:::ted Integer from 15 to 2147483647
Default 30
Web UI Account > Advanced > Keep Alive Interval(Seconds)

(11X is the account ID. For TS7W/T54W/T48U/T48S/T48G,/T46U/T465/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12: for TA1P/T41S/T27G, X=1-6; for TA0P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-

2; for T19(P)

Rport C

Rport allows

E2/CP920, X=1.

onfiguration

a client to request that the server sends the response back to the source IP address and port from which

the request originated. It helps the phone traverse symmetric NATSs.

Rport feature depends on support from a SIP server. For more information, refer to RFC 3581.

The following table lists the parameter you can use to configure rport.
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Parameter [account.X.nat.rport! <MAC> cfg
Description|It enables or disables the phone to add the "rport" parameter in the Via header.
0-Disabled
Permitted 1-Enabled, the INVITE Contact header uses the port in the "rport" parameter but does not use the source
Values IP address in the "received" parameter in the Via header of server's response.
2-Enable Direct Process, the INVITE Contact header uses the port in the "rport” parameter and uses the
source IP address in the "received" parameter in the Via header of server's response.
Default 0
Web UI Account > Advanced > RPort

(11X is the account ID. For TS7W/T54W/T48U,/T485/T48G/T46U/T465/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12; for T41P/T41S/T27G, X=1-6; for TA0P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-
2; for T19(P) E2/CP920, X=1.

SIP Port and TLS Port Configuration

You can configure the SIP and TLS source ports on the phone. Otherwise, the phone uses default values (5060 for
UDP/TCP and 5061 for TLS).

If NAT is disabled, the port number shows in the Via and Contact SIP headers of SIP messages. If NAT is enabled, the
phone uses the NAT port number (and NAT IP address) in the Via and Contact SIP headers of SIP messages, but still
using the configured source port.

The following table lists the parameters you can use to configure SIP port and TLS port.

Parameter

sip.listen_port <y0000000000xx >.cfg

Description

It specifies the local SIP port.

If it is set to 0, the phone will automatically listen to the local SIP port.

Permitted
Values

0, Integer from 1024 to 65535

Default

5060

Web UI

Settings > SIP > Local SIP Port

Parameter

sip.tls_listen_port <y0000000000xx >.cfg

Description

It specifies the local TLS listen port.

If itis set to 0, the phone will not listen to the TLS service.

Permitted
Values

0, Integer from 1024 to 65535

Default

5061

Web UI

Settings > SIP > TLS SIP Port

Internet Port and PC Port

Yealink phones support two Ethernet ports: Internet port and PC port. You can enable or disable the PC port on the

phones. The

Topics
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Supported Transmission Methods
Internet Port and PC Port Configuration

Supported Transmission Methods

Three optional methods of transmission configuration for the IP phone Internet port and PC port:

« Auto-negotiate
« Half-duplex (transmit in 10Mbps or 100Mbps)

« Full-duplex (transmit in 10Mbps, 100Mbps or 1000Mbps (1000Mbps is only applicable to
T57W/T54W/T53W/T53/T48U/T48S/T48G/T46U/T46S/T46G/T43U/T42G/T42S/T40G/T29G/T27G/T23G/CP920 phones))

Auto-negotiate is configured for both Internet and PC ports on the IP phone by default.

Internet Port and PC Port Configuration

The following table lists the parameters you can use to configure the Internet port and PC port.

Parameter |static.network.pc_port.enablel!] <y0000000000xx >.cfg

Description|It enables or disables the PC port.

Permitted |0-Disabled

Values 1-Auto Negotiation
Default 1
Supported

HPPOTLEC ] All phones except CP920
Devices

Web UI Network > PC Port > PC Port Active

Parameter |static.network.internet_port.speed_duplex!!! <y0000000000xx >.cfg

It configures the network speed over Ethernet of the Internet port.

Note: For
Description|T57W/T54W/TS3W/T53/T48U/TA8S/TABG/ TA6U/ TA6S/TA6G/T43U/ T42G/T42S/TA0G/ T29G/T27G/T23G/CP920
phones, you can set the transmission speed to 1000Mbps/Auto Negotiation to transmit in 1000Mbps if
the phone is connected to the switch supports Gigabit Ethernet. We recommend that you do not change
this parameter.

0-Auto Negotiation
1-Full Duplex 10Mbps
2-Full Duplex 100Mbps

Permitted (3 ¢ Duplex 10Mbps

Values
4-Half Duplex 100Mbps
5-Full Duplex 1000Mbps (only applicable to
T57W/T54W/T53W/T53/T48U/T48S/T48G/T46U/T46S/T46G/T43U/T42G/T42S/T40G/T29G/T27G/T23G/CP920
phones)

Default 0

Web UI Network > Advanced > Port Link > WAN Port Link

Parameter |static.network.pc_port.speed_duplex!!] <y0000000000xx >.cfg

Description|It configures the network speed over Ethernet of the PC port.
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Note: It works only if “static.network.pc_port.enable” is set to 1 (Auto Negotiation). For
T57W/T54W/T53W/T53/T48U/T48S/T48G/T46U/TA6S/TA6G/T43U/T42G/T42S/TA0G/T29G/T27G/T23G
phones, you can set the transmission speed to 1000Mbps/ Auto Negotiation to transmit in 1000Mbps if
the phone is connected to the switch supports Gigabit Ethernet. We recommend that you do not change
this parameter.

0-Auto Negotiation
1-Full Duplex 10Mbps

2-Full Duplex 100Mbps

Permitted |3_4if Duplex 10Mbps

Values
4-Half Duplex 100Mbps
5-Full Duplex 1000Mbps (only applicable to
T57W/T54W/T53W/T53/T48U/T48S/T48G/T46U/T46S/T46G/T43U/T42G/T42S/T40G/T29G/T27G/T23G
phones)

Default 0

Sup?orted All phones except CP920

Devices

Web UI Network > Advanced > Port Link > PC Port Link

Parameter |static.network.vlan.pc_port_modell] <y0000000000xx>.cfg

Description|It configures how the phone processes packets for the PC port when VLAN is enabled on the PC port.
0-The phone forwards the packets sent from the PC port to the Internet port directly.

Permitted

Values 1-If there are no VLAN tags in the packets sent from the PC port to the Internet port, the phone tags the
packets and then forward them; else, the phone forwards the packets directly.

Default 1

S ted

up!)or All phones except CP920
Devices

(1If you change this parameter, the phone will reboot to make the change take effect.

VPN

Yealink phones use OpenVPN to achieve VPN feature. To prevent disclosure of private information, tunnel endpoints
must authenticate each other before a secure VPN tunnel is established. After you configure VPN feature on the IP
phone, the phone will act as a VPN client and use the certificates to authenticate with the VPN server.

For more information, refer to OpenVPN Feature on Yealink phones.

Topics

VPN Related

Files

VPN Configuration

VPN Related Files

To use VPN, you should collect the VPN-related files into one archive file in .tar format and then upload this tar file.
The VPN-related files include certificates (ca.crt and client.crt), key (client.key) and the configuration file (vpn.cnf) of
the VPN client.
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The following table lists the unified directories of the OpenVPN certificates and key in the configuration file (vpn.cnf)
for Yealink phones:

VPN Files Description Unified Directories
ca.crt CA certificate /config/openvpn/keys/ca.crt
client.crt Client certificate /config/openvpn/keys/client.crt
client.key Private key of the client /config/openvpn/keys/client.key

VPN Configuration

The following table lists the parameters you can use to configure the VPN.

Parameter [static.network.vpn_enable!!! <y0000000000xx >.cfg

Description|lt enables or disables the OpenVPN feature.

Permitted |0-Disabled
Values |3 pnapled
Default 0

Web UI Network > Advanced > VPN > Active

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > VPN > VPN Active

Phone UI

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > VPN > VPN Active
Parameter |static.openvpn.url <y0000000000xx >.cfg

It configures the access URL of the *.tar file for OpenVPN.
Description|Example:

static.openvpn.url = http://192.168.10.25/OpenVPN.tar

Permitted

URL within 511 characters
Values

Default Blank

Web UI Network > Advanced > VPN > Upload VPN Config

[1if you change this parameter, the phone will reboot to make the change take effect.

Quality of Service (QoS)

VoIP is extremely bandwidth and delay-sensitive. QoS is a major issue in VoIP implementations, regarding how to guar-
antee that packet traffic is not delayed or dropped due to interference from other lower priority traffic. VoIP can guar-
antee high-quality QoS only if the voice and the SIP packets are given priority over other kinds of network traffic. The
phones support the DiffServ model of QoS.

Voice QoS
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In order to make VoIP transmissions intelligible to receivers, voice packets should not be dropped, excessively delayed,
or made to suffer varying delay. DiffServ model can guarantee high-quality voice transmission when the voice packets
are configured to a higher DSCP value.

SIP QoS

The SIP protocol is used for creating, modifying, and terminating two-party or multi-party sessions. To ensure good
voice quality, SIP packets emanated from the phones should be configured with a high transmission priority.

DSCPs for voice and SIP packets can be specified respectively.

Note

For voice and SIP packets, the phone obtains DSCP info from the network policy if LLDP feature is enabled, which takes pre-
cedence over manual settings. For more information on LLDP, refer to LLDP Configuration.

Topic
Voice and SIP QoS Configuration

Voice and SIP QoS Configuration

The following table lists the parameters you can use to configure voice QoS and SIP QoS.

Parameter [static.network.qos.audiotos!! <y0000000000xx >.cfg
It configures the DSCP (Differentiated Services Code Point) for voice packets.
Description
The default DSCP value for RTP packets is 46 (Expedited Forwarding).
Permitted
Values Integer from 0 to 63
Default 46
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Advanced > QoS > Voice QoS (0~63)
Web UI
Other Phones:
Network > Advanced > Voice QoS > Voice QoS (0~63)
Parameter |static.network.qos.signaltos!! <y0000000000xx>.cfg
It configures the DSCP (Differentiated Services Code Point) for SIP packets.
Description
The default DSCP value for SIP packets is 26 (Assured Forwarding).
Permi
ermitted Integer from 0 to 63
Values
Default 26
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Network > Advanced > QoS > SIP QoS (0~63)
Web UI
Other Phones:
Network > Advanced > Voice QoS > SIP QoS (0~63)

[1if you change this parameter, the phone will reboot to make the change take effect.
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802.1x Authentication

Yealink phones support the following protocols for 802.1x authentication:

« EAP-MD5

« EAP-TLS (requires Device and CA certificates, requires no password)
« EAP-PEAP/MSCHAPv2 (requires CA certificates)

o EAP-TTLS/EAP-MSCHAPV2 (requires CA certificates)

« EAP-PEAP/GTC (requires CA certificates)

o EAP-TTLS/EAP-GTC (requires CA certificates)

« EAP-FAST (supports EAP In-Band provisioning, requires CA certificates if the provisioning method is Authenticated
Provisioning)

For more information on 802.1x authentication, refer to Yealink 802.1X Authentication.
Topic

802.1x Authentication Configuration

802.1x Authentication Configuration

The following table lists the parameters you can use to configure 802.1x authentication.

Parameter |static.network.802_1x.model!! <y0000000000xx>.cfg
Description|It configures the 802.1x authentication method.
0-EAP-None, no authentication
1-EAP-MD5
2-EAP-TLS
Permitted |3-EAP-PEAP/MSCHAPV2 (EAP-MSCHAPv2)
Values 4-EAP-TTLS/EAP-MSCHAPv2
5-EAP-PEAP/GTC
6-EAP-TTLS/EAP-GTC
7-EAP-FAST
Default 0
Web UI Network > Advanced > 802.1x > 802.1x Mode
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > 802.1x > 802.1x Mode
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > 802.1x > 802.1x Mode
Parameter [static.network.802_1x.eap_fast_provision_modet*)  |<y0000000000xx>.cfg
It configures the EAP In-Band provisioning method for EAP-FAST.
Description
Note: It works only if “static.network.802_1x.mode" is set to 7 (EAP-FAST).
Permitted |0-Unauthenticated Provisioning, EAP In-Band provisioning is enabled by server unauthenticated PAC
Values (Protected Access Credential) provisioning using the anonymous Diffie-Hellman key exchange.
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1-Authenticated Provisioning, EAP In-Band provisioning is enabled by server authenticated PAC pro-
visioning using certificate-based server authentication.

Default 0
Web UI Network > Advanced > 802.1x > Provisioning Mode
Parameter |static.network.802_1x.anonymous_identity[!l <y0000000000xx>.cfg
It configures the anonymous identity (user name) for 802.1X authentication.
Description|lt is used for constructing a secure tunnel for 802.1X authentication.
Note: It works only if “static.network.802_1x.mode" is set to 2, 3,4, 5, 6 or 7.
P itted
ermitte String within 512 characters
Values
Default Blank
Web UI Network > Advanced > 802.1x > Anonymous Identity
Parameter [static.network.802_1x.identity™! <y0000000000xx>.cfg
Description|It configures the identity (user name) for 802.1x authentication.
P itted
ermitte String within 32 characters
Values
Default Blank
Web UI Network > Advanced > 802.1x > Identity
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > 802.1x > Identity
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > 802.1x > Identity
Parameter [static.network.802_1x.md5_password!! <y0000000000xx>.cfg
It configures the password for 802.1x authentication.
Description
Note: It is required for all methods except EAP-TLS.
P itted
ermitte String within 32 characters
Values
Default Blank
Web UI Network > Advanced > 802.1x > MD5 Password
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > 802.1x > MD5 Password
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > 802.1x > MD5 Password
Parameter |static.network.802_1x.root_cert_url <y0000000000xx>.cfg
It configures the access URL of the CA certificate.
Description

The format of the certificate must be *.pem, *.crt, *.cer or *.der.
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Note: It works only if “static.network.802_1x.mode" is set to 2, 3, 4, 5, 6 or 7. If the authentication method
is EAP-FAST, you also need to set “static.network.802_1x.eap_fast_provision_mode” to 1 (Authenticated
Provisioning).

Permitted
Values

Default Blank

URL within 511 characters

Web UI Network > Advanced > 802.1x > CA Certificates

Parameter |static.network.802_1x.client_cert_url <y0000000000xx>.cfg

It configures the access URL of the device certificate.
Description|The format of the certificate must be *.pem.

Note: It works only if “static.network.802_1x.mode" is set to 2 (EAP-TLS).

Permitted

URL within 511 characters
Values

Default Blank

Web UI Network > Advanced > 802.1x > Device Certificates

Parameter [static.network.802_1x.proxy_eap_logoff.enablell] <y0000000000xx >.cfg

Description|lt enables or disables the 802.1x-logoff feature for the PC port.

Permitted |0-Disabled

Values 1-Enabled, the 802.1x logoff message is sent to the authenticator when the PC is disconnected.
Default 0
Supported

All phones except CP920

Devices

[1If you change this parameter, the phone will reboot to make the change take effect.

TR-069 Device Management

TR-069 is a technical specification defined by the Broadband Forum, which defines a mechanism that encompasses
secure auto-configuration of a CPE (Customer-Premises Equipment), and incorporates other CPE management func-
tions into a common framework. TR-069 uses common transport mechanisms (HTTP and HTTPS) for communication
between CPE and ACS (Auto Configuration Servers). The HTTP(S) messages contain XML-RPC methods defined in the
standard for configuration and management of the CPE.

For more information on TR-069, refer to Yealink TR-069 Technote.
Topics

Supported RPC Methods
TR-069 Configuration

Supported RPC Methods

The following table provides a description of RPC methods supported by the phones.
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RPC Method

Description

GetRPCMethods

This method is used to discover the set of methods supported by the CPE.

SetParameterValues

This method is used to modify the value of one or more CPE parameters.

GetParameterValues

This method is used to obtain the value of one or more CPE parameters.

GetParameterNames

This method is used to discover the parameters accessible on a particular CPE.

GetParameterAttributes

This method is used to read the attributes associated with one or more CPE parameters.

SetParameterAttributes

This method is used to modify attributes associated with one or more CPE parameters.

Reboot

This method causes the CPE to reboot.

Download

This method is used to cause the CPE to download a specified file from the designated loc-
ation.

File types supported by the phones are:

« Firmware Image

« Configuration File

Upload

This method is used to cause the CPE to upload a specified file to the designated location.
File types supported by the phones are:

« Configuration File

« LogFile

Schedulelnform

This method is used to request the CPE to schedule a one-time Inform method call (separate
from its periodic Inform method calls) sometime in the future.

FactoryReset

This method resets the CPE to its factory default state.

TransferComplete

This method informs the ACS of the completion (either successful or unsuccessful) of a file
transfer initiated by an earlier Download or Upload method call.

AddObject

This method is used to add a new instance of an object defined on the CPE.

DeleteObject

This method is used to remove a particular instance of an object.

TR-069 Configuration

The following table lists the parameters you can use to configure TR-069.

Parameter

static.managementserver.enable

<y0000000000xx >.cfg

Description

It enables or disables the TR-069 feature.

Permitted [0-Disabled

Values 1-Enabled

Default 0

Web UI

Settings > TR069 > Enable TR069

Parameter

static.managementserver.username

<y0000000000xx >.cfg

Description

It configures the TR-069 ACS server user name used to authenticate the phone.

Leave it blank if no authentication is required.

68




Network Configurations

Permitted
Values

String within 128 characters

Default

Blank

Web UI

Settings > TR069 > ACS Username

Parameter

static.managementserver.password

<y0000000000xx >.cfg

Description

It configures the TR-069 ACS server password used to authenticate the phone.

Leave it blank if no authentication is required.

Permitted
Values

String within 64 characters

Default

Blank

Web UI

Settings > TR069 > ACS Password

Parameter

static.managementserver.url

<y0000000000xx>.cfg

Description

It configures the access URL of the TR-069 ACS server.

Permitted
Values

URL within 511 characters

Default

Blank

Web UI

Settings > TR069 > ACS URL

Parameter

static.managementserver.connection_request_user-
name

<y0000000000xx>.cfg

Description

It configures the user name used to authenticate the connection requests from the ACS server.

Permitted
Values

String within 128 characters

Default

Blank

Web UI

Settings > TR069 > Connection Request Username

Parameter

static.managementserver.connection_request_pass-
word

<y0000000000xx>.cfg

Description

It configures the password used to authenticate the connection requests from the ACS server.

Permitted
Values

String within 64 characters

Default

Blank

Web UI

Settings > TRO69 > Connection Request Password

Parameter

static.managementserver.periodic_inform_enable

<y0000000000xx>.cfg

Description

It enables or disables the phone to periodically report its configuration information to the ACS server.

Permitted
Values

0-Disabled

1-Enabled

Default

1

Web UI

Settings > TRO69 > Enable Periodic Inform
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Parameter |static.managementserver.periodic_inform_interval <y0000000000xx >.cfg

It configures the interval (in seconds) at which the phone reports its configuration to the ACS server.

Description
Note: It works only if “static.managementserver.periodic_inform_enable” is set to 1 (Enabled).

P itted

SrMIte |integer from 5 to 4294967295
Values

Default 60

Web UI Settings > TRO69 > Periodic Inform Interval (seconds)
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Phone Provisioning

You can provision multiple phones with the same settings for large-scale deployments.

For more information, refer to Yealink SIP IP Phones Auto Provisioning Guide.
Topics

Boot Files, Configuration Files, and Resource Files
Provisioning Methods

Setting Up a Provisioning Server

Keeping User's Personalized Settings after Auto Provisioning
Example: Deploying Phones from the Provisioning Server

Boot Files, Configuration Files, and Resource Files

You can use boot files, configuration files, and resource files to configure phone features and apply feature settings to
phones. You can create or edit these files using a text editor such as Notepad++.

You can ask the distributor or Yealink FAE for template files. You can also obtain the template files online: http://sup-
port.yealink.com/documentFront/forwardToDocumentFrontDisplayPage.

Topics

Boot Files
Configuration Files
Resource Files

Files Download Process

Boot Files

Yealink phones support boot files. The boot files maximize the flexibility to allow you to customize features and set-
tings for multiple phones.

With the boot file, you can specify which configuration files should be downloaded. It is effective for you to provision
the phones in different deployment scenarios:

« Forall phones

« Foragroup of phones

« For specific phone models
« Forasingle phone

Yealink phones support two types of boot files: common boot file and MAC-Oriented boot file. You can use the default
boot template file “y000000000000.boot” to create MAC-Oriented boot file by making a copy and renaming it.

Note

You can select whether to use the boot file or not according to your deployment scenario. If you do not want to use the
boot file, please go to Configuration Files.

Topics

Common Boot File
MAC-Oriented Boot File
Boot File Attributes
Customizing a Boot File
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Common Boot File

Common boot file, named y000000000000.boot, is effective for all phones. You can use a common boot file to apply
common feature settings to all of the phones rather than a single phone.

MAC-Oriented Boot File

MAC-Oriented boot file, named <MAC>.boot. It will only be effective for a specific IP phone. In this way, you have
high permission to control each phone by making changes on a per-phone basis.

You can create a MAC-Oriented boot file for each phone by making a copy and renaming the boot template file
(y000000000000.boot). For example, if your phone MAC address is 00156574B150, rename the template file as
00156574b150.boot (lowercase).

MAC address, a unique 12-digit serial number is assigned to each phone. You can obtain it from the bar code on the back
of the phone.

Boot File Attributes

The following table lists the attributes you need to know in the boot template file.

Attributes Description

#lversion:1.0.0.1 It must be placed in the first line. Do not edit and delete.

Each "include” statement can specify a location of a configuration file. The con-
figuration file format must be *.cfg.

The locations in the angle brackets or double quotation marks support two forms:

include:config <xxx.cfg> « Relative path (relative to the boot file):

include:config "xxx.cfg" For example, sip.cfg, HTTP Directory/sip.cfg
« Absolute path (or URL):
For example, http://10.2.5.258/HTTP Directory/sip.cfg

The location must point to a specific CFG file.

The [$MODEL] can be added to specify settings for specific phone models.
$MODEL represents the phone model name.

The valid phone model names are T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U,
[$MODEL] T46S, T46G, T43U, T42S, T42G, T41P, TALS, T40P, T40G, T29G, T27G, T23P, T23G,
T21P_E2, T19P_E2, and CP920.

Multiple phone models are separated by commas. For example, [T46S, T23G].

Note: The phone model name T21P_E2 is applicable to T21P E2 and T21 E2 phones.
Enable or disable the overwrite mode.

1-(Enabled) - If the value of a parameter in configuration files is left blank, or if a
non-static parameter in configuration files is deleted or commented out, the fact-

ory default value takes effect.
overwrite_mode
0-(Disabled) - If the value of a parameter in configuration files is left blank, deleted

or commented out, the pre-configured value is kept.

Note: Overwrite mode can only be used in boot files. If a boot file is used but “over
write_mode” is not configured, the overwrite mode is enabled by default.
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Attributes Description

specific_model.excluded_mode  [L-Enabled (Exclude Mode), the phone attempts to download its own model-spe-

Enable or disable the exclude mode. The exclude mode applies to the con-
figuration files specified in the boot file.

0-Disabled (Append Mode), the phone downloads its own model-specific con-
figuration files and downloads other model-unspecified configuration files.

cific configuration files; if there are no own model-specific configuration files
found on the server, it downloads model-unspecified configuration files.

Note: Exclude mode can only be used in boot files. If a boot file is used but “spe-
cific_model.excluded_mode” is not configured, the exclude mode is disabled by
default.

The line beginning with “#" is considered to be a comment. You can use “#" to make any comment on the boot file.

Customizing a Boot File

Procedure

1. Open a boot template file.

2. To add a configuration file, add include:config < > or include:config “” to the file. Each starts on a separate line.

3. Specify a configuration file for downloading.

6.

For example:

include:config <configure/sip.cfg >

include:config "http://10.2.5.206/configure/account.cfg”
include:config "http://10.2.5.206/configure/dialplan.cfg”

To specify configuration files for specific phone models, add specific phone models in front of include:config < >
or include:config “". Multiple phone model names are separated by commas.

For example:

[T46S, T48S]include:config <configure/sip.cfg >

[T23GJinclude:config “http://10.2.5.206/configure/account.cfg”

## file sip.cfg only applies to T46S and T48S phones, file account.cfg only applies to T23G phones
Specify the overwrite mode and exclude mode.

For example:

overwrite_mode = 1

specific_model.excluded_mode = 1

Save the boot file and place it on the provisioning server.

Related Topic

Boot File Attributes

Configuration Files
Yealink supports two configuration template files: Common CFG file and MAC-Oriented CFG file.

These configuration files contain two kinds of parameters:
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« Static: The parameters start with a prefix “static.”, for example, static.auto_provision.custom.protect.
« Non-static: The parameters do not start with a prefix “static.”, for example, local_time.date_format.

You can deploy and maintain a mass of Yealink phones automatically through configuration files stored in a pro-
visioning server.

Note

For protecting against unauthorized access, you can encrypt configuration files. For more information on encrypting con-
figuration files, refer to Encrypting and Decrypting Files.

Topics

Common CFG File
MAC-Oriented CFG File
MAC-local CFG File
Configuration File Customization
Configuration File Attributes

Common CFG File

Common CFG file, named <y0000000000xx >.cfg, contains parameters that affect the basic operation of the IP phone,
such as language and volume. It will be effective for all phones in the same model. The common CFG file has a fixed
name for each phone model.

The following table lists the name of the common CFG file for each phone model:

Phone Model Common CFG file
TS7W y000000000097.cfg
T54W y000000000096.cfg

T53W/T53 y000000000095.cfg
T48U y000000000109.cfg
T48G y000000000035.cfg
T48S y000000000065.cfg
T46U y000000000108.cfg
T46G y000000000028.cfg
T46S y000000000066.cfg
T43U y000000000107.cfg
T42G y000000000029.cfg
T42S y000000000067.cfg
T41P y000000000036.cfg
T41S y000000000068.cfg
T40P y000000000054.cfg
T40G y000000000076.cfg
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Phone Model Common CFG file
T29G y000000000046.cfg
127G y000000000069.cfg

T23P/G y000000000044.cfg
T21(P) E2 y000000000052.cfg
T19(P) E2 y000000000053.cfg

CP920 y000000000078.cfg

MAC-Oriented CFG File

MAC-Oriented CFG file, which is named after the MAC address of the IP phone. For example, if the MAC address of an
IP phone is 00156574B150, the name of MAC-Oriented CFG file is 00156574b150.cfg (lowercase). It contains parameters
unique to a particular phone, such as account registration. It will only be effective for a MAC-specific IP phone.

MAC-local CFG File

MAC-local CFG file, which is named after the MAC address of the IP phone. For example, if the MAC address of an IP
phone is 00156574B150, the name of MAC-local CFG file is 00156574b150-local.cfg (lowercase). It contains changes
associated with a non-static parameter that you make via the web user interface or phone user interface (for example,
changes for time and date formats, ring tones, and DSS keys).

This file generates only if you enable the provisioning priority mechanism. It is stored locally on the IP phone and you
can upload it to the provisioning server each time the file updates. This file enables the users to keep their personalized
configuration settings, even though the IP phone performs auto provisioning.

This file supports the overwrite mode. That is, you can clear the user's personalized configurations settings by deleting
a parameter or leaving the value of a parameter blank in the MAC-local CFG file on the server. Note that if there is no
MAC-local CFG file found on the server, the MAC-local CFG file on the phone will not be cleared.

Note

The non-static changes that you made before enabling the provisioning priority mechanism are not saved in the generated
MAC-local file, but the previous settings still take effect on the phone. The static changes are never be saved to the
<MAC>-local.cfg file.

The provisioning priority mechanism is enabled by the parameter “static.auto_provision.custom.protect”.

Configuration File Customization

You can create some new CFG files by making a copy and renaming the configuration template file (for example,
sip.cfg, account.cfg). You can rearrange the parameters in the configuration template file and create your own con-
figuration files with parameters you want. This flexibility is especially useful when you want to apply specific settings to
a group of phones.

Topic
Customizing a Configuration File

Customizing a Configuration File

1. Copy and rename a configuration template file. For example, sip.cfg.

2. Rearrange the parameters in the sip.cfg, and set the valid values for them.
For example:

phone_setting.contrast = 7
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local_time.time_format = 1
account.1l.anonymous_call = 1
account.2.dnd.enable = 1
features.dnd.enable = 0

3. To specify parameters for specific phone models, add specific phone models in the front of the corresponding para-
meters. Multiple phone model names are separated by commas.

For example:

[T46S, T48S]voice_mail.number.1 = *5

[T27G]account.1.dnd.enable = 1

[T46S]account.2.dnd.enable = 1

[T48S]features.dnd.enable = 0

## These parameters only apply to their own specific phone models.

4. Save the configuration file and place it on the provisioning server.
Related Topic
Configuration File Attributes

Configuration File Attributes

The following table lists the attributes you need to know in the configuration template file.

Attributes Description

#lversion:1.0.0.1 It must be placed in the first line. Do not edit and delete.

Specify the parameters and values to apply specific settings to the phones.
Configuration Parameter=Valid

Value « Separate each configuration parameter and value with an equal sign

(for example, accoun « Set only one configuration parameter per line
X , un-

t 1.dnd.enable = 1) « Put the configuration parameter and value on the same line and do not break
theline

The [$MODEL] can be added in front of the configuration parameter to specify the
value for specific phone models. $MODEL represents the phone model.

The valid phone model names are T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U,
TA6S, T46G, T43U, T42S, TA2G, TA1P, TALS, T40P, T40G, T29G, T27G, T23P, T23G,
[$MODEL] T21P_E2, T19P_E2, and CP920.

Multiple phone models are separated by commas. For example, [T46S, T23G].

Note: The phone updates model-specific configurations and those model-unspe-
cified configurations. The phone model name T21P_E2 is applicable to T21P E2 and
T21 E2 phones.

The line beginning with “#" is considered to be a comment. You can use “#” to make any comment on the boot file.

Resource Files

Resource files are optional, but if the particular feature is being employed, these files are required. You need to place
resource files on the provisioning server. The phones request the resource files in addition to the configuration files dur-
ing auto provisioning.
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If you want to specify the desired phone to use the resource file, the access URL of the resource file should be specified in
the MAC-Oriented CFG file. During auto provisioning, the phones will request the resource files in addition to the con-

figuration files.

Topic

Supported Resource Files

Supported Resource Files

Yealink supplies some template of resource files for you, so you can directly edit the files as required.

The following table lists the resource files Yealink supplies:

Language Packs

000.GULENglish.lang

1.English_note.xml

Template File File Name Description Reference in Section
AutoDST Template [AutoDST.xml Add or modify time zone and DST settings. DST Settings
For example,

Customize the translation of the existing language
on the phone/web user interface.

Language for Phone
Display Customization
Language for Web Dis-
play Customization

Hebrew_ime.txt

1.English.js

ime.txt
K d Input K d Input Method
cypa n.pu Russian_ime.txt Customize the existing input method. .eypa npg .e ©
Method File File Customization

Onscreen Key-
board Input
Method File

ime.txt
keyboard_lang.xml
keyboard_ime_*.xml

keyboard_layout_*.xml

Customize the onscreen keyboard input method.

Onscreen Keyboard
Input Method File Cus-
tomization

Replace Rule Tem-
plate

DialPlan.xml

Customize replace rules for the dial plan.

Replace Rule File Cus-
tomization

Dial Now Template

DialNow.xml

Customize dial now rules for the dial plan.

Dial Now File Cus-
tomization

Softkey Layout
Template

CallFailed.xml
CallIn.xml
Connecting.xml
Dialing.xml
RingBack.xml

Talking.xml

Customize soft key layout for different call states.

Softkey Layout File CusA
tomization

Directory Template|

favorite_setting.xml

Customize the directory list.

Directory List File Cus-
tomization

Super Search Tem-
plate

super_search.xml

Customize the search source list.

Search Source File Cus-
tomization

Local Contact File

contact.xml

Add or modify multiple local contacts.

Local Contact File Cus-
tomization
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Template File

File Name

Description

Reference in Section

Remote Phone
Book Template

Department.xml

Menu.xml

Add or modify multiple remote contacts.

Remote Phone Book
File Customization

Screen Saver Tem-
plate

CustomScreenSaver.xml

Customize the XML items (for example, noti-
fications, company logo) which will be displayed

on the screen saver.

Screensaver Display
Customization

Files Download Process

When you provision the phones, the phones will request to download the boot files, configuration files and resource
files from the provisioning server according to the following flowchart:

[ Download Request

<MAC=>bootexist?

<y000000000000>_boot exist?

No

Common cfg

Yes

Yes

<MAC > boot

Specified CFG files,
for example:
Dialplan_cfg

—> E)-ialplan.cfg | j

y000000000000 boot

Specified CFG files,
for example:
Directory.cfg

— Directory.cfg El

MAC cfg

Resource Files
Dialplan.xml
contactxml

The parameters in the newly downloaded configuration files will override the same parameters in files downloaded

earlier.

Note

For the phone running firmware version 82 or earlier, it downloads configuration files referenced in the boot file in

sequence.

For the phone running firmware version 83 or later, “specific_model.excluded_mode” determines which configuration
files referenced in the boot file to be downloaded.

Provisioning Methods

Yealink provides two ways to provision your phones:
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« Manual Provisioning: provisioning via the local phone user interface or web user interface.
« Central Provisioning: provisioning through configuration files stored in a central provisioning server.

The method you use depends on how many phones need to be deployed and what features and settings to be con-
figured. Manual provisioning on the web or phone user interface does not contain all of the phone settings available
with the centralized method. You can use the web user interface method in conjunction with a central provisioning
method and phone user interface method. We recommend using centralized provisioning as your primary provisioning
method when provisioning multiple phones.

Topics

Provisioning Methods Priority

Web User Interface

Phone User Interface

Central Provisioning

Viewing Configurations Configured via Different Provisioning Methods

Provisioning Methods Priority

There is a priority for configuration among the provisioning methods - settings you make using a higher priority pro-
visioning method override settings made using a lower priority provisioning method.

The precedence order for configuration parameter changes is as follows (highest to lowest):

PhonefWeb User Interface

[ ] Priority

Note

The provisioning priority mechanism takes effect only if “staticauto_provision.custom.protect” is set to 1. For more inform-
ation on this parameter, refer to Keeping User's Personalized Settings Configuration.

Static parameters have no priority. They take effect no matter what method (web user interface or phone user interface
or configuration files) you are using for provisioning.

Static parameters are the parameters that start with a prefix “static.”, for example, the parameters associated with auto
provisioning/network/syslog, TR069 settings and internal settings (the temporary configurations to be used for pro-
gram running).

Web User Interface

You can configure the phones via the web user interface, a web-based interface that is especially useful for remote con-
figuration.

Because features and configurations vary by phone models and firmware versions, options available on each page of
the web user interface can vary as well. Note that the features configured via the web user interface are limited. There-
fore, you can use the web user interface in conjunction with a central provisioning method and phone user interface.
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When configuring the phones via the web user interface, you require a user name and password for access. For a user,
the default user name and password are “user” (case-sensitive). For an administrator, the default user name and pass-
word are “admin” (case-sensitive).

Note

When you manually configure a phone via the web user interface or phone user interface, the changes associated with non-
static parameters you make will be stored in the MAC-local CFG file. For more information on MAC-local CFG file, refer to
MAC-local CFG File.

Topics

Accessing the Web User Interface
Quick Login Configuration

Web Server Type Configuration
Navigating the Web User Interface

Accessing the Web User Interface

Procedure

Find the device IP address. Press the OK key when the phone is idle or navigate to Menu > Status on the phone.
Enter the IP address in the address bar of a web browser on your PC.

For example, for IPv4: http://192.168.0.10 or 192.168.0.10; for IPv6: http://[2005:1:1:1:215:65ff:fe64:6e0a] or
[2005:1:1:1:215:65ff:fe64:6e0a].

3. Enter the user name and password.
Click Login.

Related Topics

Web Server Type Configuration
User and Administrator Identification
Quick Login Configuration

You can access to the web user interface quickly using the request URL It will locate you in the Status web page after
accessing the web user interface. It is helpful to quickly log into the web user interface without entering the username
and password in the login page.

The request URI for T57W/T54W/T53W/T53/T48U/T46U/T43U phones:

https.//phonelPAddress/api/auth/login?@username:password
Example: https://192.168.0.10/api/auth/login?@admin:admin

The request URI for other phones:

https://username:password@phonelPAddress
Example: https://admin:admin@192.168.0.10

Yealink phones support domain name customization. You can use a custom domain name to access the web user inter-
face.

Note

Accessing the web user interface by request URI may be restricted by the web explorer (for example, Internet Explorer).

For security purposes, we recommend that you use this feature in a secure network environment.
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The following table lists the parameters you can use to configure quick login.

Parameter |wui.quick_login <y0000000000xx>.cfg
It enables or disables the quick login feature.
Description
Note: It works only if “static.wui.https_enable” is set to 1 (Enabled).
0-Disabled
Permitted
Values 1-Enabled, you can quickly log into the web user interface using a request URI (for example, https://IP/ap
i/auth/login?@admin:admin).
Default 0
Parameter |wui.secure_domain_list <y0000000000xx >.cfg
It configures the valid domain name to access the web user interface of the phone.
Multiple domain names are separated by semicolons.
Example:
Description|,\ ;i secure_domain_list = test.abc.com
You are only allowed to use test.abc.com or IP address to access the web user interface of the phone.
Note: To use a domain name to access the web user interface of the phone, make sure your DNS server
can resolve the domain name to the IP address of the phone.
String
Permitted |If it is left blank, you are only allowed to use the IP address to access the web user interface of the phone.
Values
If it is set to "any”, you can use IP address or any domain name to access the web user interface of the
phone.
Default any

Web Server Type Configuration

Yealink phones support both HTTP and HTTPS protocols for accessing the web user interface. You can configure the
web server type. Web server type determines the access protocol of the web user interface. If you disable to access web
user interface using the HTTP/HTTPS protocol, both you and the user cannot access the web user interface.

The following table lists the parameters you can use to configure web server type.

Parameter

static.wui.http_enablell] <y0000000000xx>.cfg

Description

It enables or disables to access the web user interface of the phone over a non-secure tunnel (HTTP).

Permitted
Values

0-Disabled
1-Enabled

Default

1

Web UI

Network > Advanced > Web Server > HTTP

Phone UI

Color Screen Phones:

Menu > Advanced (default password: admin) > Network > Web Server > HTTP Status

Black-and-white Screen Phones:

Menu > Settings > Advanced Settings (default password: admin) > Network > Web Server > HTTP Status
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Parameter [static.network.port.httpl1] <y0000000000xx>.cfg
. .. _|lt configures the port used to access the web user interface of the phone over a non-secure tunnel
Description
(HTTP).
P itted
ermitted linteger from 1 to 65535
Values
Default 80
Web UI Network > Advanced > Web Server > HTTP Port (1~65535)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Web Server > HTTP Port
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Web Server > HTTP Port
Parameter |static.wui.https_enablel!] <y0000000000xx>.cfg
Description|lt enables or disables to access the web user interface of the phone over a secure tunnel (HTTPS).
Permitted |0-Disabled
Values 1-Enabled
Default 1
Web UI Network > Advanced > Web Server > HTTPS
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Web Server > HTTPS Status
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Web Server > HTTPS Status
Parameter [static.network.port.https! <y0000000000xx>.cfg
Description|It configures the port used to access the web user interface of the phone over a secure tunnel (HTTPS).
Permitted
ermittee linteger from 1 to 65535
Values
Default 443
Web UI Network > Advanced > Web Server > HTTPS Port (1~65535)
Color Screen Phones:
Menu > Advanced (default password: admin) > Network > Web Server > HTTPS Port
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Network > Web Server > HTTPS Port

[1if you change this parameter, the phone will reboot to make the change take effect.

Navigating the Web User Interface

When you log into the web user interface successfully, the device status is displayed on the first page of the web user
interface. You can click the navigation bar to customize or click Log Out to log out of the web user interface.

The following figure is an example when you navigate to Settings > Preference:

82




Phone Provisioning

Yealink|

oo
EngishiEngish)  »

Directory Security

- e "0
Inter Digk Time(1-~145) 4 0
Time & Date Live:
Unused BackLight Low - @9 I alows IP phones to
.. dial out the
SR Dty Active Bacdght Level 8 -9 entered phone number after 3
Upgrade Backight Tme(seconds) Always On - @ specihied period of time.
Backlight
Auto Provision Wik Doy Eblad | Spechies the brightness of the
Ring Type Ringl.wav * @ LCD screen dephy.
Configuration
L BrOWSE. . selected. Contrast
s e Erune.. | o e selecnd Speche the contas ofthe
ek Upioad_| [ Gancel | LCD screen dsplay.
Voice Walbager Defaukpg - @ Ring Tones
- - A ring tone that wil alert you
Upload Walpaper(480°272) Browse... | No file selected. when a cal comes in for the I
Ring = 2 phone.
Tones Screensaver Wak Tme sh - @ [ ou can click here to get
mare guides.
Softkey Layout Screensaver Dsply Clock Enabled LA 7 ] A
TROGO Screensaver Type System 7 . g
. . Click to find all Yealink phone
Voice Monitoring . Confem | .
documentationsfrom the
sIp
Yealink support page
Power Saving

Phone User Interface

The phone user interface makes configurations available to users and administrators; but the Advanced/Advanced Set-
tings option is only available to administrators and requires an administrator password (default: admin).

You can configure the phones via the phone user interface on a per-phone basis.

Note

When you manually configure a phone via the phone user interface, the changes associated with non-static parameters you
make will be stored in the MAC-local CFG file. For more information on MAC-local CFG file, refer to MAC-local CFG File.

Related Topic
User and Administrator Identification

Central Provisioning

Central provisioning enables you to provision multiple phones from a provisioning server that you set up, and maintain
a set of boot files, configuration files and resource files for all phones in the central provisioning server.

The following figure shows how the phone interoperates with provisioning server when you use the centralized pro-
visioning method:
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SIP IP Phona

Yealink phones can obtain the provisioning server address during startup. Then the phones first download boot files
and configuration files from the provisioning server and then resolve and update the configurations written in con-
figuration files. This entire process is called auto provisioning. For more information on auto provisioning, refer to
Yealink SIP IP Phones Auto Provisioning Guide.

The phones can be configured to upload log files (log files provide a history of phone events), call log files and contact
files to the provisioning server. You can also configure a directory for each of these three files respectively.

Topics

Auto Provisioning Settings Configuration
User-Triggered Provisioning Settings Configuration

Auto Provisioning Settings Configuration

The following table lists the parameters you can use to configure settings for auto provisioning.

Parameter |static.auto_provision.attempt_expired_time <y0000000000xx >.cfg

It configures the timeout (in seconds) to transfer a file via auto provisioning.

Description|note: It has a higher priority than the value defined by the parameter “static.network.attempt_expired_

time”.

Permitted

Values Integer from 1 to 300

Default 5

Web UI Settings > Auto Provision > Attempt Expired Time(s)

Parameter |static.network.attempt_expired_timelX! <y0000000000xx>.cfg
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Description

It configures the timeout (in seconds) to transfer a file for HTTP/HTTPS connection.

Note: It has a lower priority than the value defined by the parameter “static.auto_provision.attempt_
expired_time".

P itted
ermitte Integer from 1 to 20
Values
Default 10
Parameter |static.auto_provision.attempt_before_failed <y0000000000xx >.cfg
. .. _|lt configures the maximum number of attempts to transfer a file before the transfer fails during auto pro-
Description| . . .
visioning.
P itted
ermitte Integer from 1 to 10
Values
Default 3
static.auto_provision.retry_delay_after_file_transfe
Parameter | - o o-provision.retiy_delay atter_fie_transter_| . 6000000000xx> .cfg
failed
. .. _|lt configures the time (in seconds) to wait after a file transfer fails before retrying the transfer via auto pro-
Description| . . .
visioning.
Permitted
rm Integer from 0 to 300
Values
Default 5
Parameter static.auto_provision.reboot_force.enable[1] <y0000000000xx>.cfg
It enables or disables the phone to reboot after auto provisioning, even if there is no specific con-
figuration requiring a reboot.
Description Note: It works only for the current auto provisioning process. If you want the phone to reboot after every
P auto provisioning process, the parameter must be always contained in the configuration file and set to 1.
If the phone reboots repeatedly after it is set to 1, you can try to set “static.auto_provision.power_on" to 0
(Off).
Permitted |0-Disabled
Values 1-Enabled
Default Blank
Parameter |features.action_uri_force_autop <y0000000000xx >.cfg
It enables or disables the phone to end the call for triggering auto provisioning immediately when receiv-
Description ing an HTTP or HTTPS GET request with the variable value set to AutoP during a call.
Note: It works only if “features.action_uri.enable” is set to 1 (Enabled).
Permitted |0-Disabled, the phone triggers auto provisioning after the call.
Values 1-Enabled
Default 0
Parameter [static.auto_provision.power_on <y0000000000xx >.cfg
Description|lt triggers the power on feature to on or off.
Permitted [0-Off
Values

1-On, the phone performs auto provisioning when powered on.
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Default 1

Web UI Settings > Auto Provision > Power On

Parameter |static.auto_provision.repeat.enable <y0000000000xx>.cfg

Description|lt triggers the repeatedly feature to on or off.

Permitted [0-Off

Values 1-On

Default 0

Web UI Settings > Auto Provision > Repeatedly

Parameter |static.auto_provision.repeat.minutes <y0000000000xx>.cfg
It configures the interval (in minutes) for the phone to perform auto provisioning repeatedly.

Description
Note: It works only if “static.auto_provision.repeat.enable” is set to 1 (On).

C:::::ted Integer from 1 to 43200

Default 1440

Web UI Settings > Auto Provision > Interval(Minutes)

Parameter |static.auto_provision.weekly.enable <y0000000000xx >.cfg

Description|lt triggers the weekly feature to on or off.

Permitted [0-Off

Values 1-On, the phone performs an auto provisioning process weekly.

Default 0

Web UI Settings > Auto Provision > Weekly

Parameter |static.auto_provision.weekly_upgrade_interval <y0000000000xx >.cfg
It configures the time interval (in weeks) for the phone to perform auto provisioning.

If it is set to O, the phone performs auto provisioning at the specific day(s) configured by the parameter
“static.auto_provision.weekly.dayofweek” every week.

Description|( it is set to other values (for example, 3), the phone performs auto provisioning at a random day between
the specific day(s) configured by the parameter “static.auto_provision.weekly.dayofweek” every three
weeks.

Note: It works only if “static.auto_provision.weekly.enable” is set to 1 (On).

C:::::ted Integer from 0 to 12

Default 0

Web UI Settings > Auto Provision > Weekly Upgrade Interval(0~12week)

Parameter |static.auto_provision.inactivity_time_expire <y0000000000xx >.cfg
It configures the delay time (in minutes) to perform auto provisioning when the phone is inactive at reg-

Descriptionular week.

If it is set to O, the phone performs auto provisioning at random between a starting time configured by
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the parameter “static.auto_provision.weekly.begin_time” and an ending time configured by the parameter
“static.auto_provision.weekly.end_time".

If it is set to other values (for example, 60), the phone performs auto provisioning only when it has been
inactivated for 60 minutes (1 hour) between the starting time and ending time.

Note: The phone may perform auto provisioning when you are using the phone during office hour. It
works only if “static.auto_provision.weekly.enable” is set to 1 (On).

P itted
ermitte Integer from 0 to 120
Values
Default 0
Web UI Settings > Auto Provision > Inactivity Time Expire(0~120min)
Parameter |static.auto_provision.weekly.dayofweek <y0000000000xx >.cfg
It configures the days of the week for the phone to perform auto provisioning weekly.
Example:
static.auto_provision.weekly.dayofweek = 01
. [|if "static.auto_provision.weekly_upgrade_interval” is set to 0, it means the phone performs auto pro-
Description|,;isioning every Sunday and Monday.
If “static.auto_provision.weekly_upgrade_interval” is set to other value (for example, 3), it means the
phone performs auto provisioning by randomly selecting a day from Sunday and Monday every three
weeks.
Note: It works only if “static.auto_provision.weekly.enable” is set to 1 (On).
0,1,2,3,4,5,6 or a combination of these digits
0-Sunday
1-Monday
Permitted |2-Tuesday
Values 3-Wednesday
4-Thursday
5-Friday
6-Saturday
Default 0123456
Web UI Settings > Auto Provision > Day of Week
static.auto_provision.weekly.begin_time
Parameter <y0000000000xx >.cfg
static.auto_provision.weekly.end_time
It configures the starting/ending time of the day for the phone to perform auto provisioning weekly.
Description
Note: It works only if “static.auto_provision.weekly.enable” is set to 1 (On).
Permi
ermitted | e from 00:00 to 23:59
Values
Default 00:00
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Web UI Settings > Auto Provision > Time
Parameter |static.auto_provision.flexible.enable <y0000000000xx >.cfg
It triggers the flexible feature to on or off.
Description|note: The day within the period is based upon the phone's MAC address and does not change with a
reboot, whereas the time within the start and end is calculated again with every reboot.
0-Off
Permitted |1-On. the phone performs auto provisioning at random between a starting time configured by the para-
Values meter "static.auto_provision.flexible.begin_time" and an ending time configured by the parameter "stat-
ic.auto_provision.flexible.end_time" on a random day within the period configured by the parameter
"static.auto_provision.flexible.interval".
Default 0
Web UI Settings > Auto Provision > Flexible Auto Provision
Parameter |static.auto_provision.flexible.interval <y0000000000xx>.cfg
It configures the interval (in days) for the phone to perform auto provisioning.
The auto provisioning occurs on a random day within this period based on the phone's MAC address.
Description|the phone performs auto provisioning on a random day (for example, 18) based on the phone's MAC
address.
Note: It works only if “static.auto_provision.flexible.enable” is set to 1 (On).
Permitted
rm! Integer from 1 to 1000
Values
Default 30
Web UI Settings > Auto Provision > Flexible Interval Days
Parameter |static.auto_provision.flexible.begin_time <y0000000000xx >.cfg
It configures the starting time of the day for the phone to perform auto provisioning at random.
Description
Note: It works only if “static.auto_provision.flexible.enable” is set to 1 (On).
P itted
ermiEtee |time from 00:00 to 23:59
Values
Default 02:00
Web UI Settings > Auto Provision > Flexible Time
Parameter |static.auto_provision.flexible.end_time <y0000000000xx >.cfg
It configures the ending time of the day for the phone to perform auto provisioning at random.
If it is left blank or set to a specific value equal to starting time configured by the parameter “static.auto_
provision.weekly.begin_time”, the phone performs auto provisioning at the starting time.
If it is set to a specific value greater than starting time configured by the parameter “static.auto_pro-
Description|,;ision weekly.begin_time”, the phone performs auto provisioning at random between the starting time

and ending time.

If it is set to a specific value less than starting time configured by the parameter “static.auto_pro-
vision.weekly.begin_time”, the phone performs auto provisioning at random between the starting time on
that day and ending time in the next day.
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Note: It works only if “static.auto_provision.flexible.enable” is set to 1 (On).

Permitted
ermitted Hime from 00:00 to 23:59
Values
Default Blank
Web UI Settings > Auto Provision > Flexible Time

Parameter

static.auto_provision.prompt.enable <y0000000000xx >.cfg

Description

It enables or disables the phone to prompt you for the configuration update and the result (if any con-
figuration changes) during auto provisioning.

Note: If the phone performs auto provisioning when receiving a SIP NOTIFY message which contains the
header "Event: check-sync”, the phone will display the prompt message no matter whether the con-
figuration is updated.

Permitted
Values

0-Disabled
1-Enabled

Default

0

Parameter

static.auto_provision.connect.keep_alive <y0000000000xx >.cfg

Description|It enables or disables the long connection for downloading files via auto provisioning.
Permitted |0-Disabled, the phone uses the short connection for downloading files via auto provisioning
Values 1-Enabled
Default 0
Parameter |static.auto_provision.authentication.expired_time  [<y0000000000xx>.cfg
. .. |lt configures the timeout (in seconds) after which the authentication pop-up box for auto provisioning
Description| .
disappears.
0-The authentication pop-up box does not disappear from the phone screen automatically.
Permitted
Values Integer from 10 to 86400 -The authentication pop-up box automatically disappears from the phone
screen after the designated time.
Default 7200
Parameter |static.auto_provision.dns_resolv_nosys <y0000000000xx >.cfg
. .. _|[ltenables or disables the phone to resolve the access URL of the provisioning server using download lib-
Description| . .
raries mechanism.
Permitted |0-Disabled, the phone resolves the access URL of the provisioning server using the system mechanism.
Values 1-Enabled
Default 1
S ted
UPPOTted |26, T41P, CP920
Devices
Parameter |static.auto_provision.dns_resolv_nretry <y0000000000xx >.cfg
It configures the retry times when the phone fails to resolve the access URL of the provisioning server.
Description|Note: For each different DNS server, it works only if “static.auto_provision.dns_resolv_nosys" is set to 1
(Enabled).
P itted
ermitte Integer from 1 to 10
Values
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Default 2

Parameter [static.auto_provision.dns_resolv_timeout <y0000000000xx >.cfg
It configures the timeout (in seconds) for the phone to retry to resolve the access URL of the provisioning
server.

Description
Note: For each different DNS server, it works only if “static.auto_provision.dns_resolv_nosys" is set to 1
(Enabled).

Permitted
Integer from 1 to 60

Values

Default 5

[1If you change this parameter, the phone will reboot to make the change take effect.

User-Triggered Provisioning Settings Configuration

You can enable the users to trigger phones to perform provisioning by dialing an activation code. This method works
only if there is no registered account on the phone.

The following table lists the parameters you can use to configure settings for user-triggered provisioning.

Parameter [static.autoprovision.X.namel![2] <y0000000000xx>.cfg
Description|It configures the code name to trigger auto provisioning.
Permitted . I
String within 64 characters
Values
Default Blank
Parameter [static.autoprovision.X.codel![2] <y0000000000xx >.cfg
It configures the activation code to trigger auto provisioning.
The activation code can be numeric characters, special characters # * or a combination of them.
Example:
Description
static.autoprovision.l.code = 123
static.autoprovision.2.code = **
static.autoprovision.3.code = *123
Permitted Strin
Values 9
Default Blank
Parameter [static.autoprovision.X.ur|H[] <y0000000000xx>.cfg
Description It configures the access URL of the provisioning server for the phone to perform auto provisioning which
P is triggered by an activation code.
Permitted
ermitte URL within 511 characters
Values
Default Blank
Parameter [static.autoprovision.X.user11[2] <y0000000000xx >.cfg
It configures the user name for authentication during auto provisioning which is triggered by an activ-
Description ation cgde 9 P 9 99 y
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Permitted

String within 64 characters
Values 9

Default Blank

1][2]

Parameter [static.autoprovision.X.password!l

<y0000000000xx >.cfg

Description| .
P ation code.

It configures the password for authentication during auto provisioning which is triggered by an activ-

Permitted

String within 32 characters
Values g

Default Blank

(11X is an activation code ID. X=1-50.

[2lif you change this parameter, the phone will reboot to make the change take effect.

Viewing Configurations Configured via Different Provisioning Methods

On the web user interface, you can click the question mark "?" after each configuration to see its detailed information.
It is only applicable to T57W/T54W/T53W/T53/T48U/T48S/T46U/T46S/T43U/T42S/TA1S/T27G/CP920 phones.

From the detailed information, you can do the following:

o Check whether settings you make using a higher priority provisioning method override settings made using a lower

priority provisioning method.
« Reset a configuration to factory setting.
« See the default value of the desired configuration.

The table lists each parameter in the detailed information.

Parameter

Description

Description

Description of this configuration item

CFG Configuration

The parameter in the configuration file

Valid Value The permitted values

Web/Local:

(It appears only for a
non-static parameter.)

Not Applicable: the value is not changed via phone or
web user interface.

Specific value: the value is changed via phone or web
user interface. Click Reset to reset the value.

. . . |Config:
Configuration Source Values (This

appears only when the parameter
“static.auto_pro-

(It appears only for a
non-static parameter.)

Not Applicable: the parameter is not changed in the con+
figuration files.

Specific value: the parameter is changed in the con-
figuration files. Click Reset to reset the value.

vision.custom.protect” is set to 1.)
Static:

(It appears only for a
static parameter)

Not Applicable: the parameter is not configured in any
provisioning method.

Specific value: the value is configured in any pro-
visioning method. Click Reset to reset the value.

Default:

Default value
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Setting Up a Provisioning Server

You can use a provisioning server to configure your phones. A provisioning server allows for flexibility in upgrading,
maintaining and configuring the phone. Boot files, configuration files, and resource files are normally located on this
server.

Topics

Supported Provisioning Protocols
Supported Provisioning Server Discovery Methods
Configuring a Provisioning Server

Supported Provisioning Protocols

Yealink phones support several transport protocols for provisioning:

o Trivial File Transfer Protocol (TFTP)

« File Transfer Protocol (FTP)

« Hyper Text Transfer Protocol - Secure (HTTPS)
« File Transfer Protocol - Secure (FTPS)

Note
There are two types of FTP methods—active and passive. The phones are not compatible with active FTP.

You can specify the transport protocol in the provisioning server address, for example, http://xxxxxxx. If not specified,
the TFTP protocol is used.

Topic
Provisioning Protocols Configuration

Provisioning Protocols Configuration

The following table lists the parameters you can use to configure provisioning protocols.

Parameter |static.auto_provision.server.type <y0000000000xx>.cfg

It configures the protocol the phone uses to connect to the provisioning server.

Description|note: It works only if the protocol type is not defined in the access URL of the provisioning server con-

figured by the parameter "static.auto_provision.server.url”.

1-HTTP

Permitted |2HTTPS
Values 3-FTP

Other values-TFTP

Default TFTP

Parameter [static.auto_provision.user_agent_mac.enablell] <y0000000000xx>.cfg

It enables or disables the phone's MAC address to be included in the User-Agent header of HTTP/HTTPS

Description . S
request via auto provisioning.

Permitted |0-Disabled
Values 1-Enabled

Default 1
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[2lif you change this parameter, the phone will reboot to make the change take effect.

Supported Provisioning Server Discovery Methods

After the phone has established network settings, it must discover a provisioning server to obtain software updates and
configuration settings.

The IP phone supports the following methods to discover the provisioning server address:

Zero Touch: Zero Touch feature guides you to configure network settings and the provisioning server address via

the phone user interface after startup.

PnP: PnP

feature allows the phones to discover the provisioning server address by broadcasting the PnP SUBSCRIBE

message during startup.

DHCP: DHCP option can be used to provide the address or URL of the provisioning server to phones. When the IP

phone requests an IP address using the DHCP protocol, the resulting response may contain option 66 (for IPv4)/op-
tion 59 (for IPv6) or the custom option (if configured) that contains the provisioning server address.

Topics

Static: You can manually configure the server address via phone user interface or web user interface.

Zero Touch Provision Configuration
PnP Provision Configuration

DHCP Provision Configuration
Static Provision Configuration

Zero Touch Provision Configuration

The following table lists the parameters you can use to configure the Zero Touch provision.

Parameter

static.zero_touch.enable <y0000000000xx >.cfg

Description

It enables or disables the zero touch for the phone to configure the network parameters and provisioning
server address via the phone user interface during startup.

Permitted
Values

0-Disabled
1-Enabled

Default

0

Web UI

Settings > Auto Provision > Zero Active

Parameter

static.zero_touch.wait_time <y0000000000xx >.cfg

Description

It configures the duration time (in seconds) for the phone to display Zero Touch screen during startup.

Permitted
Values

Integer from 1 to 100

Default

5

Web UI

Settings > Auto Provision > Wait Time(1~100s)

Parameter

static.zero_touch.network_fail_wait_times <y0000000000xx>.cfg

Description

It configures the reconnection times when zero touch module fails to obtain network parameters.

Permitted
Values

Integer from 1 to 2147483646

Default

8
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Parameter |static.zero_touch.network_fail_delay_times <y0000000000xx >.cfg

It configures the duration time (in milliseconds) of every reconnection when zero touch module fails to

Description .
obtain network parameters.

Permitted

Integer from 1000 to 2147483646
Values

Default 1000

Parameter |static.features.hide zero_touch_url.enable <y0000000000xx >.cfg

Description|lt enables or disables the phone to hide the provisioning URL item on the Zero Touch screen.

Permitted [0-Disabled
Values 1-Enabled

Default 0

PnP Provision Configuration

The following table lists the parameter you can use to configure PnP provision.

Parameter [static.auto_provision.pnp_enable <y0000000000xx >.cfg

Description|lt triggers the Plug and Play (PnP) feature to on or off.

0-Off

Permitted

Values 1-On, the phone broadcasts SIP SUBSCRIBE messages to obtain a provisioning server URL where the
phone can request the configuration from during startup.

Default 1

Web UI Settings > Auto Provision > PNP Active

Parameter [static.auto_provision.pnp_check_url.enable <y0000000000xx >.cfg

It enables or disables the phone to match the received provisioning URL with the last one from where the

Description ) . . .
P phone successfully requests the configuration via a PnP provision.

Permitted [0-Disabled

Values 1-Enabled, the phone performs a PnP provision again only when the provisioning URLs are matched.
Default 0
Supported
. All phones except T48G, T46G, T42G, T41P, and T29G
Devices

DHCP Provision Configuration

You can select to use IPv4 or IPv6 custom DHCP option according to your network environment. The IPv4 or IPv6 cus-
tom DHCP option must be in accordance with the one defined in the DHCP server.

The following table lists the parameters you can use to configure DHCP provision.

Parameter |static.auto_provision.dhcp_option.enable <y0000000000xx >.cfg

Description|lt triggers the DHCP Active feature to on or off.

Permitted 0-Off

Values 1-On, the phone obtains the provisioning server address by detecting DHCP options.
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Default 1
Web UI Settings > Auto Provision > DHCP Active
Color Screen Phones:
Menu > Advanced (default password: admin) > Auto Provision > DHCP Active
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Auto Provision > DHCP Active
Parameter |static.auto_provision.dhcp_option.list_user_options |<y0000000000xx>.cfg
It configures the IPv4 custom DHCP option for requesting provisioning server address.
Description|Multiple options are separated by commas.
Note: It works only if “static.auto_provision.dhcp_option.enable” is set to 1 (On).
P itted
ermitte Integer from 128 to 254
Values
Default Blank
Web UI Settings > Auto Provision > IPv4 Custom Option
Color Screen Phones:
Menu > Advanced (default password: admin) > Auto Provision > IPv4 Custom Option
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Auto Provision > IPv4 Custom Option
Parameter |static.auto_provision.dhcp_option.list_user6_options|<y0000000000xx>.cfg
It configures the IPv6 custom DHCP option for requesting provisioning server address.
Description|Multiple options are separated by commas.
Note: It works only if “static.auto_provision.dhcp_option.enable” is set to 1 (On).
P itted
ermitte Integer from 135 to 65535, except 143
Values
Default Blank
Web UI Settings > Auto Provision > IPv6 Custom Option
Color Screen Phones:
Menu > Advanced (default password: admin) > Auto Provision > IPv6 Custom Option
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Auto Provision > IPv6 Custom Option
Parameter |static.auto_provision.url_wildcard.pn <y0000000000xx>.cfg
It configures the characters to replace the wildcard $PN in the received URL of the provisioning server.
Description|note: The configured characters must be in accordance with the actual directory name of the pro-
visioning server.
P itted . L
ermitte String within 32 characters
Values
Default For T57W phones: T57W.
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For T54W phones: T54W.
For T53W phones: T53W.
For T53 phones: T53.

For T48U phones: T48U.
For T48G phones: T43G.
For T48S phones: T48S.
For T46U phones: T46U.
For T46G phones: T46G.
For T46S phones: T46S.
For T43U phones: T43U.
For T42G phones: T42G.
For T42S phones: T42S.
For T41P phones: T41P.
For T41S phones: T41S.
For T40P phones: T40P.
For T40G phones: T40G.
For T29G phones: T29G.
For T27G phones: T27G.
For T23P phones: T23P.
For T23G phones: T23G.
For T21(P) E2 phones: T21P_E2.

For T19(P) E2 phones: T19P_E2.

For CP920 phones: CP920.

Static Provision Configuration
To use the static provision method, you need to obtain the provisioning server address first when configuring a pro-
visioning server.

The provisioning server address can be IP address, domain name or URL. If a user name and password are specified as
part of the provisioning server address, for example, http://user:pwd@server/dir, they will be used only if the server
supports them.

Note

A URL should contain forward slashes instead of backslashes and should not contain spaces. Escape characters are not sup-
ported.

If a user name and password are not specified as part of the provisioning server address, the User Name and Password
of the provisioning server configured on the phone will be used.

The following table lists the parameters you can use to configure static provision.
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Parameter |static.auto_provision.server.url <y0000000000xx >.cfg
Description|It configures the access URL of the provisioning server.
P itted s

ermi URL within 511 characters
Values
Default Blank
Web UI Settings > Auto Provision > Server URL
Parameter |static.auto_provision.server.username <y0000000000xx >.cfg
Description|lt configures the user name for provisioning server access.
P itted

ermt String within 32 characters
Values
Default Blank
Web UI Settings > Auto Provision > Username
Parameter |static.auto_provision.server.password <y0000000000xx >.cfg
Description|lt configures the password for provisioning server access.
Permitted

: String within 32 characters

Values
Default Blank
Web UI Settings > Auto Provision > Password

Configuring a Provisioning Server

The provisioning server can be set up on the local LAN or anywhere on the Internet. Use the following procedure as a

recommendation if this is your first provisioning server setup.

To set up the provisioning server:

. Install a provisioning server application or locate a suitable existing server, such as 3CDaemon.

Create an account and home directory.

Set security permissions for the account.

Copy the boot files, configuration files and resource files to the provisioning server.

1
2
3
4. Create boot files and configuration files, and then edit them as desired.
5
6

. If performing static provisioning, obtain the provisioning server address.

Phone Provisioning

Typically, all phones are configured with the same server account, but the server account provides a means of conveniently
partitioning the configuration. Give each account a unique home directory on the server and change the configuration on a
per-line basis.

Keeping User's Personalized Settings after Auto Provisioning

Generally, you deploy phones in batch and timely maintain company phones via auto provisioning, yet some users
would like to keep the personalized settings (for example, ring tones, wallpaper or DSS keys) after auto provisioning.

Topics

Keeping User's Personalized Settings Configuration
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Auto Provisioning Flowchart for Keep User's Personalized Configuration Settings

Example: Keeping User's Personalized Settings

Clearing User's Personalized Configuration Settings

Keeping User’s Personalized Settings Configuration

The following table lists the parameters you can use to keep the user's personalized settings.

Parameter

static.auto_provision.custom.protect <y0000000000xx >.cfg

Description

It enables or disables the phone to keep the user's personalized settings after auto provisioning.

Note: The provisioning priority mechanism (phone/web user interface > central provisioning > factory
defaults) takes effect only if the value of this parameter is set to 1 (Enabled). If “overwrite_mode” is set to
1in the boot file, the value of this parameter will be set to 1 (Enabled).

0-Disabled
Permitted
Values 1-Enabled, <MAC>-local.cfg file generates and personalized non-static settings configured via the web
or phone user interface will be kept after auto provisioning.
Default 0
Parameter (static.auto_provision.custom.sync <y0000000000xx >.cfg
It enables or disables the phone to upload the <MAC>-local.cfg file to the server each time the file
updates, and to download the <MAC>-local.cfg file from the server during auto provisioning.
Description
Note: It works only if “static.auto_provision.custom.protect” is set to 1 (Enabled). The upload/download
path is configured by the parameter “static.auto_provision.custom.sync.path”.
Permitted |0-Disabled
Values 1-Enabled
Default 0
Parameter (static.auto_provision.custom.sync.path <y0000000000xx >.cfg
It configures the URL for uploading/downloading the <MAC>-local.cfg file.
. .. [Ifitis left blank, the phone will try to upload/download the <MAC>-local.cfg file to/from the pro-
Description| . . .
visioning server.
Note: It works only if “static.auto_provision.custom.sync"” is set to 1 (Enabled).
Permitted URL
Values
Default Blank
Parameter [static.auto_provision.custom.upload_method <y0000000000xx >.cfg
Descrintion It configures the way the phone uploads the <MAC>-local.cfg file, <MAC>-calllog.xml file or <MAC>-
P contact.xml file to the provisioning server (for HTTP/HTTPS server only).
Permitted |0-PUT
Values 1-POST
Default 0
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Auto Provisioning Flowchart for Keep User’s Personalized Configuration

Settings

The following shows an auto provisioning flowchart for Yealink phones when a user wishes to keep the user’s per-

sonalized configuration settings.

Begin auto provisioning

|

Update configurations in the
downloaded configuration files
to the phone system

l

. - No
static.auto_provision.custo
m.sync=1
Yes
No

static.auto_provision.custo
m.protect=1

Yesl

Download the MAC-local CFG
file from the provisioning server
or a specific server

|

Download the MAC-local CFG file No
successfully?

Yes i

Yes Boot file No
(overwrite_mode=1)

h 4

Override the local MAC-local CFG Update configurations in the
file and update configurations in the local MAC-local CFG file to
downloaded MAC-ocal CFG file to phone system

phone system

|
l ,

Continue to auto provisioning
(reboot the phone to make some
configurations effective if
required)

v

End auto provisioning

Example: Keeping User’s Personalized Settings

This section shows you how to keep the personalized settings.
Parameters Settings:

static.auto_provision.custom.protect =1
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After provisioning, if the users make changes via the phone user interface or web user interface, the MAC-local.cfg file
with non-static personal settings generates locally.

Scenario: Keeping user’s personalized settings when upgrading the firmware

If you set “static.auto_provision.custom.sync =1", then the phones attempt to upload the MAC-local.cfg file to the pro-
visioning server each time the file updates. When performing auto provisioning, they download their own MAC-loc-
al.cfg file from the provisioning server, and then update settings in MAC-local.cfg file to the IP phone system. The
personalized settings locally are overridden by the MAC-local.cfg file from the provisioning server.

If you set “static.auto_provision.custom.sync =0, the MAC-local.cfg file will be kept locally. The personalized settings
will not be overridden after auto provisioning.

Scenario: Keeping user personalized settings after factory reset

The IP phone requires factory reset when it has a breakdown, but the user wishes to keep personalized settings of the
phone after a factory reset. Before factory reset, make sure that you have set " static.auto_provision.custom.sync =1",
and the MAC-local.cfg file has kept on the provisioning server.

After resetting all configurations to factory defaults, both the parameters settings “static.auto_pro-
vision.custom.protect” and "static.auto_provision.custom.sync" are reset to 0. Although the MAC-local.cfg files locally
are cleared, they are still kept on the provisioning server.

You can set "static.auto_provision.custom.protect =1" and " static.auto_provision.custom.sync =1", and then trigger
the phone to perform auto provisioning. The phones download their own MAC-local.cfg file from the provisioning
server, and then update settings in MAC-local.cfg file to the IP phone system.

As a result, the personalized configuration settings of the phone are retrieved after the factory reset.

Clearing User's Personalized Configuration Settings

When the IP phone is given to a new user but many personalized configurations settings of the last user are saved on
the phone; or when the end-user encounters some problems because of the wrong configurations, you can clear the
user's personalized configuration settings.

« Via phone user interface at the path: Menu > Advanced (default password: admin) > Reset Config > Reset local set-
tings, Menu > Settings > Advanced Settings (default password: admin) > Reset Config > Reset local settings,
Menu > Basic > Reset local settings or Menu > Settings > Basic Settings > Reset local settings.

« Via web user interface at the path: Settings > Upgrade > Reset Local Settings.
« Via auto provisioning: set "overwrite_mode = 1", delete the value of a parameter or comment out a parameter in
<MAC>-local.cfg on the server, and then perform an auto provisioning.

Note

The Reset local settings option on the web/phone user interface appears only if you set “staticauto_pro-
vision.custom.protect = 1".

If you set “staticauto_provision.custom.sync = 1", the MAC-local.cfg file on the provisioning server will be cleared too. If not,
the MAC-local.cfg file is kept on the provisioning server, and the phone could download it and update the configurations
to the phone after the next auto provisioning.

Example: Deploying Phones from the Provisioning Server

After setting up your provisioning server(s), you can deploy your phone devices. The following example shows you
how to use the boot and configuration files to deploy phones from the provisioning server.

Procedure

1. Create a per-phone boot file and common boot file.
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For example, 001565b09d886.boot and y000000000000.boot.

2. Create per-phone configuration files or common configuration files, and edit the feature parameters in the file you
want to apply to the phones. For example,

phone_setting.contrast = 7
local_time.time_format = 1

lang.gui = Chinese_S
Custom configuration file:
[T42S,T41S]voice_mail.number.1 = *5
CustomSettings.cfg
[T27G]account.l.dnd.enable = 1

[T41S]account.l.dnd.enable = 0

[T42S]features.dnd.enable = 0
linekey.2.type=13

Custom configuration file: linekey.2.line=1
Linekey.cfg linekey.2.value = 4603

linekey.2.label=Bill

account.l.enable =1
account.1.label = Bill
account.l.display_name = 1023
MAC-Oriented configuration files: account.l.auth_name = 1023
001565b09d886.cfg account.l.user_name = 1023
account.l.password = 1023

account.l.sip_server.l.address = 10.2.1.199

account.l.sip_server.1l.port = 5060

3. Place the configuration files to the home directory of the provisioning server. For example, D:\TFTP Provision.

4. Specify the configuration files paths in the boot file as desired. For example,

include:config<tftp:/10.2.5.193/CustomSettings.cfg >
y000000000000.boot
[T46S,T48S]include:config “tftp:/10.2.5.193/Linekey.cfg”

include:config <tftp:/10.2.5.193/Linekey.cfg >

001565b09d886.boot

include:config<tftp:/10.2.5.193/001565b09d886.cfg >

5. Place the boot files to the home directory of the provisioning server. For example, D:\TFTP Provision.
6. Reboot the phones to trigger auto provisioning.

For the phone with MAC 001565b09d886, it will download the 001565b09d886.boot file, and then download Linekey.cfg
and 001565b09d886.cfg files referenced in the 001565b09d886.boot file in sequence from the provisioning server.

For the phones except for MAC-specific phone, they will request to download the y000000000000.boot file, and then
request to download the referenced files. The phone-specific configuration file Linekey.cfg only applies to T46S and
T48S phones. The only difference is that T46S and T48S phones will download both the two files since the exclude
mode is disabled by default. The other phones will only download the CustomSettings.cfg file.
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For the parameter settings in the CustomSettings.cfg file, the phone-specific parameters will only take effect on the spe-

cific phone models.

The following shows the provisioning flowchart for different phone models with phone-specific settings.

Provision Request

<MAC>boot exist?

001565b09d886.boot

g |

Linekey.cfg
001565b09d886.cfg

Yy 000000000000 boot

CustomSetlingscig = |
Linekey.cfg —]

|

":MAC-speciﬁ c Phone

Linekey cfg

=]

~ T46S & T48S

CustomSettings cfg

Linekey.cfg
phone_setting contrast=7 [
local_time.ime_format =1
lang.gui = Chinese_S
linekey.2 type=13
linekey2 line=1
linekey 2 value= 4603
linekey2 label=Bill

001565b09d886.cfg

linekey2 type=13

linekey.2 line=1

linekey.2 value= 4603

linekey 2 label=Bill
account.1.enable =1
account.1label = Bill

account.1 display_name = 1023
account..auth_name = 1023
account.1.user_name = 1023

account.1 password = 1023
account.1.sip_server.1.address = 10.2.1.199
account.1.sip_server.1.port = 5060

C Other Phones

CustomSettings.cfg

T41S

T|\

phone_setting.contrast=7 [
local_time time_format = 1
lang.gui = Chinese_S
voice_mail.number.1="5
account..dnd.enable = 0

phone_setling contrast=7 B
local_time.time_format = 1
lang.gui = Chinese_S
voice_mailnumber.1="5
features.dnd enable = 0

T27G

phone_setting.contrast=7
local_time time_format = 1

lang.gui = Chinese_S

Other Phones

phone_setting.contrast=7
local_time.time_format=1
lang.gui = Chinese_5S

QEOUNJ dnd.enable =1

End
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Security Features

This chapter provides information about configuring the security features for the phone.
Topics

User and Administrator Identification

Auto Logout Time

Phone Lock

Transport Layer Security (TLS)

Secure Real-Time Transport Protocol (SRTP)
Encrypting and Decrypting Files

Incoming Network Signaling Validation
USB Port Lock

User and Administrator Identification

By default, some menu options are protected by privilege levels: user and administrator, each with its own password.
You can also customize the access permission for the configurations on the web user interface and phone user inter-
face. Yealink phones support the access levels of admin, var, and user.

When logging into the web user interface or access advanced settings on the phone, as an administrator, you need an
administrator password to access various menu options. The default username and password for administrator is
“admin”. Both you and the user can log into the web user interface, and you will see all of the user options. The default
username and password for the user is “user”.

For security reasons, you should change the default user or administrator password as soon as possible. Since
advanced menu options are strictly used by the administrator, users can configure them only if they have administrator
privileges.

Topics

User and Administrator Identification Configuration
User Access Level Configuration

User and Administrator Identification Configuration

The following table lists the parameters you can use to configure the user and administrator identification.

Parameter |static.security.user_name.user <y0000000000xx >.cfg

Description|It configures the user name for the user to access the phone's web user interface.

Permitted
Values

String within 32 characters

Default user

Parameter |static.security.user_name.admin <y0000000000xx >.cfg

Description|It configures the user name for the administrator to access the phone's web user interface.

Permitted
Values

Default admin

String within 32 characters
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Parameter |static.security.user_name.var <y0000000000xx >.cfg
It configures the user name for the var to access the phone's web user interface.

Description
Note: It works only if “static.security.var_enable” is set to 1 (Enabled).

Permitted . e
String within 32 characters

Values

Default var

Parameter |static.security.user_password <y0000000000xx >.cfg
It configures the password.
The phone uses “user” as the default user password, "var" as the default var password and “admin” as the
default administrator password.
The valid value format is <username>:<new password>.
Example:

Description
static.security.user_password = user:123 means setting the password of user to 123.
static.security.user_password = admin:456 means setting the password of administrator to 456.
static.security.user_password = var:789 means setting the password of var to 789.
Note: The phones support ASCII characters 32-126(0x20-0x7E) in passwords. You can set the password to
be empty via the web user interface only.

Permitted

! String within 32 characters

Values

Default Blank

Web UI Security > Password
Color Screen Phones:
Menu > Advanced (default password: admin) > Change Password

Phone Ul |Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Change Password
Note: You cannot change the user password via the phone user interface.

User Access Level Configuration

For more information, refer to Yealink SIP IP Phones Configuration Guide for User Access Level.

The following table lists the parameters you can use to configure the user access level.

Parameter [static.security.var_enablel!! <y0000000000xx>.cfg
Description|It enables or disables the 3-level access permissions (admin, user, var).
Permitted |0-Disabled

Values 1-Enabled

Default 0

Parameter |static.web_item_level.url[ll <y0000000000xx>.cfg
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Description

It configures the access URL of the file, which defines 3-level access permissions.

Permitted
Values

URL within 511 characters

Default

Blank

Parameter

static.security.default_access_levellll

<y0000000000xx>.cfg

Description

It configures the default access level to access the phone user interface.

Note: It works only if “static.security.var_enable” is set to 1 (Enabled).

Permitted
Values

0-user
1-var

2-admin

Default

0

[1If you change this parameter, the phone will reboot to make the change take effect.

Auto Logout Time

Auto logout

time defines how long the phone will log out the web user interface automatically when you do not per-

form any actions on the web user interface. Once logging out, you must re-enter username and password for web
access authentication.

Topic

Auto Logout Time Configuration

Auto Logout Time Configuration

The following table lists the parameter you can use to configure the auto logout time.

Parameter

features.relog_offtime <y0000000000xx >.cfg

Description

It configures the timeout interval (in minutes) for web access authentication.

Permitted
Values

Integer from 1 to 1000

Default

5

Web UI

Features > General Information > Auto Logout Time(1~1000min)

Phone

Lock

You can lock the IP phone to prevent it from unauthorized use. Once the IP phone is locked, anyone must enter the

password to

unlock it.

Yealink phones offer three types for phone lock:

Lock the Menu soft key: it prevents unauthorized users from accessing the menu, changing the personal settings

for your phone.

Lock the Function keys: it only allows unauthorized users to use the keypad for placing a call, answering or reject-

ing an incoming call and ending a call.
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« Lock all keys: it only allows unauthorized users to use the keypad for dialing an emergency number or authorized
numbers that set up by your administrator, answer or reject an incoming call and ending a call. The
T57W/T48U/T48S/T48G phones only support All Keys type of phone lock.

You can set a waiting time after which the phone is locked automatically. If the waiting time is set to 0, the phone will
not be automatically locked. You need to lock the phone manually.

Note

The Volume key, HEADSET key and Speakerphone key are always available even when you lock the phone.

Topics

Operation Behaviors on Lock Phone
Phone Lock Configuration

Operation Behaviors on Lock Phone

The following table lists the operation behavior when configuring the type of phone lock:

hook key, and on-hook key.

All Keys Fu;ce;l:n Menu key
Allowable Behavior: You are allowed to press the desired Line Key (key type
is Line) or the Speakerphone/off-hook key to enter the dialing screen. The Menu
Keys not Locked: Line keys (key type is Line), digit keys, HEADSET key, key (key
The same as .
Idle screen Volume key, Speakerphone key, off-hook key, and on-hook key. All Keys. type is
Note: Line key is not applicable to T19(P) E2/CP920 phones; Speakerphone :\SSE:(;.IS
key is not applicable to CP920 phones. Off-hook key and on-hook key are
only applicable to CP920 phones.
Allowable Behavior: You are allowed to answer or reject incoming calls.
Keys not Locked: Answer and Reject soft key; OK/ ~/ X, HEADSET key, Speak- The Menu
erphone key, off-hook key, and on-hook key. key (ke
Incoming call " ’ ’ ’ The same as tyge(is ’
Note: Pressing X key to reject the call is not applicable to T23P/T23G/T21(P) |All Keys. Menu) is
E2/T19(P) E2/CP920 phones; HEADSET key and Speakerphone key are not locked.
applicable to CP920 phones. Off-hook key and on-hook key are only applic-
able to CP920 phones.
Allowable Behavior: You are allowed to press the Line Key (key type is Line),
input or modify numbers, dial emergency numbers and return to the idle
screen.
The Menu
. . . The same as
Pre-dial- Keys not Locked: IME, More, Cancel, Send, Delete and Line soft key; line key All Keys, but key (key
ing/Dialing (key type is Line), X, OK/ ~ Volume key, Speakerphone key, digit keys, ’d’ | type is
screen HEADSET key, "*"/"#" (key as send), off-hook key and on-hook key. )a/:\); ﬁzr:nbljr Menu) is
Note: Line key is not applicable to T19(P) E2/CP920 phones; Speakerphone locked.
key is not applicable to CP920 phones. Off-hook key and on-hook key are
only applicable to CP920 phones.
Allowable Behavior: You are allowed to end the call, initiate a new call to the The Menu
emergency number and resume a call. The same as key (key
) All Keys, but .
Talking Keys not Locked: End Call, Cancel, Resume, NewCall soft key; line key (key you can dial typeis _
type is Line), digit keys, X, Volume key, HEADSET key, Speakerphone key, off- any number. Il\/le:uc)i is
ocked.
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All Keys

Function
Keys

Menu key

Note: Pressing X key to end the call is not applicable to T23P/T23G/T21(P)
E2/T19(P) E2/CP920 phones; Line key is not applicable to T19(P) E2/CP920
phones. HEADSET and Speakerphone key is not applicable to CP920 phones.
Off-hook key and on-hook key are only applicable to CP920 phones.

For T57W/T48U/T48S/T48G, all keys and screen are locked except the HEADSET key, Volume key, digit keys, # key, * key,
and Speakerphone key.

Phone Lock Configuration

The following table lists the parameters you can use to configure the phone lock.

Parameter (phone_setting.phone_lock.enable <y0000000000xx >.cfg
Description|lt enables or disables the phone lock feature.
Permitted |0-Disabled
Values 1-Enabled
Default 0
Web UI Features > Phone Lock > Phone Lock Enable
Color Screen Phones:
Menu > Basic > Phone Lock > Lock Enable
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Basic Settings > Phone Lock > Lock Enable
Parameter phone_setting.phone_lock.lock_key_type <y0000000000xx >.cfg
It configures the type of phone lock.
Description
Note: It works only if “phone_setting.phone_lock.enable” is set to 1 (Enabled).
0-All Keys
P itted .
V:::s € 1-Function Keys
2-Menu Key
Default 0
Supported
. All phones except T57W, T48U, T48S, and T48G
Devices
Web UI Features > Phone Lock > Phone Lock Type
Color Screen Phones:
Menu > Basic > Phone Lock > Lock Type
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Basic Settings > Phone Lock > Lock Type
Parameter |phone_setting.phone_lock.unlock_pin <y0000000000xx >.cfg
Description|It configures the password for unlocking the phone.
P itted S ..
ermitted | characters within 15 digits
Values
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Default 123
Web Ul Features > Phone Lock > Phone Unlock PIN (0~15 Digit)
Color Screen Phones:
Menu > Basic > Change PIN
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Basic Settings > Change PIN
Parameter |phone_setting.phone_lock.lock_time_out <y0000000000xx >.cfg
It configures the idle time (in seconds) before the phone is automatically locked.
Description The default value is 0 (the phone is locked only by long pressing the pound key or pressing the phone
lock DSS key).
Note: It works only if “phone_setting.phone_lock.enable” is set to 1 (Enabled).
P itted
ermitte Integer from 0 to 3600
Values
Default 0
Web UI Features > Phone Lock > Auto Lock (0~3600s)
Color Screen Phones:
Menu > Basic > Phone Lock > Auto Lock
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Basic Settings > Phone Lock > Auto Lock
Parameter |phone_setting.emergency.number <y0000000000xx>.cfg
It configures emergency numbers.
Multiple emergency numbers are separated by commas.
For T57W/T48U/T48S/T48G:
Description|[f “Phone_setting.phone_lock.enable” is set to 1 (Enabled), you are only allowed to dial the configured
emergency numbers.
For other phones:
If “phone_setting.phone_lock.enable” is set to 1 (Enabled) and “phone_setting.phone_lock.lock_key_type”
is set to 0 (All Keys), you are only allowed to dial the configured emergency numbers.
Permitted
ermitte String within 99 characters
Values
Default 112,911,110
Web UI Features > Phone Lock > Emergency

Transport Layer Security (TLS)

TLS is a commonly-used protocol for providing communications privacy and managing the security of message trans-
mission, allowing the phones to communicate with other remote parties and connect to the HTTPS URL for pro-
visioning in a way that is designed to prevent the data from being eavesdropped and tampered.
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Yealink phones support TLS version 1.0, 1.1 and 1.2. When TLS is enabled for an account, the SIP message of this
account will be encrypted, and a lock icon appears on the LCD screen after the successful TLS negotiation.

Note

To improve the security of the phone web service, you cannot access the web user interface of the phone running firmware
version V84 SP4 by default when the web browser only supports TLS 1.0 protocol. But you are allowed to configure the sup-
ported TLS version to use for handshake negotiation between the phone and web browser.

The compatible browsers are Google Chrome V22 or higher, Mozilla Firefox V27 or higher, Internet Explorer 8-10 (if TLS 1.1
or TLS 1.2 is enabled), Internet Explorer 11 and higher (TLS 1.1 and TLS 1.2 is enabled by default), Apple Safari V7 or higher,
and Microsoft Edge.

Try to enable TLS 1.1 and/or TLS 1.2 protocols on web browsers when you cannot access the phone's web user interface
using the lower version browser. If you still cannot access the phone's web user interface when using Internet Explorer, try to
enable TLS 1.1 and disable TLS 1.2, or use other web browsers. Refer to the web resources for more information.

Topics

Supported Cipher Suites
Supported Trusted and Server Certificates
TLS Configuration

Supported Cipher Suites

A cipher suite is a named combination of authentication, encryption, and message authentication code (MACQ)
algorithms used to negotiate the security settings for a network connection using the TLS/SSL network protocol.

Yealink phones support the following cipher suites:

o DHE-RSA-AES256-SHA

o DHE-DSS-AES256-SHA

o AES256-SHA

o EDH-RSA-DES-CBC3-SHA
« EDH-DSS-DES-CBC3-SHA
o DES-CBC3-SHA

« DES-CBC3-MD5

o DHE-RSA-AES128-SHA

o DHE-DSS-AES128-SHA

o AES128-SHA

o RC2-CBC-MD5

« IDEA-CBC-SHA

o DHE-DSS-RC4-SHA

o RC4-SHA

« RC4-MD5

« RC4-64-MD5

o EXP1024-DHE-DSS-DES-CBC-SHA
o EXP1024-DES-CBC-SHA

« EDH-RSA-DES-CBC-SHA
« EDH-DSS-DES-CBC-SHA
« DES-CBC-SHA

« DES-CBC-MD5

o EXP1024-DHE-DSS-RC4-SHA
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« EXP1024-RC4-SHA

« EXP1024-RC4-MD5

o EXP-EDH-RSA-DES-CBC-SHA
o EXP-EDH-DSS-DES-CBC-SHA
o EXP-DES-CBC-SHA

« EXP-RC2-CBC-MD5

« EXP-RC4-MD5

« ECDHE

Supported Trusted and Server Certificates

The IP phone can serve as a TLS client or a TLS server. In the TLS feature, we use the terms trusted and server certificate.
These are also known as CA and device certificates.

The TLS requires the following security certificates to perform the TLS handshake:

« Trusted Certificate: When the IP phone requests a TLS connection with a server, the phone should verify the cer-
tificate sent by the server to decide whether it is trusted based on the trusted certificates list. You can upload 10 cus-
tom certificates at most. The format of the trusted certificate files must be *.pem, *.cer, *.crt and *.der and the
maximum file size is SMB.

« Server Certificate: When clients request a TLS connection with the IP phone, the phone sends the server certificate
to the clients for authentication. The IP phone has two types of built-in server certificates: a unique server certificate
and a generic server certificate. You can only upload one server certificate to the IP phone. The old server certificate
will be overridden by the new one. The format of the server certificate files must be *.pem and *.cer and the max-
imum file size is 5MB.

A unique server certificate: It is unique to an IP phone (based on the MAC address) and issued by the Yealink Cer-
tificate Authority (CA).

A generic server certificate: It is issued by the Yealink Certificate Authority (CA). Only if no unique certificate exists,
the phone may send a generic certificate for authentication.

The IP phone can authenticate the server certificate based on the trusted certificates list. The trusted certificates list and
the server certificates list contain the default and custom certificates. You can specify the type of certificates the IP
phone accepts: default certificates, custom certificates or all certificates.

Common Name Validation feature enables the IP phone to mandatorily validate the common name of the certificate
sent by the connecting server. The security verification rules are compliant with RFC 2818.

Note

Resetting the IP phone to factory defaults will delete custom certificates by default. However, this feature is configurable by
the parameter “staticphone_setting.reserve_certs_enable” using the configuration file.

Resetting the IP phone to factory defaults will delete trusted and server certificates settings by default. However, this
feature is configurable by the parameter “phone_setting.reserve_certs_config.enable” using the configuration file.
Topic

Supported Trusted Certificates

Supported Trusted Certificates
Yealink phones trust the following CAs by default:

« DigiCert High Assurance EV Root CA
« Deutsche Telekom Root CA 2
« Equifax Secure Certificate Authority
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Equifax Secure eBusiness CA-1

Equifax Secure Global eBusiness CA-1
GeoTrust Global CA

GeoTrust Global CA2

GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority G2
GeoTrust Universal CA

GeoTrust Universal CA2

Thawte Personal Freemail CA

Thawte Premium Server CA

Thawte Primary Root CA

Thawte Primary Root CA - G2

Thawte Primary Root CA - G3

Thawte Server CA

VeriSign Class 1 Public Primary Certification Authority
VeriSign Class 1 Public Primary Certification Authority - G2
VeriSign Class 1 Public Primary Certification Authority - G3
VeriSign Class 2 Public Primary Certification Authority - G2
VeriSign Class 2 Public Primary Certification Authority - G3
VeriSign Class 3 Public Primary Certification Authority
VeriSign Class 3 Public Primary Certification Authority - G2
VeriSign Class 3 Public Primary Certification Authority - G3
VeriSign Class 3 Public Primary Certification Authority - G4
VeriSign Class 3 Public Primary Certification Authority - G5
VeriSign Class 4 Public Primary Certification Authority - G2
VeriSign Class 4 Public Primary Certification Authority - G3
VeriSign Universal Root Certification Authority

ISRG Root X1 (Let's Encrypt Authority X1, Let's Encrypt Authority X2, Let's Encrypt Authority X3 and Let's Encrypt

Authority X4 certificates are signed by the root certificate ISRG Root X1.)

Baltimore CyberTrust Root

DST Root CA X3

Verizon Public SureServer CA G14-SHA2
AddTrust External CA Root

Go Daddy Class 2 Certification Authority
Class 2 Primary CA

Cybertrust Public SureServer SV CA
DigiCert Assured ID Root G2

DigiCert Assured ID Root G3

DigiCert Assured ID Root CA

DigiCert Global Root G2

DigiCert Global Root G3

DigiCert Global Root CA

DigiCert Trusted Root G4
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« Entrust Root Certification Authority

« Entrust Root Certification Authority - G2
« Entrust.net Certification Authority (2048)
o GeoTrust Primary Certification Authority - G3
« GlobalSign Root CA

« GlobalSign Root CA - R2

« Starfield Root Certificate Authority - G2

o TCTrustCenter Class 2 CA Tl

o TCTrustCenter Class 3CA Il

o TCTrustCenter Class 4 CA Tl

o TCTrustCenter Universal CA I

« TC TrustCenter Universal CA III

« Thawte Universal CA Root

« VeriSign Class 3 Secure Server CA - G2

« VeriSign Class 3 Secure Server CA - G3

« Thawte SSL CA

« StartCom Certification Authority

« StartCom Certification Authority G2

« Starfield Services Root Certificate Authority - G2
« RapidSSL CA

« Go Daddy Root Certificate Authority - G2
o Cybertrust Global Root

« COMODOSSLCA

« COMODO RSA Domain Validation Secure Server CA
« COMODO RSA Certification Authority

« AmazonRootCA4

« AmazonRootCA3

« AmazonRootCA2

« AmazonRootCAl

« Yealink Root CA

« Yealink Equipment Issuing CA

« SIP Core

« QuoVadis Root Certification Authority

Note

Yealink endeavors to maintain a built-in list of most common used CA Certificates. Due to memory constraints, we cannot
ensure a complete set of certificates. If you are using a certificate from a commercial Certificate Authority not in the list
above, you can send a request to your local distributor. At this point, you can upload your particular CA certificate into your
phone.

TLS Configuration

The following table lists the parameters you can use to configure TLS.

Parameter |account.X.sip_server.Y.transport_typelt][2] <MAC>.cfg
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Description|lt configures the type of transport protocol.
0-UDP
1-TCP
Permitted
Values 2-TLS
3-DNS-NAPTR, if no server port is given, the phone performs the DNS NAPTR and SRV queries for the ser-
vice type and port.
Default 0
Web UI Account > Register > SIP Server Y > Transport
Parameter |[static.security.default_ss|_method <y0000000000xx>.cfg
Description It configures the TLS version to use for handshake negotiation between the phone and server (for
P example, SIP registration server, provisioning server).
0-TLS1.0
Permitted |3-SSL V23 (automatic negotiation with the server. The phone starts with TLS 1.2 for negotiation.)
Values 141511
5-TLS 1.2
Default 3
Parameter |static.security.server_ssl_method!?! <y0000000000xx >.cfg
. .. _|It configures the supported TLS version to use for handshake negotiation between the phone and web
Description
browser.
0-TLS 1.0, TLS1.1and TLS1.2
Permitted |1 T1S11andTLs12
Values
2-TLS1.2
Default 1
Supported
) All phones except T48G, T46G, T42G, T41P, and T29G
Devices
Parameter [static.security.trust_certificates!3! <y0000000000xx>.cfg
Description|It enables or disables the phone to only trust the server certificates in the Trusted Certificates list.
0-Disabled
Permitted
Values 1-Enabled, the phone will authenticate the server certificate based on the trusted certificates list. Only
when the authentication succeeds, will the phone trust the server.
Default 1
Web UI Security > Trusted Certificates > Only Accept Trusted Certificates
Parameter [static.security.ca_cert!! <y0000000000xx >.cfg
. .. _|It configures the type of certificates in the Trusted Certificates list for the phone to authenticate for TLS
Description .
connection.
Permitted |0-Default Certificates
Values

1-Custom Certificates
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2-All Certificates

Default

2

Web UI

Security > Trusted Certificates > CA Certificates

Parameter

static.security.cn_validation3! <y0000000000xx>.cfg

Description

It enables or disables the phone to mandatorily validate the CommonName or SubjectAltName of the cer-
tificate sent by the server.

Permitted
Values

0-Disabled
1-Enabled

Default

0

Web UI

Security > Trusted Certificates > Common Name Validation

Parameter

static.security.dev_cert[3]

<y0000000000xx >.cfg

Description

It configures the type of device certificates for the phone to send for TLS authentication.

Permitted
Values

0-Default Certificates

1-Custom Certificates

Default

0

Web UI

Security > Server Certificates > Device Certificates

Parameter

static.trusted_certificates.url <y0000000000xx >.cfg

Description

It configures the access URL of the custom trusted certificate used to authenticate the connecting server.

Note: The certificate you want to upload must be in *.pem, *.crt, *.cer or *.der format.

Permitted
Values

URL within 511 characters

Default

Blank

Web UI

T57W/T54W/T53W/T53/T48U/T46U/T43U:

Security > Trusted Certificates > Upload Trusted Certificate File
Other Phones:

Security > Trusted Certificates > Load Trusted Certificates File

Parameter

static.trusted_certificates.delete <y0000000000xx >.cfg

Description

It deletes all uploaded trusted certificates.

Permitted
Values

http://localhost/all

Default

Blank

Parameter

static.server_certificates.url <y0000000000xx>.cfg

Description

It configures the access URL of the certificate the phone sends for authentication.

Note: The certificate you want to upload must be in *.pem or *.cer format.

Permitted
Values

URL within 511 characters
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Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:

Security > Server Certificates > Upload Server Certificate File

Web UI
Other Phones:
Security > Server Certificates > Load Server Certificates File
Parameter |static.server_certificates.delete <y0000000000xx >.cfg

Description|lt deletes all uploaded server certificates.

Permitted

http://localh I
Values ttp://localhost/a

Default Blank

Parameter |static.phone_setting.reserve_certs_enable <y0000000000xx>.cfg

Description|lt enables or disables the phone to reserve custom certificates after it is reset to factory defaults.

Permitted [0-Disabled
Values 1-Enabled

Default 0

Parameter |phone_setting.reserve_certs_config.enablel3] <y0000000000xx>.cfg

It enables or disables the phone to reserve the trusted and server certificates settings after the phone reset

Description
P to factory defaults.

0-Disabled, “static.security.trust_certificates”, “static.security.ca_cert”, “static.security.cn_validation” and
Permitted | Static.security.dev_cert” will be reset.

non nou

Values 1-Enabled, “static.security.trust_certificates”, “static.security.ca_cert”, “static.security.cn_validation”, “stat-
ic.security.dev_cert” and “phone_setting.reserve_certs_config.enable” will not be reset.

Default 0

(11X is the account ID. For T57W/T54W/T48U/T48S/T48G/T46U/T465/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12; for T41P/T41S/T27G, X=1-6; for TA0P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-
2; for T19(P) E2/CP920, X=1.

[2y is the server ID. Y=1-2.

B3lIf you change this parameter, the phone will reboot to make the change take effect.

Secure Real-Time Transport Protocol (SRTP)

Secure Real-Time Transport Protocol (SRTP) encrypts the audio streams during VoIP phone calls to avoid interception
and eavesdropping. The parties participating in the call must enable SRTP feature simultaneously. When this feature is
enabled on both phones, the type of encryption to use for the session is negotiated between the phones. This nego-
tiation process is compliant with RFC 4568.

When you place a call on the enabled SRTP phone, the phone sends an INVITE message with the RTP/RTCP encryption
algorithm to the destination phone. As described in RFC 3711, RTP/RTCP streams may be encrypted using an AES
(Advanced Encryption Standard) algorithm.

Example of the RTP encryption algorithm carried in the SDP of the INVITE message:

m=audio 11780 RTP/SAVP 0 8 18 9 101
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a=crypto:1 AES_CM_128 HMAC_SHA1_80 > inline:NzFINTUwZDk20GVIOTc3YzNkYTkwZWVkMTM1YWF;j
a=crypto:2 AES_CM_128 HMAC_SHA1_32 > inline:NzkyM2FjNzQ2ZDgxYjgOMzQwMGVmMGUxMzdmNWFm
a=crypto:3 F8_128_HMAC_SHAL_80 inline:NDIIMWIzZGE1ZTAwWZjA5ZGFhNjQ5YmMEANTMzYzAQ
a=rtpmap:0 PCMU/8000

a=rtpmap:8 PCMA/8000

a=rtpmap:18 G729/8000

a=fmtp:18 annexb=no

a=rtpmap:9 G722/8000

a=fmtp:101 0-15

a=rtpmap:101 telephone-event/8000

a=ptime:20

a=sendrecv

The callee receives the INVITE message with the RTP encryption algorithm and then answers the call by responding
with a 200 OK message which carries the negotiated RTP encryption algorithm.

Example of the RTP encryption algorithm carried in the SDP of the 200 OK message:

m=audio 11780 RTP/SAVP 0 101

a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000

a=crypto:1 AES_CM_128 HMAC_SHA1_80 inline:NGY40GViMDYzZjQzYTNiOTNkOWRIiYzRIMjMOYzcz
a=sendrecv

a=ptime:20

a=fmtp:101 0-15

When SRTP is enabled on both phones, RTP streams will be encrypted, and a lock icon appears on the LCD screen of
each IP phone after a successful negotiation.

Note

If you enable SRTP, then you should also enable TLS. This ensures the security of SRTP encryption. For more information on
TLS, refer to Transport Layer Security (TLS). You can configure the IP phone to include unencrypted RTP/RTCP streams in
SDP offers by “account.X.srtp.unencrypted_rtp.enable”/"account. X.srtp.unencrypted_rtcp.enable”.

Topic
SRTP Configuration

SRTP Configuration

The following table lists the parameters you can use to configure the SRTP.

Parameter |account.X.srtp_encryption!d] <MAC>.cfg
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Description|lt configures whether to use audio encryption service.
0-Disabled
Permitted . . . . . .
Values 1-Optional, the phone will negotiate with the other phone what type of encryption to use for the session.
2-Compulsory, the phone must use SRTP during a call.
Default 0
Web UI Account > Advanced > RTP Encryption (SRTP)
Parameter |accountX.srtp_lifetimelll <MAC>.cfg
It configures the lifetime of the master key used for the cryptographic parameter in SDP. The value spe-
cified is the number of SRTP packets.
. .. _|When the lifetime is set, a re-invite with a new key is sent when the number of SRTP packets sent for an
Description . _—
outgoing call exceeds half the value of the master key lifetime.
Note: Setting this parameter to a non-zero value may affect the performance of the phone. It works only
if “account.X.srtp_encryption” is set to 1 (Optional) or 2 (Compulsory).
Integer greater than or equal to 0
0-the master key lifetime is not set.
Permitted
SrMIte |1 to 1024-the master key lifetime is 1024.
Values
1025 to 2748-the master key lifetime is the configured value.
A value greater than 2/48-the master key lifetime is 2/48.
Default 0
Parameter |account.X.srtp.unencrypted_rtp.enablel! <MAC>.cfg
It enables or disables the phone’s capability to include unencrypted RTP streams in SDP offers when using
Description SRTP.
Note: It works only if “account.X.srtp_encryption” is set to 1 (Optional) or 2 (Compulsory).
0-Disabled
Permitted |1 _ghapled, the phone offers both encrypted and unencrypted RTP streams (Unencrypted RTP streams
Values carry UNENCRYPTED_SRTP session parameters) in SDP offers. After a successful negotiation, whether the
RTP stream is encrypted or not depends on the SDP answer.
Default 0
Parameter |account.X.srtp.unencrypted_rtcp.enablel!] <MAC>.cfg
It enables or disables the phone’s capability to include unencrypted RTCP streams in SDP offers when
Description|Using SRTP.
Note: It works only if "account.X.srtp_encryption” is set to 1 (Optional) or 2 (Compulsory).
0-Disabled
Permitted |1 _gnaped, the phone offers both encrypted and unencrypted RTCP streams (Unencrypted RTCP streams
Values carry UNENCRYPTED_SRTCP session parameters) in SDP offers. After a successful negotiation, whether the
RTCP stream is encrypted or not depends on the SDP answer.
Default 0
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(11X is the account ID. For TS7W/T54W/T48U/T485/T48G/T46U/T465/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12; for T41P/T41S/T27G, X=1-6; for TA0P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-
2: for T19(P) E2/CP920, X=1.

Encrypting and Decrypting Files

Yealink phones support downloading encrypted files from the server and encrypting files before/when uploading them
to the server.

You can encrypt the following files:

« Configuration files: MAC-Oriented CFG file (<MAC>.cfg), Common CFG file (y0OO00000000xx.cfg), MAC-local CFG
file (<MAC>-local.cfg) or other custom CFG files (for example, sip.cfg, account.cfg)

« Contact Files: <MAC>-contact.xml
To encrypt/decrypt files, you may have to configure an AES key.

Note

AES keys must be 16 characters. The supported characters contain:0 ~ 9, A ~ Z, a ~ z and special characters: # $ % * + , - .:
=?7@[1"_{}~.

Topics

Configuration Files Encryption Tools
Configuration Files Encryption and Decryption
Contact Files Encryption and Decryption
Encryption and Decryption Configuration
Example: Encrypting Configuration Files

Configuration Files Encryption Tools

Yealink provides three configuration files encryption tools:

« Config_Encrypt_Tool.exe (via graphical tool for Windows platform)

« Config_Encrypt.exe (via DOS command line for Windows platform)

« yealinkencrypt (for Linux platform)

The encryption tools encrypt plaintext configuration files (for example, account.cfg, <y0000000000xx>.cfg,

<MAC>.cfg) (one by one or in batch) using 16-character symmetric keys (the same or different keys for configuration
files) and generate encrypted configuration files with the same file name as before.

These tools also encrypt the plaintext 16-character symmetric keys using a fixed key, which is the same as the one built
in the IP phone, and generate new files named as <xx_Security>.enc (xx is the name of the configuration file, for
example, y000000000028_Security.enc for y000000000028.cfg file, account_Security.enc for account.cfg). These tools
generate another new file named as Aeskey.txt to store the plaintext 16-character symmetric keys for each con-
figuration file.

Configuration Files Encryption and Decryption

Encrypted configuration files can be downloaded from the provisioning server to protect against unauthorized access
and tampering of sensitive information (for example, login passwords, registration information).

You can encrypt the configuration files using the encryption tools. You can also configure the <MAC>-local.cfg files
to be automatically encrypted using 16-character symmetric keys when uploading to the server (by setting “stat-
ic.auto_provision.encryption.config” to 1).
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For security reasons, you should upload encrypted configuration files, <xx_Security>.enc files to the root directory of
the provisioning server. During auto provisioning, the phone requests to download the boot file first and then down-
load the referenced configuration files. For example, the phone downloads an encrypted account.cfg file. The phone
will request to download <account_Security>.enc file (if enabled) and decrypt it into the plaintext key (for example,
key?2) using the built-in key (for example, keyl). Then the IP phone decrypts account.cfg file using key2. After decryp-
tion, the phone resolves configuration files and updates configuration settings onto the IP phone system.

Contact Files Encryption and Decryption

Encrypted contact files can be used to protect against unauthorized access and tampering of private information (for
example, contact number). It is helpful for protecting trade secrets.

You can configure the contact files to be automatically encrypted using 16-character symmetric keys (configured by
“static.auto_provision.aes_key_16.mac") when uploading to the server (by setting “static.auto_pro-
vision.encryption.directory=1"). The encrypted contact files have the same file names as before. The encrypted contact
files can be downloaded from the server and decrypted using 16-character symmetric keys during auto provisioning. If
the parameter “static.auto_provision.aes_key_l6.mac” is left blank, “static.auto_provision.aes_key_16.com” will be used.

If the downloaded contact files are encrypted, the phone will try to decrypt <MAC>-contact.xml file using the plain-
text AES key. After decryption, the phone resolves contact files and updates contact information onto the IP phone sys-
tem.

Encryption and Decryption Configuration

The following table lists the parameters you can use to configure the encryption and decryption.

Parameter |static.auto_provision.update_file_mode <y0000000000xx>.cfg

Description|lt enables or disables the phone only to download the encrypted files.

0-Disabled, the phone will download the configuration files (for example, sip.cfg, account.cfg, <MAC>-
local.cfg) and <MAC>-contact.xml file from the server during auto provisioning no matter whether the
Permitted |files are encrypted or not. And then resolve these files and update settings onto the phone system.

Values 1-Enabled, the phone will only download the encrypted configuration files (for example, sip.cfg, accoun-
t.cfg, <MAC>-local.cfg) or <MAC>-contact.xml file from the server during auto provisioning, and then
resolve these files and update settings onto the phone system.

Default 0

Parameter |static.auto_provision.aes_key_in_file <y0000000000xx>.cfg

Description|lt enables or disables the phone to decrypt configuration files using the encrypted AES keys.

0-Disabled, the phone will decrypt the encrypted configuration files using plaintext AES keys configured
on the phone.

Permitted
Values

1-Enabled, the phone will download <xx_Security>.enc files (for example, <sip_Security>.enc, <account_
Security>.enc) during auto provisioning, and then decrypts these files into the plaintext keys (for
example, key2, key3) respectively using the phone built-in key (for example, keyl). The phone then
decrypts the encrypted configuration files using the corresponding key (for example, key2, key3).

Default 0

Parameter |static.auto_provision.aes_key_16.com <y0000000000xx >.cfg

It configures the plaintext AES key for encrypting/decrypting the Common CFG/Custom CFG file.

Description|the valid characters contain: 0 ~ 9, A ~ Z, a ~ zand the following special characters are also supported: #

$%*+,-.:=2@[]"_{}~.
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Example:
static.auto_provision.aes_key_16.com = 012345678%bcdef

Note: For decrypting, it works only if “static.auto_provision.aes_key_in_file” is set to 0 (Disabled). If the
downloaded MAC-Oriented file is encrypted and the parameter “static.auto_provision.aes_key_16.mac” is
left blank, the phone will try to encrypt/decrypt the MAC-Oriented file using the AES key configured by
the parameter “static.auto_provision.aes_key_16.com”.

Permi
ermitted 16 characters
Values
Default Blank
Web UI Settings > Auto Provision > Common AES Key
Color Screen Phones:
Menu > Advanced (default password: admin) > Auto Provision > Common AES
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Auto Provision > Common AES
Parameter [static.auto_provision.aes_key_16.mac <y0000000000xx >.cfg
It configures the plaintext AES key for encrypting/decrypting the MAC-Oriented files (<MAC>.cfg,
<MAC>-local.cfg and <MAC>-contact.xml).
The valid characters contain: 0 ~ 9, A ~ Z, a ~ z and the following special characters are also supported: #
$%*+,-.:=2@[]"_{}~
Example:
Description P
static.auto_provision.aes_key_16.mac = 0123456789abmins
Note: For decrypting, it works only if “static.auto_provision.aes_key_in_file" is set to 0 (Disabled). If the
downloaded MAC-Oriented file is encrypted and the parameter “static.auto_provision.aes_key_16.mac” is
left blank, the phone will try to encrypt/decrypt the MAC-Oriented file using the AES key configured by
the parameter “static.auto_provision.aes_key_16.com”.
P itted
ermitte 16 characters
Values
Default Blank
Web UI Settings > Auto Provision > MAC-Oriented AES Key
Color Screen Phones:
Menu > Advanced (default password: admin) > Auto Provision > MAC-Oriented AES
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Advanced Settings (default password: admin) > Auto Provision > MAC-Oriented AES
Parameter [static.autoprovision.X.com_aes!1[?] <y0000000000xx>.cfg
It configures the plaintext AES key for decrypting the Common CFG file.
Description|if it is configured, it has a higher priority than the value configured by the parameter “static.auto_pro-
vision.aes_key_16.com”.
Permi
ermitted 16 characters
Values
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Default Blank

Parameter [static.autoprovision.X.mac_aes[!(?l <y0000000000xx>.cfg
It configures the plaintext AES key for decrypting the MAC-Oriented CFG file.

Description|i it is configured, it has a higher priority than the value configured by the parameter “static.auto_pro-
vision.aes_key_16.mac".

Permitted

ermitte 16 characters

Values

Default Blank

Parameter |static.auto_provision.encryption.directory <y0000000000xx >.cfg

Description|lt enables or disables the phone to encrypt <MAC>-contact.xml file using the plaintext AES key.
0-Disabled, the contact file will be uploaded unencrypted and will replace the one (encrypted or unen-
crypted) stored on the server if you have configured to back up the contacts to the server by the para-
meter “static.auto_provision.local_contact.backup.enable”.

Permitted

Values 1-Enabled, the contact file will be uploaded encrypted and will replace the one (encrypted or unen-
crypted) stored on the server if you have configured to back up the contacts to the server by the para-
meter “static.auto_provision.local_contact.backup.enable”. The plaintext AES key is configured by the
parameter “static.auto_provision.aes_key_16.mac".

Default 0

Parameter |static.auto_provision.encryption.call_log <y0000000000xx >.cfg

Description|It enables or disables the phone to encrypt <MAC>-calllog.xml file using the plaintext AES key.
0-Disabled, the call log file will be uploaded unencrypted and will replace the one (encrypted or unen-
crypted) stored on the server if you have configured to back up the call log to the server by the parameter
“static.auto_provision.local_calllog.backup.enable”.

Permitted

Values 1-Enabled, the call log file will be encrypted uploaded and will replace the one (encrypted or unen-
crypted) stored on the server if you have configured to back up the call log to the server by the parameter
“static.auto_provision.local_calllog.backup.enable”. The plaintext AES key is configured by the parameter
“static.auto_provision.aes_key_16.mac”.

Default 0

Parameter |static.auto_provision.encryption.config <y0000000000xx >.cfg

Description|lt enables or disables the phone to encrypt <MAC>-local.cfg file using the plaintext AES key.
0-Disabled, the MAC-local CFG file will be uploaded unencrypted and will replace the one (encrypted or
unencrypted) stored on the server if you have configured to back up the MAC-local CFG file to the server
by the parameter “static.auto_provision.custom.sync”.

Permitted

Values 1-Enabled, the MAC-local CFG file will be uploaded encrypted and will replace the one (encrypted or
unencrypted) stored on the server if you have configured to back up the MAC-local CFG file to the server
by the parameter “static.auto_provision.custom.sync”. The plaintext AES key is configured by the para-
meter “static.auto_provision.aes_key_16.mac".

Default 0

(11X is an activation code ID. X=1-50.

[2)If you change this parameter, the phone will reboot to make the change take effect.
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Example: Encrypting Configuration Files

The following example describes how to use “Config_Encrypt_Tool.exe” to encrypt the account.cfg file. For more
information on the other two encryption tools, refer to Yealink Configuration Encryption Tool User Guide.

The way the IP phone processes other configuration files is the same as that of the account.cfg file.

Procedure:

1. Double click “Config_Encrypt_Tool.exe" to start the application tool.
The screenshot of the main page is shown below:

ol Yealink Configuration Encrypt Tool

SelectFile(s) | C:\Documents and Settingshadministrator'Desk |  Browss |

Target Directory | I,'_‘,:";\Dom ments and SEtﬁﬂgs\u&d‘minish’amriDEBE

AES Model OManual & Auto Generate

AES KEY

Encrypt ‘

2. When you start the application tool, a file folder named “Encrypted” is created automatically in the directory where
the application tool is located.

3. Click Browse to locate configuration file(s) (for example, account.cfg) from your local system in the Select File(s)
field.

To select multiple configuration files, you can select the first file and then press and hold the Ctrl key and select
other files.

4. (Optional.) Click Browse to locate the target directory from your local system in the Target Directory field.
The tool uses the file folder "Encrypted” as the target directory by default.
5. (Optional.) Mark the desired radio box in the AES Model field.

If you mark the Manual radio box, you can enter an AES key in the AES KEY field or click Re-Generate to generate
an AES key in the AES KEY field. The configuration file(s) will be encrypted using the AES key in the AES KEY field.

If you mark the Auto Generate radio box, the configuration file(s) will be encrypted using a random AES key. The
AES keys of configuration files are different.

6. Click Encrypt to encrypt the configuration file(s).

1 Yealink Configuration Encrypt Tool

il

Select File(s) | C:\Documents and Settings\AdministratoriDesk [ Browse I
Config_Encrypt_Tool [E]

Target Directory | C:\Docu toriDesk: { Browse ]

Encrypk Files Success!
AES Model OManud

AESKEY 0 Ei I re-canerate

e

122


http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage

Security Features

7. Click OK.
The target directory will be automatically opened. You can find the encrypted CFG file(s), encrypted key file(s) and

an Aeskey.txt file storing plaintext AES key(s).

& Encrypted

EBX
Flle Edt View Favorites Tools Help L
@ Back v () I? /: ) Search || Folders ().
Address |23 CHiDocuments and Settingsadministrator|Deskkop|Encrypted Vi Go
e N Name - Size | Type Date Modified
File and Folder Tasks ¥ |#) account.cfg 2KE CFGFile 13.10,2014 16:32
@ account_Security.enc 1KE ENCFile 22.07.2016 9:29
1KB  Text Document 22,07 2016 9:29

Other Places ¥ [£] Aeskey txt

Details hd

Incoming Network Signaling Validation

Yealink phones support the following three optional levels of security for validating incoming network signaling:

« Source IP address validation: ensure the request is received from an IP address of a server belonging to the set of
target SIP servers.

« Digest authentication: challenge requests with digest authentication using the local credentials for the associated
registered account.

« Source IP address validation and digest authentication: apply both of the above methods.

Topic

Incoming Network Signaling Validation Configuration

Incoming Network Signaling Validation Configuration

The following table lists the parameters you can use to configure the incoming network signaling validation.

Parameter

sip.request_validation.source.list

<y0000000000xx >.cfg

Description

It configures the name of the request method for which source IP address validation will be applied.

Example:

sip.request_validation.source.list = INVITE, NOTIYF

Permitted [INVITE, ACK, BYE, REGISTER, CANCEL, OPTIONS, INFO, MESSAGE, SUBSCRIBE, NOTIFY, REFER, PRACK,
Values UPDATE
Default Blank
Parameter |sip.request_validation.digest.list <y0000000000xx >.cfg

It configures the name of the request method for which digest authentication will be applied.
Description|Example:

sip.request_validation.digest.list = INVITE, SUBSCRIBE
Permitted [INVITE, ACK, BYE, REGISTER, CANCEL, OPTIONS, INFO, MESSAGE, SUBSCRIBE, NOTIFY, REFER, PRACK,
Values UPDATE
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Default

Blank

Parameter

sip.request_validation.digest.realm <y0000000000xx >.cfg

Description

It configures the string used for the authentication parameter Realm when performing the digest authen-
tication.

Permitted
Values

A valid string

Default

YealinkSPIP

Parameter

sip.request_validation.event <y0000000000xx >.cfg

Description

It configures which events specified within the Event header of SUBSCRIBE or NOTIFY request should be
validated.

If it is left blank, all events will be validated.

Permitted
Values

A valid string

Default

Blank

USB Port Lock

You can lock the USB port on
T57W/T54W/T53W/T53/T48U/T48S/T48G/T46U/T46S/T46G/T43U/T42S/T41S/T29G/T27G/CP920 phones.

The following features are not available when you disable the USB port:

« Addinga

Topic

Adding a Wallpaper from a USB Flash Drive

Screensaver Picture from a USB Flash Drive

Wi-Fi (except T5S7W/T54W/T53W/CP920)
Bluetooth (except T57W/T54W/T53W/CP920)
USB Recording

USB Port Lock Configuration

USB Port Lock Configuration

The following table lists the parameters you can use to configure the USB port lock.

Parameter [static.usb.power.enable!! <y0000000000xx>.cfg

Description(It enables or disables the USB port.

Permitted 0-Disabled, the phone does not provide power to the USB port and not detect USB devices attached to
the USB port. All the USB devices are disabled on the phone.

Values
1-Enabled

Default 1

Supported

Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920

Parameter [static.usbdisk.function.enablel!l <y0000000000xx>.cfg

Description|lt enables or disables the USB flash drive feature.
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Note: It works only if "static.usb.power.enable” is set to 1 (Enabled).

0-Disabled, the phone cannot detect the USB flash drive attached to the USB port. The USB item will not
Permitted |appear on the menu screen and there is no USB icon on the status bar. Only the USB flash drive is dis-

Values abled, other USB devices such as Bluetooth dongle are still available on the phone.
1-Enabled

Default 1

Supported

T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, CP920

Devices

[11f you change this parameter, the phone will reboot to make the change take effect.
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Firmware Upgrade

There are two methods of firmware upgrade:

« Manually, from the local system for a single device via the web user interface.

« Automatically, from the provisioning server for a mass of devices.

Note

We recommend that the devices running the latest firmware should not be downgraded to an earlier firmware version. The

new firmware is compatible with old configuration parameters, but not vice versa.

All configurations will be cleared on the T23P/T23G/T21(P) E2/T19(P) E2 phones when downgrading the phones from firm-

ware version 84 to 83.

Topics

Firmware for Each Phone Model
Firmware Upgrade Configuration

Firmware for Each Phone Model

You can download the latest firmware online: http://sup-

port.yealink.com/documentFront/forwardToDocumentFrontDisplayPage.

The following table lists the associated and latest firmware name for each device model (X is replaced by the actual firm-

ware version).

IP Phone Model Firmware Name Example
T57W 97.x.x.X.rom 97.84.0.85.rom
T54W 96.x.X.X.rom 96.84.0.85.rom
T53W/T53 95.X.X.X.rom 95.84.0.85.rom
T48U/T46U/T43U
108.x.x.x.rom 108.84.0.15.rom
(T4U firmware unified)
T48S/T46S/T42S/T41S
66.X.X.X.rom 66.84.0.80.rom
(T4S firmware unified)
T48G 35.x.X.X.rom 35.83.0.30.rom
T46G 28.x.x.X.rom 28.83.0.30.rom
T42G 29.x.x.X.rom 29.83.0.30.rom
T41P 36.X.X.X.rom 36.83.0.30.rom
T40P 54.x.x.x.rom 54.84.0.60.rom
T40G 76.x.X.X.rom 76.84.0.60.rom
T29G 46.X.X.X.rom 46.83.0.30.rom
T27G 69.x.x.X.rom 69.84.0.80.rom
T23P/G 44.x.x.X.rom 44.84.0.60.rom
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IP Phone Model Firmware Name Example
T21(P) E2 52.x.x.x.rom 52.84.0.60.rom
T19(P) E2 53.x.x.x.rom 53.84.0.60.rom

CP920 78.x.x.x.rom 78.84.0.80.rom

Firmware Upgrade Configuration

Before upgrading firmware, you need to know the following:

« Do not close and refresh the browser when the device is upgrading firmware via the web user interface.

« Do not unplug the network cables and power cables when the device is upgrading firmware.

The following table lists the parameters you can use to upgrade firmware.

Parameter

static.firmware.url

<y0000000000xx > .cfg

Description

It configures the access URL of the firmware file.

Permitted URL within 511 characters

Values

Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Settings > Upgrade > Upgrade Firmware

Web UI

Other Phones:

Settings > Upgrade > Select And Upgrade Firmware
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Troubleshooting Methods

Yealink phones provide feedback in a variety of forms such as log files, packets, status indicators and so on, which can
help you more easily find the system problem and fix it.

Topics

Log Files

Resetting Phone and Configuration
Packets Capture

Watch Dog

Network Diagnostics

Analyzing Configuration Files
Exporting All the Diagnostic Files
Device Status

Phone Reboot

Log Files

You can configure your device to generate the log files locally, upload the log to the USB flash drive connected to the
phone or sent the log to a syslog server in real time, and use these log files to generate informational, analytic and
troubleshoot phones.

Topics
Local Logging
Syslog Logging

Local Logging
You can enable local logging, specify the severity level, and choose to keep the log locally, upload the log to the USB
flash drive connected to the phone or upload the local log files to the provisioning server.

Topics

Local Logging Configuration
Exporting the Log Files to a Local PC
Uploading Log to the USB Flash Drive
Viewing the Log Files

Local Logging Configuration

The following table lists the parameters you can use to configure local logging.

Parameter |static.local_log.enable <y0000000000xx>.cfg

It enables or disables the phone to record log locally.
Description
Note: We recommend that you do not disable this feature.

0-Disabled, the phone will stop recording log to the log files locally. The log files recorded before are still
Permitted |kepton the phone.

Values 1-Enabled, the phone will continue to record log to the log files locally. You can upload the local log files
to the provisioning server or a specific server or export them to the local system.
Default 1
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Web UI Settings > Configuration > Enable Local Log
Parameter |syslog.usb.enable <y0000000000xx>.cfg
It enables or disables the phone to collect log using a USB flash drive.
Description
Note: It works only if "static.local_log.enable" is set to 1 (Enabled).
Permitted |0-Disabled
Values 1-Enabled
Default 0
S ted
D:s';‘;: % |All phones except T48G, T46G, T42G, TALP, TAOP, TA0G, T29G, T23P, T23G, T21(P) E2 and T19(P) E2
Web UI Settings > Configuration > USB Auto Exporting Syslog
Parameter |[static.local_log.level <y0000000000xx >.cfg
It configures the lowest level of local log information to be rendered to the <MAC> .log file.
Description|When you choose a log level, it includes all events of an equal or higher severity level and excludes
events of a lower severity level. The logging level you choose determines the lowest severity of events to
log.
0-the system is unusable
1-action must be taken immediately
2-critical condition
Permitted o
3-error conditions
Values
4-warning conditions
5-normal but significant condition
6-informational
Default 3
Web UI Settings > Configuration > Local Log Level
Parameter |static.local_log.max_file_size <y0000000000xx >.cfg
It configures the maximum size (in KB) of the log files can be stored on the IP phone.
When this size is about to be exceeded,
(1) If the local log files are configured to be uploaded to the server by the parameter “static.auto_pro-
vision.local_log.backup.enable”, the phone will clear all the local log files on the phone once successfully
Description|Packing up.
(2) If "static.auto_provision.local_log.backup.enable” is set to 0 (Disabled), the phone will erase half of the
logs from the oldest log information on the phone.
Example:
static.local_log.max_file_size = 1024
T40P/T40G/T23P/T23G/T21(P) E2/T19(P) E2:
P itted
ermitte Integer from 256 to 1024
Values

Other phones:
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Integer from 256 to 2048

T40P/T40G/T23P/T23G/T21(P) E2/T19(P) E2:

256
Default
Other phones:
1024
T40P/T40G/T23P/T23G/T21(P) E2/T19(P) E2:
Settings > Configuration > Max Log File Size (256-1024KB)
Web UI
Other phones:
Settings > Configuration > Max Log File Size (256-2048KB)
Parameter |static.auto_provision.local_log.backup.enable <y0000000000xx >.cfg
It enables or disables the phone to upload the local log files to the provisioning server or a specific server.
Description
Note: The upload path is configured by the parameter “static.auto_provision.local_log.backup.path”.
0-Disabled
1-Enabled, the phone will upload the local log files to the provisioning server or the specific server to
back up these files when one of the following happens:
Permitted |- Auto provisioning is triggered;
Values
" - The size of the local log files reaches the maximum configured by the parameter “static.local_log.max_
file_size”;
- It's time to upload local log files according to the upload period configured by the parameter “stat-
ic.auto_provision.local_log.backup.upload_period".
Default 0
Parameter |static.auto_provision.local_log.backup.upload_period <y0000000000xx >.cfg
It configures the period (in seconds) of the local log files uploads to the provisioning server or a specific
Description|S€rver-
Note: It works only if “static.auto_provision.local_log.backup.enable” is set to 1 (Enabled).
Permi
ermitted Integer from 30 to 86400
Values
Default 30
Parameter |[static.auto_provision.local_log.backup.path <y0000000000xx >.cfg
It configures the upload path of the local log files.
If you leave it blank, the phone will upload the local log files to the provisioning server.
If you configure a relative URL (for example, /upload), the phone will upload the local log files by extract-
ing the root directory from the access URL of the provisioning server.
Description|i o configure an absolute URL with the protocol (for example, tftp), the phone will upload the local log

files using the desired protocol. If no protocol, the phone will use the same protocol with auto pro-
visioning for uploading files.

Example:

static.auto_provision.local_log.backup.path = tftp://10.3.6.133/upload/
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Note: It works only if “static.auto_provision.local_log.backup.enable” is set to 1 (Enabled).

Permi
ermitted URL within 1024 characters
Values
Default Blank
Parameter |static.auto_provision.local_log.backup.append <y0000000000xx >.cfg
. .. _|lt configures whether the uploaded local log files overwrite the existing files or are appended to the exist-
Description|. .
ing files.
Permitted |0-Overwrite
Values 1-Append (not applicable to TFTP Server)
Default 0
Parameter |static.auto_provision.local_log.backup.append.limit_mode <y0000000000xx >.cfg
. .. _|lt configures the behavior when local log files on the provisioning server or a specific server reach the
Description . G
maximum file size.
Permitted |0-Append Delete, the server will delete the old log and the phone will continue uploading log.
Values 1-Append Stop, the phone will stop uploading log.
Default 0
Parameter |static.auto_provision.local_log.backup.append.max_file_size <y0000000000xx >.cfg
. .. |t configures the maximum size (in KB) of the local log files can be stored on the provisioning server or a
Description e
specific server.
P itted
ermitted linteger from 200 to 65535
Values
Default 1024
Parameter |static.auto_provision.local_log.backup.bootlog.upload_wait_time |<y0000000000xx>.cfg
Description It configures the waiting time (in seconds) before the phone uploads the boot log file to the provisioning
P server or a specific server after startup.
Permitted
ermitte Integer from 1 to 86400
Values
Default 120

Exporting the Log Files to a Local PC

Procedure

From the web user interface, navigate to Settings > Configuration.
2. In the Enable Local Log field, select Enabled or ON.

w

Select 6 from the Local Log Level drop-down menu.

The default local log level is "3".

N o w4k

Enter the limit size of the log files in the Max Log File Size field.
Click Confirm to accept the change.
Reproduce the issue.

Click Export to open the file download window, and then save the file to your local system.

A diagnostic file named <MAC>-syslog.zip is successfully exported to your local system.
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Uploading Log to the USB Flash Drive
The phone log can be uploaded to the connected USB flash drive.

It is not applicable to T48G/T46G/T42G/T41P/T40P/T40G/T29G/T23P/T23G//T21(P) E2/T19(P) E2 phones.

Procedure

A W N R

»

From the web user interface, navigate to Settings > Configuration.
In the Enable Local Log field, select Enabled or ON.
In the USB Auto Exporting Syslog field, select Enabled or ON.

Select the desired value from the Local Log Level drop-down menu.

The default local log level is “3".

Enter the limit size of the log files in the Max Log File Size field.

Click Confirm to accept the change.

Reproduce the issue.

The log files are uploaded to your USB flash drive.

Viewing the Log Files

You can verify whether you got the correct log through the following key fields:

<0+emerg
<1l+alert >
<2+crit >

<3+error >

<4+warning >

<5+notice

<6+info >

>

>

The default local log level is 3.

The following figure shows a portion of a boot log file (for example, boot.log):
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syslogd started: BusyBox v1.10.3

sys [655]:
ays [655]:
sys [655]:
sys [655]:
Log [706]:
Log [706]:
auto[706] :
auto[706] :
auto[TO6] :
auto[T06] :
sys [T706]:
sys [T06]:
ATP [706]:
ATP [706]:
ays [B35]:
sys [B35]:
sua [B35]:

sua [B35]:
sua [B35]:
Log [B84]:
Log [B84]:
7 ipvp[B87]:
7 ipvp[BE87]:
ipvp[B87]:
ipvp[887]:
sys [B87]:

sys [BET]:
TR [837]:

BNY
LNY
ANY
ANY

LNY

<0+emerg
<0+emerg
<0+emerg
<0D+emerqg
<0D+emerqg
<0+emerg
<0+emerg
<0+emerg
<OD+emerg
<0D+emerqg
<0D+emerg
<0+emerg
<0+emerg
<0+emerg
<0+emerg
<0D+emerg
<D+emerqg
<0+emerg
<0+emerg
<0+emerg
<0+emerg
<OD+emerg
<0D+emerqg
<0D+emerg
<0+emerg
<0+emerg
<0+emerg
<0+emerg

I A A I Y R A R L AR Y]

sys log :type=l,time=0,E=3,W=4,H=5,I=6,0=T7
ANY =3
Version :7.2.0.10 for release

Built-at :Apr 20 2016,11:32:02

Log log :3vys=l,cons=1,time=0,E=3,W=4,N=5,I=6,D=T7
ETLL=3

autoServer log :type=l,time=0,E=3, W=4, NH=5,I=6,D=T7
BNY =3

Version :6.1.0.8 for release

Built-at :May 25 2016,10:26:42

sys log :type=l1,time=0,E=3,W=4,N=5,I=6,D=7

LEY5=3

ATP log :type=l,time=0,E=3, W=4,N=5,I=6,0=T7

BNY =3

sys log :type=1,time=0,E=3,W=4,N=5,I=6,D=7

LEYS5=3

sua log :type=1,time=0,E=3,W=4,N=5,TI=6,D=T7

BNY =5

BNY =3

Log 1log :sys=1,cons=0,time=0,E=3, W=4, N=5, I=6,D=T7
BNY =5

807.194.980:ipvp log :type=1,time=1,E=3,W=4,NH=5,I=6,0=7
807.196.17%:Verzion :1.0.0.8 for release
807.197.104:Built-at :Feb 29 2016,14:11:35
807.198.138:ANY =4

sys log :type=l,time=0,E=3,W=4,H=5,I=6,0=T7

LEY5=3

TRY 1log :s8ys=1,cons=0,cime=0,E=3,W=4,N=5,I=6,D=7

The boot log file reports the logs with all severity levels.

The following figure shows a portion of a sys log file (for example, 00156574b150.l0g):
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<134>Mar 29 13:81:3@ ipvp[1423.1423]: IPVP<6+info > 698.919.83@:dump len:@

<134>Mar 29 13:81:31 sua [1583]: DLG <6+info > [255] SIP: 286.165.51.38:5868 Keep Alive sent on UDP!

<134>Mar 29 13:@1:31 WEB [2225:2248]: WEB <6+info > 691.692.659:CWebMsgThread::OnOutputDump, dump type @

<133»Mar 29 13:81:31 dms [1347.1425]: DMS <S+notice> get mkit msg stats, dump type @

<133»Mar 29 13:81:32 sua [1583]: NET <5+notice> [255] <<<<=== TLS socket 18.188.5.58:5861: read 2 bytes

<134>Mar 29 13:81:32 sys [1344.1388]: SYS <6+info > dump to file end

<133>Mar 29 13:81:32 sys [1344.1388]: 5YS <5+notice> cd /tmp/;/bin/tar -chf log/crash.tar crash;/bin/tar -chf /tmp/syslog.zip log
The <MAC>.log file reports the logs with a configured severity level and the higher. For example, if you have con-

figured the severity level of the log to be reported to the <MAC>.log file to 4, then the log with a severity level of 0 to 4
will all be reported.

Syslog Logging

You can also configure the IP phone to send syslog messages to a syslog server in real time.

You can specify syslog details such as IP address or hostname, server type, facility, and the severity level of events you

want to log.

Topics

You can also choose to prepend the phone's MAC address to log messages.

Syslog Logging Configuration
Viewing the Syslog Messages on Your Syslog Server

Syslog Logging Configuration

The following table lists the parameters you can use to configure syslog logging.

Parameter

static.syslog.enable <y0000000000xx >.cfg

Description

It enables or disables the phone to upload log messages to the syslog server in real time.

Permitted
Values

0-Disabled
1-Enabled

Default

0

Web UI

Settings > Configuration > Syslog > Enable Syslog

Parameter

static.syslog.server

<y0000000000xx>.cfg

Description

It configures the IP address or domain name of the syslog server when exporting log to the syslog server.

Permitted
Values

IP address or domain name

Default

Blank

Web UI

Settings > Configuration > Syslog > Syslog Server

Parameter

static.syslog.server_port <y0000000000xx>.cfg

Description

It configures the port of the syslog server.

Permitted
Values

Integer from 1 to 65535

Default

514

Web UI

Settings > Configuration > Syslog > Syslog Server > Port

Parameter

static.syslog.transport_type <y0000000000xx >.cfg

Description

It configures the transport protocol that the IP phone uses when uploading log messages to the syslog
server.
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0-UDP
Permitted 1-TCP
Values
2-TLS
Default 0
Web UI Settings > Configuration > Syslog > Syslog Transport Type

Parameter

static.syslog.level

<y0000000000xx >.cfg

Description

It configures the lowest level of syslog information that displays in the syslog.

When you choose a log level, it includes all events of an equal or higher severity level and excludes
events of a lower severity level. The logging level you choose determines the lowest severity of events to

log.

0-Emergency: system is unusable
1-Alert: action must be taken immediately

2-Critical: critical conditions

P itted
ermitte 3-Critical: error conditions
Values
4-Warning: warning conditions
5-Warning: normal but significant condition
6-Informational: informational messages
Default 3
Web UI Settings > Configuration > Syslog > Syslog Level
Parameter |[static.syslog.facility <y0000000000xx>.cfg
It configures the facility that generates the log messages.
Description
Note: For more information, refer to RFC 3164.
0-Kernel Messages
1-User-level Messages
2-Mail System
3-System Daemons
4-Security/Authorization Messages (Note 1)
5-Messages are generated internally by syslog
Permitted
: 6-Line Printer Subsystem
Values

7-Network News Subsystem

8-UUCP Subsystem

9-Clock Daemon (note 2)
10-Security/Authorization Messages (Note 1)

11-FTP Daemon

12-NTP Subsystem
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13-Log Audit (note 1)
14-Log Alert (note 1)
15-Clock Daemon (Note 2)
16-Local Use 0 (Local0)
17-Local Use 1 (Locall)
18-Local Use 2 (Local2)
19-Local Use 3 (Local3)
20-Local Use 4 (Local4)
21-Local Use 5 (Local5)
22-Local Use 6 (Local6)
23-Local Use 7 (Local7)

Note: Note 1 - Various operating systems have been found to utilize Facilities 4, 10, 13 and 14 for secur-
ity/authorization, audit, and alert messages which seem to be similar. Note 2 - Various operating systems
have been found to utilize both Facilities 9 and 15 for clock (cron/at) messages.

Default 16

Web UI Settings > Configuration > Syslog > Syslog Facility

Parameter |static.syslog.prepend_mac_address.enable <y0000000000xx >.cfg

Description It enables or disables the phone to prepend the MAC address to the log messages exported to the syslog
server.

Permitted |0-Disabled

Values 1-Enabled

Default 0

Web UI Settings > Configuration > Syslog > Syslog Prepend MAC

Viewing the Syslog Messages on Your Syslog Server

You can view the syslog file in the desired folder on the syslog server. The location of the folder may differ from the sys-
log server. For more information, refer to the network resources.

The following figure shows a portion of the syslog:

Jun 02 08:42:17 10.2.20.160 localO.notice Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: APP <S+notice> [SIP]  dimf_payload :101

Jun 02 08:4217 10.2.20.160 localdinotice Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: APP <S+notice> [SIP]  version 0

Jun 02 08:42:17 10.2.20.160 local0.notice Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: APP <S+notice= [SIP] call channels info

Jun 02 08:42:17 10.2.20.160 local0info  Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: DLG <6+info > [000] cb_nict_kill_transaction (jd=88)

Jun 02 08:42:17 10.2.20.160 local0.info Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: DLG <6+info > [000] m=audio 7150 RTP/AVP 9 0 8 18 101

Jun 02 08:42:17 10.2.20.160 local0.info Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: DLG <6+info = [000] Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REGISTER, SUBSCRIBE, NOTIFY,
Jun 02 08:42:17 10.2.20160 localDinfo Jun 2 00:42:48 [00:15:6574:b1:50] sua [845]: DLG <6+info > [000] CSeq: 4 INVITE

Jun 02 08:42:17 10.2.20.160 local0.info Jun 2 00:42:48 [00:15:65:74:b1:50] sua [B45]: DLG <6+info > [000] Call-ID: ZWQ3MWMSZDgwZDMyMmZjY 2JkN2YyMzQINTINWISNzg.

Jun 02 08:42:17 10.2.20.160 local0.info Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: DLG <6+info > [000] From: <sip:101@10.2.1.43:5060=;tag=4086693836

Jun 02 08:4217 10.2.20160 localDinfo Jun 2 00:42:48 [00:15:6574:b1:50] sua [845]: DLG <6+info = [000] To: 102" <sip:102@10.2.1.43:5060- tag =8d 378436

Jun 02 08:42:17 10.2.20.160 locallinfo  Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: DLG =b+info > [000] Via: SIP/2.0/UDP 10.2.20.160:5060;branch=20hG4bK2209216298
Jun 02 08:42:17 10.2.20.160 localdinfo  Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: DLG <6+info > [000] SIP/2.0 200 OK

Jun 02 08:42:17 10.2.20160 locallinfo  Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: DLG <6+info = [000]

Jun 02 08:4217 10.2.20160 locall.natice Jun 2 00:42:48 [00:15:65:74:b1:50] sua [843]: DLG =3+notice> [000] Message recw: (from src=10.2.143:5060 len=808)

Jun 02 08:42:17 10.2.20160 localDinfo  Jun 2 00:42:48 [00:15:65:74:b1:50] sua [8453]: SIP <6+info = [SIP] match line:name:101 host:10.2.1.43

Jun 02 08:42:17 10.2.20.160 local0.notice Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: NET «5+notice= [255] <<<<=== UDP socket 10.2.1.43:5060: read 808 bytes

Jun 02 08:4217 10.2.20160 locallinfo  Jun 2 00:42:48 [00:15:65:74:b1:50] sua [843]): SUA <G+info = [000] ***eCore event:(0x0010JECORE_CALL_PROCEEDING e
Jun 02 08:42:17 10.2.20160 locallinfo  Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: DLG <6+info = [000]

I :
[ I
I 1t
I :
[ 1
[{ i
[l i:
I 1:
I :
[ I
Jun 02 08:42:17 10.2.20.160 local0.info Jun 2 00:42:48 [00:15:65:74:b1:50] sua [B45]: DLG <6+info = [000] Contact: <sip:102@10.2.1.43:5060=
I :
[ 1
[ It
[ L
I 1:
I :
[ I
[ 1:
I :

Jun 02 08:42:17 10.2.20.160 locallinfo  Jun 2 00:42:48 [00:15:65:74:b1:50] sua [845]: DLG <6+info = [000]
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Resetting Phone and Configuration

Generally, some common issues may occur while using the IP phone. You can reset your phone to factory con-
figurations after you have tried all troubleshooting suggestions, but still do not solve the problem. Resetting the phone
to factory configurations clears the flash parameters, removes log files, user data, and cached data, and resets the
administrator password to admin. All custom settings will be overwritten after resetting.

Six ways to reset the phone:

« Reset local settings: All configurations saved in the <MAC>-local.cfg file on the phone will be reset. Changes asso-
ciated with non-static settings made via the web user interface and phone user interface are saved in the <MAC>-
local.cfg file.

« Reset non-static settings: All non-static parameters will be reset. After resetting the non-static settings, the phone
will perform auto provisioning immediately.

« Reset static settings: All static parameters will be reset.

« Reset userdata & local config: All the local cache data (for example, user data, history or directory) will be cleared.
And all configurations saved in the <MAC>-local.cfg configuration file on the phone will be reset.

« Reset to Factory: All configurations on the phone will be reset.
« Reset a configuration at a time

You can reset the IP phone to default factory configurations. The default factory configurations are the settings that
reside on the IP phone after it has left the factory. You can also reset the IP phone to custom factory configurations if
required. The custom factory configurations are the settings defined by the user to keep some custom settings after
resetting. You have to import the custom factory configuration files in advance.

Note

The Reset local settings/Reset non-static settings/Reset static settings/Reset userdata & local config option on the
web user interface appears only if “staticauto_provision.custom.protect” is set to 1.

Topics

Reset to Factory Configuration

Resetting the IP phone to Default Factory Settings
Resetting a Configuration to Default Factory Setting
Resetting the IP phone to Custom Factory Settings
Deleting the Custom Factory Settings Files

Reset to Factory Configuration

The following table lists the parameters you can use to configure reset to factory.

Parameter |[features.reset_by_long_press_enable <y0000000000xx >.cfg

Description|lt enables or disables the phone to reset to factory by long pressing OK/ vkey.

Permitted [0-Disabled
Values 1-Enabled

Default 1

Parameter |[features.factory_pwd_enable <y0000000000xx >.cfg

It enables or disables the phone to prompt for the administrator password when you long press the OK/ v
key to perform a factory reset on the idle screen.

Permitted |0-Disabled

Values 1-Enabled

Description
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Default 0

Resetting the IP phone to Default Factory Settings

Procedure

1. Click Settings > Upgrade.
2. Click Reset to Factory in the Reset to Factory field.

The web user interface prompts the message “Do you want to reset to factory?”.
3. Click OK to confirm the resetting.

The phone will be reset to factory successfully after startup.

Note

Reset of your phone may take a few minutes. Do not power off until the phone starts up successfully.

Resetting the IP phone to Custom Factory Settings

After you enable the custom factory feature, you can import the custom factory configuration file, and then reset the
IP phone to custom factory settings.

Procedure

From the web user interface, click Settings > Configuration.

2. In the Import Factory Config block, click Browse to locate the custom factory configuration file from your local
system.

3. Click Import.

4. After the custom factory configuration file is imported successfully, you can reset the IP phone to custom factory
settings.

Topic
Custom Factory Configuration

Custom Factory Configuration

The following table lists the parameters you can use to configure a custom factory.

Parameter |static.features.custom_factory_config.enable <y0000000000xx>.cfg

Description|lt enables or disables the Custom Factory Configuration feature.

0-Disabled
Permitted 1-Enabled, Import Factory Configuration item will be displayed on the IP phone's web user interface at
Values the path Settings > Configuration. You can import a custom factory configuration file or delete the user-
defined factory configuration via the web user interface.
Default 0
Parameter |static.custom_factory_configuration.url <y0000000000xx>.cfg

It configures the access URL of the custom factory configuration files.

Description|note: It works only if “static.features.custom_factory_config.enable” is set to 1 (Enabled) and the file
format of the custom factory configuration file must be *.bin.

Permitted

URL within 511 characters
Values
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Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:

Settings > Configuration > Import Factory Configuration
Web UI
Other Phones:

Settings > Configuration > Import Factory Config

Deleting the Custom Factory Settings Files
You can delete the user-defined factory configurations via the web user interface.
Procedure

1. From the web user interface, click Settings > Configuration.
2. Click Del/Delete in the Import Factory Config (Import Factory Configuration) field.
The web user interface prompts you whether to delete the user-defined factory configuration.
3. Click OK to delete the custom factory configuration files.
The imported custom factory file will be deleted. The phone will be reset to default factory settings after resetting.

Resetting a Configuration to Default Factory Setting
You can reset a configuration to default factory instead of resetting your phone.
Note

This feature works only when the parameter “static.auto_provision.custom.protect” is set to 1.

Procedure

1. On the web user interface, click the question mark "?" after each configuration.

2. Click Reset if any change is made before.

Packets Capture

You can capture packet in two ways: capturing the packets via the web user interface or using the Ethernet software.
You can analyze the packet captured for troubleshooting purpose.

Topics

Capturing the Packets via Web User Interface
Ethernet Software Capturing Configuration

Capturing the Packets via Web User Interface
For Yealink phones, you can export the packets file to the local system and analyze it.
Yealink devices support the following two modes for capturing the packets:

« Normal: Export the packets file after stopping capturing.
« Enhanced: Export the packets file while capturing.

Topics

Capturing the Packets in Enhanced Way
Capturing the Packets in Normal Way
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Capturing the Packets in Enhanced Way

Procedure

From the web user interface, navigate to Settings > Configuration.
Select Enhanced from the Pcap Type drop-down menu.

Click Start in the Pcap Feature field to start capturing signal traffic.
Reproduce the issue to get stack traces.

Click Stop in the Pcap Feature field to stop capturing.

o v s wWwNRH

Select a location for saving the packets file on your local system while capturing.

Log Out

Yealink|

Status Account Network Dsskey Features Settings Directory Security

Export or Import Configuration ‘ No selected file | [ Browse... ] @
Preference
——
Time&Date 1P phones can provide feedback
in a variety of forms such as log
call Display Export CFG Configuration File Static Settings - @ fies, packets, status indicators

and so on, which can help an
administrator more easily find

Upgrade the system problem and fix it.
Import CFG Configuration File ‘ No selected file | [ Browse... ] 0
Auto Provision * Log Files
* Capturing Packets
Configuration * Configuration File
(*.cfg/*.bin)
Voice Pcap Type Enhanced - Q
) Pcap Faature Start Stop click here to get more
Ring product documents.
Note

The steps may differ for different web browsers.

Capturing the Packets in Normal Way

Procedure

From the web user interface, navigate to Settings > Configuration.
Select Normal from the Pcap Type drop-down menu.

Click Start in the Pcap Feature field to start capturing signal traffic.
Reproduce the issue to get stack traces.

Click Stop in the Pcap Feature field to stop capturing.

o v s wWwNhNH

Click Export to open the file download window, and then save the file to your local system.
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Logout |

Yealink |

Account Settings Directory

Export or Import Configuration ‘ No selected file | [ Browse... ] [} NOTE
Preference
p e ———
Time&Date 1P phones can provide feedback
in a variety of forms such as log
Call Display Export CFG Configuration File Static Settings v @ files, packets, status indicators
and so on, which can help an
administrator more easily find
Upgrade the system problem and fix it.
Import CFG Gonfiguration File ‘ No selected file H Browse... ] @
Auto Provision - Log Files
* Capturing Packets
Configuration * Configuration File
(*.cfg/*.bin)
Voice Pcap Type Normal - 7]
. Pcap Feature Start Stop Click here to get more
Ring product documents.

Ethernet Software Capturing Configuration

You can choose to capture the packets using the Ethernet software in two ways:

« Receiving data packets from the hub: Connect the Internet port of the IP phone and the PC to the same hub, and
then use Sniffer, Ethereal or Wireshark software to capture the signal traffic.

« Receiving data packets from PC port: Connect the Internet port of the IP phone to the Internet and the PC port of
the IP phone to a PC. Before capturing the signal traffic, make sure the phone can span data packets received from
the Internet port to the PC port. It is not applicable to CP920 phones.

Topic
Span to PC Port Configuration

Span to PC Port Configuration

The following table lists the parameter you can use to configure span to PC port.

Parameter static.network.span_to_pc_por‘c[l] <y0000000000xx>.cfg

It enables or disables the phone to span data packets received from the WAN port to the PC port.
Description
Note: It works only if “static.network.pc_port.enable” is set to 1 (Auto Negotiation).

Permitted 0-Disabled

Values 1-Enabled, all data packets from the Internet port can be received by PC port.
Default 0
S ted
up?or All phones except CP920
Devices

Web UI Network > Advanced > Span to PC > Span to PC Port

[1if you change this parameter, the phone will reboot to make the change take effect.

Watch Dog

The IP phone provides a troubleshooting feature called “Watch Dog”, which helps you monitor the IP phone status and
provides the ability to get stack traces from the last time the IP phone failed. If the Watch Dog feature is enabled, the
phone will automatically reboot when it detects a fatal failure. This feature can be configured using the configuration
files or via the web user interface.

Topic
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Watch Dog Configuration

Watch Dog Configuration

The following table lists the parameter you can use to configure watch dog.

Parameter |[static.watch_dog.enable <y0000000000xx>.cfg

Description|lt enables or disables the Watch Dog feature.

Permitted 0-Disabled

Values 1-Enabled, the phone will reboot automatically when the system crashed.

Default 1

Web UI Settings > Preference > Watch Dog

Network Diagnostics

You can use ping and traceroute diagnostics for troubleshooting network connectivity via the web user interface or
phone user interface.

You can also enable the phone to detect the reachability of the connected wired or wireless network via auto pro-
visioning. The phone can display an icon warning (for T42S/T41S IP phone, prompt a message) on the phone screen
when the network is unreachable. You can set the time interval for network reachability detection.

Topics

Ping and Traceroute Diagnostics
Network Reachability Detection Configuration

Ping and Traceroute Diagnostics

Procedure

1. From the web user interface, click Network > Diagnostics.

2. Select Ping or Traceroute from the Command drop-down menu.

3. Enter anIP address or a URL (for example, 10.200.108.48) in the IP Address field.
4. Click Start to start a ping.
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Log Out

Yealink|

English{English) -

Basic

PC Port
NAT
Advanced
Wi-Fi

Diagnostics

Account Features Directory

Diagnostics )

NOTE

Command Pin,
9 network-diagnosis-note
Troubleshoot network

connectivity problems

1P Address 10.200.108.48

# ping 10.200.108.48

PING 10.200.108.48 (10.200.108.48): 56 data bytes

64 bytes from 10.200.108.48: seq=0 H‘\ 126 *'lma 0. 982 ms
64 bytes from 10.200.108.48: seq=1 tt! e

64 bytes from 10.200.108.48: s 4

64 bytes from 10.200.108.48: seq=3 H‘\ 126 time=1.487 ms

Click here to get more
product documents.

— 10.200.108.48 ping statistics —
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.744/0.991/1.487 ms

Start Stop

You can also diagnose network via the phone user interface at the path: Menu > Features > Diagnostics > Network >
Ping or Menu > Features > Diagnostics > Network > Trace Route.

Network Reachability Detection Configuration

The following table lists the parameters you can use to configure network reachability detection.

Parameter |static.features.network_test.enable <y0000000000xx >.cfg
Description|It enables or disables the network reachability detection.
0-Disabled
Permitted
Values 1-Enabled, if the network is unreachable, "Network unreachable" is displayed on the T42S/T41S phones,
while a network unreachable icon is displayed in the status bar of other phones.
Default 0
S ted
HPPOTEEC ||l phones except T48G, T46G, T42G, TALP, and T29G
Devices
Parameter |[static.features.network_test.host <y0000000000xx>.cfg
It configures the server address that the phone uses to detect the network reachability.
The server address can be the IP address or domain name. Multiple server addresses are separated by semi
colons.
Descrioti
escription Example:
static.features.network_test.host = 192.168.1.20;192.168.1.10
Note: It works only if "static.features.network_test.enable" is set to 1 (Enabled).
Permitted |Blank-The phone does not detect network reachability.
Values String within 1024 characters
Default Blank
S ted
HPPOTEEC |l phones except T48G, T46G, T42G, TA1P, and T29G
Devices
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Parameter |static.features.network_test.check_policy <y0000000000xx >.cfg
It configures the policy when detecting the network reachability of multiple servers.
Description
Note: It works only if "static.features.network_test.enable" is set to 1 (Enabled).
Permitted [0-OR
Values 1-AND
Default 0
S ted
up!)or All phones except T48G, T46G, T42G, T41P, and T29G
Devices
Parameter |static.features.network_test.period <y0000000000xx >.cfg
It specifies a period of time (in seconds) to detect the network status when the network is reachable.
Description
Note: It works only if "static.features.network_test.enable" is set to 1 (Enabled).
Permitted
ermitte Integer from 2 to 3600
Values
Default 60
S ted
up!)or All phones except T48G, T46G, T42G, T41P, and T29G
Devices
Parameter |static.features.network_unavailable_test.period <y0000000000xx >.cfg
It specifies a period of time (in seconds) to detect the network status when the network is unreachable.
Description
Note: It works only if "static.features.network_test.enable" is set to 1 (Enabled).
Permitted
ermitte Integer from 2 to 3600
Values
Default 30
S ted
up!)or All phones except T48G, T46G, T42G, T41P, and T29G
Devices

Analyzing Configuration Files

Wrong configurations may have an impact on phone use. You can export configuration file(s) to check the current con-
figuration of the IP phone and troubleshoot if necessary. You can also import configuration files for a quick and easy
configuration.

We recommend that you edit the exported CFG file instead of the BIN file to change the phone's current settings. The
config.bin file is an encrypted file. For more information on config.bin file, contact your Yealink reseller.

Topics

Exporting CFG Configuration Files from Phone
Importing CFG Configuration Files to Phone
Exporting BIN Files from the Phone

Importing BIN Files from the Phone
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Exporting CFG Configuration Files from Phone

You can export the phone’s configuration file to local and make changes to the phone’s current feature settings. You
can apply these changes to any phone by importing the configuration files via the web user interface.

You can export five types of CFG configuration files to the local system:

« <MAC>-local.cfg: It contains changes associated with non-static parameters made via the phone user interface and
web user interface. It can be exported only if “static.auto_provision.custom.protect” is set to 1 (Enabled).

« <MAC>-all.cfg: It contains all changes made via the phone user interface, web user interface and using con-
figuration files.

« <MAC>-static.cfg: It contains all changes associated with static parameters (for example, network settings) made
via the phone user interface, web user interface and using configuration files.

« <MAC>-non-static.cfg: It contains all changes associated with non-static parameters made via the phone user inter-
face, web user interface and using configuration files.

« <MAC>-config.cfg: It contains changes associated with non-static parameters made using configuration files. It
can be exported only if “static.auto_provision.custom.protect” is set to 1 (Enabled).

Procedure

1. Navigate to Settings > Configuration > CFG Configuration.

2. In the Export CFG Configuration File block, click Export to open the file download window, and then save the file
to your local system.

Importing CFG Configuration Files to Phone

You can import the configuration files from local to the phones via the web user interface. The configuration files con-
tain the changes for phone features and these changes will take effect after importing.

Procedure

1. Navigate to Settings > Configuration > CFG Configuration.

2. In the Import CFG Configuration File block, click Browse to locate a CFG configuration file in your local system.
3. Click Import to import the configuration file.

Topic

Configuration Files Import URL Configuration

Configuration Files Import URL Configuration

The following table lists the parameters you can use to configure the configuration files import URL.

Parameter |static.custom_mac_cfg.url <y0000000000xx >.cfg

Description|lt configures the access URL of the custom MAC-Oriented CFG file.

Permitted

URL within 511 characters
Values

Default Blank

Exporting BIN Files from the Phone

Procedure
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1. From the web user interface, click Settings > Configuration > BIN Configuration.

2. In the Export Configuration block, click Export to open the file download window, and then save the file to your
local system.

Importing BIN Files from the Phone

Procedure

1. From the web user interface, click Settings > Configuration > BIN Configuration.

2. In the Export or Import Configuration (Import Configuration) block, click Browse to locate a BIN configuration
file from your local system.

3. Click Import to import the configuration file.
Topic

BIN Files Import URL Configuration

BIN Files Import URL Configuration

The following table lists the parameter you can use to configure the BIN files import URL.

Parameter [static.configuration.urlt! <y0000000000xx>.cfg

It configures the access URL for the custom configuration files.
Description
Note: The file format of the custom configuration file must be *.bin.

Permitted

URL within 511 characters
Values

Default Blank

T57W/T54W/T53W/T53/T48U/T46U/T43U:

Settings > Configuration > Configuration > Import Configuration
Web UI
Other Phones:

Settings > Configuration > BIN Configuration > Export or Import Configuration

[1If you change this parameter, the phone will reboot to make the change take effect.

Exporting All the Diagnostic Files

Yealink phones support three types of diagnostic files (including Pcap trace, log files, and BIN configuration files) to
help analyze your problem. You can export these files at a time and troubleshoot if necessary. The file format of the
exported diagnostic file is *.tar.

Procedure:

From the web user interface, navigate to Settings > Configuration.
2. Click Start in the Export All Diagnostic Files field to begin capturing signal traffic.
The system log level will be automatically set to 6.
3. Reproduce theissue.
4. Click Stop in the Export All Diagnostic Files field to stop the capture.
The system log level will be reset to 3.
5. Click Export to open the file download window, and then save the diagnostic file to your local system.

A diagnostic file named <MAC>-Diagnoselnfo.tar is successfully exported to your local system.
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Device Status

Available information on device status includes:

« General information (IPv4 address or IPv6 address, phone MAC address, Machine ID, Wi-Fi dongle MAC address,
firmware version, and warning).

« Network status (IPv4 status or IPv6 status, IP mode, phone MAC address, Wi-Fi dongle MAC address, and VLAN ID).

« Phone status (product name, hardware version, firmware version, product ID, phone MAC address, Wi-Fi dongle
MAC address, Bluetooth dongle MAC address and device certificate status).

« Account status (registration status of SIP accounts).
o Wi-Fi status
Topic

Viewing Device Status

Viewing Device Status

You can view device status via the phone user interface by pressing the OK key or navigating to Menu > Status.

You can also view the device status via the web user interface.

Procedure

1. Open a web browser on your computer.

Enter the IP address in the browser's address bar, and then press the Enter key.

For example, “http://192.168.0.10" for IPv4 or “http://[2005:1:1:1:215:65ff:fe64:6e0a]" for IPv6.
3. Enter the user name (admin) and password (admin) in the login page.
4. Click Login to log in.

The device status is displayed on the first page of the web user interface.

Phone Reboot

You can reboot the IP phone remotely or locally.
Topics

Rebooting the IP Phone Remotely
Rebooting the Device via the Phone User Interface
Rebooting the Device via Web User Interface

Rebooting the IP Phone Remotely

You can reboot the phones remotely using a SIP NOTIFY message with “Event: check-sync” header. Whether the IP
phone reboots or not depends on “sip.notify_reboot_enable”. If the value is set to 1, or the value is set to 0 and the
header of the SIP NOTIFY message contains an additional string “reboot=true”, the phone will reboot immediately.

The NOTIFY message is formed as shown:

NOTIFY sip:<user>@<dsthost> SIP/2.0
To: sip:<user>@<dsthost>

From: sip:sipsak@<srchost>

CSeq: 10 NOTIFY
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Call-ID: 1234@<srchost>

Event: check-sync;reboot=true

Topic
Notify Reboot Configuration

Notify Reboot Configuration

The following table lists the parameter you can use to configure notify reboot.

Parameter |[sip.notify_reboot_enable <y0000000000xx>.cfg

It configures the IP phone behavior when receiving a SIP NOTIFY message which contains the header

Description
P “Event: check-sync”.

0-The phone will reboot only if the SIP NOTIFY message contains an additional string "reboot=true”.

Permitted .
ermt 1-The phone will reboot.
Values
2-The phone will ignore the SIP NOTIFY message.
Default 1

Rebooting the Device via the Phone User Interface

You can reboot your device via the phone user interface.

Procedure

1. Press Menu > Basic > Reboot (Menu > Settings > Basic Settings > Reboot).
2. Press OK.
The device begins rebooting. Any reboot of the device may take a few minutes.

Rebooting the Device via Web User Interface
You can reboot your IP phone via the web user interface.
Procedure

1. Click Settings > Upgrade.
2. Click Reboot.

The device begins rebooting. Any reboot of the device may take a few minutes.
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Troubleshooting Solutions

This section describes solutions to common issues that may occur while using the device. Upon encountering a case
not listed in this section, contact your Yealink reseller for further support.

Topics

IP Address Issues

Time and Date Issues
Display Issues

Phone Book Issues

Audio Issues

Wi-Fi and Bluetooth Issues
Firmware and Upgrading Issues
System Log Issues
Password Issues

Logo Issues

Power and Startup Issues
Other Issues

IP Address Issues

The device does not get an IP address

Do one of the following:

If your device connects to the wired network:

Ensure that the Ethernet cable is plugged into the Internet port on the IP phone and the Ethernet cable is not loose.
Ensure that the Ethernet cable is not damaged.

Ensure that the IP address and related network parameters are set correctly.

Ensure that your network switch or hub is operational.

Ensure that the Wi-Fi feature is disabled.

If your phone connects to the wireless network:

If the network is secure, ensure the entered password is correct.

Ensure your gateway/router enables the wireless network feature.

Solving the IP conflict problem

Do one of the following:

Reset another available IP address for the IP phone.

Check network configuration via the phone user interface at the path Menu > Advanced (default password: admin)
> Network > WAN Port > IPv4 (or IPv6). For black-and-white phones, navigate to Menu > Settings > Advanced
Settings (default password: admin) > Network > WAN Port > IPv4 (or IPv6). If the Static IP is selected, select
DHCP instead.

The Specific format in configuring IPv6 on Yealink phones

Scenario 1:
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If the IP phone obtains the IPv6 address, the format of the URL to access the web user interface is “[IPv6 address]” or
"http(s)://[IPv6 address]”. For example, if the IPv6 address of your phone is "fe80::204:13ff:fe30:10e”", you can enter the
URL (for example, "[fe80::204:13ff:fe30:10e]" or "http(s)://[fe80::204:13ff:fe30:10e])" in the address bar of a web browser
on your PC to access the web user interface.

Scenario 2:

Yealink phones support using FTP, TFTP, HTTP, and HTTPS protocols to download configuration files or resource files.
You can use one of these protocols for provisioning.

When provisioning your IP phone obtaining an IPv6 address, the provisioning server should support IPv6 and the
format of the access URL of the provisioning server can be “tftp://[IPv6 address or domain name]”. For example, if the
provisioning server address is “2001:250:1801::1", the access URL of the provisioning server can be “tftp://
[2001:250:1801::1]/". For more information on provisioning, refer to Yealink SIP IP Phones Auto Provisioning Guide.

Time and Date Issues

Display time and date incorrectly

Check if the IP phone is configured to obtain the time and date from the NTP server automatically. If your phone is
unable to access the NTP server, configure the time and date manually.

Display Issues

The phone screen is blank

Do one of the following:

« Ensure that the IP phone is properly plugged into a functional AC outlet.

« Ensure that the IP phone is plugged into a socket controlled by a switch that is on.

« If the IP phone is plugged into a power strip, try plugging it directly into a wall outlet.

« If your phone is PoE powered, ensure that you are using a PoE-compliant switch or hub.

The phone displays “No Service”
The LCD screen prompts “No Service” message when there is no available SIP account on the IP phone.
Do one of the following:

« Ensure that an account is actively registered on the phone at the path Menu > Status > More > Accounts.

« Ensure that the SIP account parameters have been configured correctly.

Phone Book Issues

Difference between a remote phone book and a local phone book

A remote phone book is placed on a server, while a local phone book is placed on the IP phone flash. A remote phone
book can be used by everyone that can access the server, while a local phone book can only be used on a specific
phone. A remote phone book is always used as a central phone book for a company; each employee can load it to
obtain real-time data from the same server.
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Audio Issues

Increasing or decreasing the volume

Press the volume key to increase or decrease the ringer volume when the IP phone is idle or ringing, or to adjust the
volume of the engaged audio device (handset, speakerphone or headset) when there is an active call in progress.

Get poor sound quality during a call

If you have poor sound quality/acoustics like intermittent voice, low volume, echo or other noises, the possible reasons
could be:

« Users are seated too far out of recommended microphone range and sound faint, or are seated too close to sensitive
microphones and cause echo.

« Intermittent voice is mainly caused by packet loss, due to network congestion, and jitter, due to message recom-
bination of transmission or receiving equipment (for example, timeout handling, retransmission mechanism, buffer
underrun).

« Noisy equipment, such as a computer or a fan, may cause voice interference. Turn off any noisy equipment.

« Lineissues can also cause this problem; disconnect the old line and redial the call to ensure another line may
provide a better connection.

There is no sound when the other party picks up the call

If the caller and receiver cannot hear anything - there is no sound at all when the other party picks up the call, the pos-
sible reason could be: the phone cannot send the real-time transport protocol (RTP) streams, in which audio data is
transmitted, to the connected call.

Try to disable the 180 ring workaround feature.
Related Topic

Early Media

Play the local ringback tone instead of media when placing a long-dis-
tance number without plus 0

Ensure that the 180 ring workaround feature is disabled.

Related Topic

Early Media

Wi-Fi and Bluetooth Issues

The wireless signal strength is low

Ensure the IP phone and your gateway/ router are within the working range and there is no obvious interference (walls,
doors, and so on.) between them.

The phone cannot connect to Bluetooth devices all the time

Try to delete the registration information of the Bluetooth device on both IP phone and Bluetooth device, and then
pair and connect it again. Contact Yealink field application engineer and your Bluetooth device manufacturer for more
information.
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The Bluetooth headset affects IP phone’s voice quality

You may not experience the best voice quality if you use a Bluetooth headset while the 2.4 GHz band is enabled or
while you are in an environment with many other Bluetooth devices. This possible loss in voice quality is due to inher-
ent limitations with Bluetooth technology.

Firmware and Upgrading Issues

Fail to upgrade the phone firmware

Do one of the following:

Ensure that the target firmware is not the same as the current firmware.

Ensure that the target firmware is applicable to the IP phone model.

Ensure that the current or the target firmware is not protected.

Ensure that the power is on and the network is available in the process of upgrading.

Ensure that the web browser is not closed or refreshed when upgrading firmware via the web user interface.

Verifying the firmware version

Press the OK/ vkey or select Menu > Status when the phone is idle to check the firmware version. For example

28.82.0.20.

o2 3

3.82.0.

Item

Description

28

Firmware ID.
The firmware ID for each IP phone model is:

o 97:T57W

96: T54W

95: T53W/T53

108: T48U/T46U/T43U
35: T48G

28: T46G

66: T48S/T46S/T42S/T41S
o 29:T42G

o 36: T41P

o 54: T40P

« 76:T40G

o 46:T29G

o 69:T27G

o 44:T23P/G
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Item Description

o 52:T21(P) E2
o 53: T19(P) E2

o 78:CP920

Major version.
2 (82

Note: The larger it is, the newer the major version is.
3 |0 A fixed number.

Minor version.
4 (20

Note: With the same major version, the larger it is, the newer the minor version is.

The IP phone does not update the configurations

Do one of the following:

« Ensure that the configuration is set correctly.
« Reboot the phone. Some configurations require a reboot to take effect.
« Ensure that the configuration is applicable to the IP phone model.

« The configuration may depend on support from a server.

System Log Issues

Fail to export the system log to a provisioning server (FTP/TFTP server)

Do one of the following:

« Ensure that the FTP/TFTP server is downloaded and installed on your local system.
« Ensure that you have configured the FTP/TFTP server address correctly via the web user interface on your IP phone.

« Reboot the phone. The configurations require a reboot to take effect.
Fail to export the system log to a syslog server
Do one of the following:

« Ensure that the syslog server can save the syslog files exported from the IP phone.
« Ensure that you have configured the syslog server address correctly via the web user interface on your IP phone.

« Reboot the phone. The configurations require a reboot to take effect.

Protocols and Ports Issues

What communication protocols and ports do Yealink IP phones sup-
port?

.. .. Destination L. ..
Source Destination |Destination . Description of destination
. SourceIP |Source Port . Port (Listen-|Protocol
Device Device IP . port
ing port)
IP IP address of 265535 IP phone or | IP address | Determined UDP RTP protocol port, it is used
phones | IP phones voice gate- |of IP phone| by des- to send or receive audio

152



Administrator’'s Guide for SIP-T2 Series/T4 Series/T5 Series/CP920 IP Phones

L. . .. |Destination .. ..
Source Destination |Destination . Description of destination
) SourceIP |Source Port . Port (Listen-|Protocol
Device Device IP . port
ing port)
orvoice tination
way ) stream.
gateway device.
Determined -
1P address eber;n;:_e SIP protocol port, it is used
1024~65535 | SIP Server ,y . UDP/TCP| for signaling interaction
of SIP server| tination .
) with SIP server.
device.
Determined
TR-069 IP address eberdmelr;_e TR-069 protocol port, it is
1024~65535 of TR-069 'y . TCP used to communicate with
Server tination
server ) TR-069server.
device.
Determined
IP add by des- HTTP protocol port, iti
1024~65535 | File server | | cooreos | DY 9ES TCP protoca’ port, 1t1s
of file server| tination used to download file.
device.
IP add Determined
Remote acdress | Letermine HTTP protocol port, it is
of remote by des-
1024~65535 | phone book L TCP used to access the remote
phone book| tination
server . phone book.
server device.
Determined
IP address by des- HTTP protocol port, it is
1024~65535 AR of AA tination Tep used for AA communication.
device.
IP address DHCP protocol port, it is
68 DHCP Server| of DHCP 67 UDP used to obtain IP address
server from DHCP server.
e e I
1024~65535 | LDAP Server| of LDAP | ¢ TP | el
tination information from LDAP
server .
device. server.
IP address NTP protocol port, it is used
1024~65535 | NTP Server of NTP 123 ubP to synchronize time from
server NTP time server.
P st Pl
1024~65535 [Syslog Server| of syslog 514 ubP p .
upload syslog information
server
to syslog server.
IP address
of PNP .
server Protocol port, it is used to
1024~65535 | PNP Server 5059 UDP/TCP| obtain the URL of updating
IP IP address of (Default .
file from PNP server.
phones | IP phones value:
224.0.1.75)
65000
Multipaging |Multipagi
ultipaging [Multipaging 65001
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.. . .. _|Destination e . . L.
Source Destination |Destination . Description of destination
. SourceIP |Source Port . Port (Listen-| Protocol
Device Device IP . port

ing port)

1~65535 TCP  [HTTP port (default value: 80)

PC IP address of
HTTP fault value:
" 1~65535 TCP port L(‘j;au tvalue

SIP protocol port, it is used
1024~65534 |UDP/TCP| for signaling interaction
with SIP server.

SIP IP address of

Server SIP Server | Determined
by the des- IP address

IP phone IP address of | tination IP phones of IP phones RTP protocol port, it is used
of voice IP phone or device. 265535 UDP by destination device to
voice gate- send or receive audio
gateway
way stream.
TR-069 protocol port, it is
TR-069 |IP add f
acaress o 1024~65535| TCP | used to communicate with
Server |TR-069 Server TR-069 server

Password Issues

Restore the administrator password

Factory reset can restore the original password. All custom settings will be overwritten after reset.
Related Topic

Resetting the IP phone to Default Factory Settings

The web screen displays "Default password is in use. Please change!"

The web screen prompts "Default password is in use. Please change!" message when the default password is in use.
Click the warning message to change the password.

Log Out
A\ Default password is in use. Please change! English (English) ¥

Yealink |

Status Account Network Dsskey Features Settings Directory

User Type admin v 0 NOTE
Password
0Old Password
e asswar 0 User Password/
ruste icates ) ' Administrator Password
New Password 0 When logging into the web user
. terfa d to ent
Server Certificates Confirm Password (7] \tnh: ug:?nz%uenaﬁ D;g:!];,;_
Confirm Cancel You can change the user/
[ Confim_| | Cancel | administrator password for

security.

Click here to get more
product documents.
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Logo Issues

Why does the IP phone use DOB format logo file instead of popular
BMP, JPG and so on?

The IP phone only uses logo file in DOB format, as the DOB format file has a high compression ratio (the size of the
uncompressed file compared to that of the compressed file) and can be stored in smaller space. Tools for converting
BMP format to DOB format are available.

Power and Startup Issues

Both PoE cable and power adapter is connected to the phone

The phones use the PoE preferentially.

The power LED indicator has no lights

If no lights appear on the IP phone when it is powered up, do one of the following:

« Reboot your device.

« Replace the power adapter.

The Phone screen is black

If the power LED indicator is on, the keypad is usable but the phone screen is black, please reboot your IP phone.

The IP phone always displays the Yealink logo

If your IP phone does not boot, check if the provisioning server is accessible on the network and a valid software firm-
ware and valid configuration files are available. Try to use recovery mode to get your phone ready. For more inform-
ation on recovery mode, refer to Recovery Mode on Yealink phones.

Other Issues

The difference among user name, register name, and display name

Both user name and register name are defined by the server. User name identifies the account, while register name
matched with a password is for authentication purposes. The display name is the caller ID that will be displayed on the
callee’s phone LCD screen. Server configurations may override the local ones.

On code and off code

They are codes that the IP phone sends to the server when a certain action takes place. On code is used to activate a
feature on the server side, while off code is used to deactivate a feature on the server side.

For example, if you set the Always Forward on code to be *78 (may vary on different servers), and the target number to
be 201. When you enable Always Forward on the IP phone, the phone sends *78201 to the server, and then the server
will enable Always Forward feature on the server side, hence being able to get the right status of the extension.

For anonymous call/anonymous call rejection feature, the phone will send either the on code or off code to the server
according to the value of Send Anonymous Code/Send Rejection Code.

The difference between RFC 2543 Hold enabled and disabled

Capturing packets after you enable the RFC 2543 Hold feature. SDP media direction attributes (such as a=sendonly) per
RFC 2543 is used in the INVITE message when placing a call on hold.
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NVITE 51p:1021810.3.20.4:5063, in-dialog, with session descriprion

L gsim EC! |ﬂ|°ﬂ Pruml

Session Description Protocol versfon (vi: 0
W Gwner /Creator, Session Id (0): - 20037 20038 IN IP4 10.3.20.14
session Mame (s5): sof data

i connection Information (c): IN IP4 10.3.20.14

@ Time Description, active time (t}: 0 0

@ wedia pescriprion, name and address (m): audio 11853 RTP/avP 18 9 0 & 101
® Hedia Attribute (a): rtpmap:l8 G729/5000

w media arrribure (a): fmrp:l8 annexbeno

@ Media Attribute (a): rtpmap:9 G722/8000

m eedia attribute (a): repmap:0 POMU/BO0O

® Media Attribute (a): ripmap:8 PCMA/B000

& media areribute (a): repmap:l0l telephone-event,/8000

@ Media attribute (a): fmip:101 0-15

Media Attribute (a):

Capturing packets after you disable the RFC 2543 Hold feature. SDP media connection address ¢=0.0.0.0 per RFC 3264 is
used in the INVITE message when placing a call on hold.

Bl EOr Vew G0 Qptue Ao gratecs Tekphony ook Jntemdk Heb
Eedaw =@Ex28 AereFi([EE el @R E @
Filter | sip. [=] exoression clear ol
Ne. Time: Scurce Destination Prosscel Length Inic

, with session ducr*pﬂnn

Iz Message Header
= Message body
= session pescriprion Provecol
session pescriprion provocel version (vi: O
sl owner /creavor, Session Id (o): - 20038 20039 IN IPd 10.3.20.14
session name (5): S0P data
= cennection Informarion (c): IN IP4 0.0.0.0
connection Network Type: IN

P Ve tine 00
i Media Descriprion, name and address (m): audio 11856 RTP/AVP 18 9 0 8 L0L
i media areribute (a): repmap:lB G729,/8000

i Media arrribure
i media areribute (; repmap:0 PCMU/B000
 Media areribuce (
i Media arrribure (;
i Media arrribure
i Media sreribuce (

media areribuce (a):

tpmap:101 telephone-event,/8000

farp:lol 0-1%
1me:20

The difference between Shared Call Appearance (SCA) and Bridge Lines
Appearance (BLA)

SCA and BLA are similar signaling methods that enable more than one phone to share a SIP line. The method you use
varies with the SIP server you are using. In the configuration files, the relevant configuration parameters of SCA and
BLA are different. The barge-in and call pull feature are not available with BLA, but they are available with SCA.
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Using Handsets with T57W/T54W/T53W/T53 Phones

You can turn Yealink T57W/T54W/T53W/T53 phone to the corded-cordless phone. The corded-cordless phone consists
of a T57W/T54W/T53W/T53 phone, a DECT USB dongle DD10K and at least a handset. The supported handsets include
W52H, W56H, W53H and DD phone. The T57W/T54W/T53W/T53 phone acts as a base station and Handset 1. Users can
register up to other four handsets to one phone. It allows users to manage calls when they are away from their desk.

To use this feature, you should insert a DD10K into the rear USB port on the phone in advance.

Note that you can still use the phone features as usual on the corded-cordless phone.

Note

To use this feature, you should set "staticusb.power.enable" to 1 (Enabled).
When satellite mode is disabled, Yealink recommends using forward and DND features in custom mode.

Topics

Handset Backlight

Handset Keypad Light
Handset Wallpaper

Handset Screen Saver
Handset Name

Number Assignment

End Call on Hook

Advisory Tones

Base PIN

DECT Intercom

Shared Directory

Satellite Mode

Repeater Settings Parameters
Handset Settings Parameters
Handset Firmware Upgrade Configuration

Handset Backlight

The handset supports different backlight status and you can configure it.

For W53H/W56H, the backlight in charger or out of charger can be configured independently. You can enable the
backlight to be on for about 30 minutes when the handset is charged, and then you can check the charging state dur-
ing this period. You can also enable the backlight to be on for about 30 minutes when the handset is not charged. The
backlight will be turned off after the handset is idle for a period of time. When an incoming call arrives, a key is pressed
or the status of handset changes, the backlight is automatically turned on.

Topic

Handset Backlight Configuration

Handset Backlight Configuration

The following table lists the parameters you can use to configure the handset backlight.

Parameter |custom.handset.backlight_in_charger.enable <y0000000000xx >.cfg

Description|It enables or disables the handset backlight to be on for about 30 minutes when it is charged.
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Note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled).

Permitted |0-Disabled, the backlight will be turned off after the handset is idle for about 10 seconds.

Values 1-Enabled, the backlight will be turned off after the handset is idle for about 30 minutes.

Default 1

Supported |, .o\ Ws6H

Devices

Handset UI |OK > Settings > Display > Display Backlight > In Charger

Parameter |custom.handset.backlight_out_of_charger.enable  |<y0000000000xx>.cfg
It enables or disables the handset backlight to be on for about 30 minutes when it is not charged.

Description|note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled).

Permitted |0-Disabled, the backlight will be turned off after the handset is idle for about 10 seconds.

Values 1-Enabled, the backlight will be turned off after the handset is idle for about 30 minutes.

Default 0

Supported |\ oo \Ws6H

Devices

Handset UI |OK > Settings > Display > Display Backlight > Out Of Charger

Handset Keypad Light

You can enable the handset keypad light to light up the keypad when any key is pressed. This helps you distinguish
keys from each other in a dark environment.

Topic

Handset Keypad Light Configuration

Handset Keypad Light Configuration

The following table lists the parameter you can use to configure the handset keypad light.

Parameter |custom.handset.keypad_light.enable <y0000000000xx >.cfg
It enables or disables the handset to turn on the keypad light (digital key, # key, * key, TRAN key, and
Mute key) when any key is pressed.

Description
Note: It will take effect on all handsets that are registered to the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled).

Permitted |0-Disabled

Values 1-Enabled

Default 1

Supported | o211 wseH

Devices

Handset UI |OK > Settings > Display > Keypad LED

158




Using Handsets with T57W/T54W/T53W/T53 Phones

Handset Wallpaper

Wallpaper is

an image used as the background for the handset idle screen. Users can select an image from handset's

built-in background.

Topic

Handset Wallpaper Configuration

Handset Wallpaper Configuration

The following table lists the parameter you can use to configure the handset wallpaper.

Parameter

custom.handset.wallpaper <y0000000000xx >.cfg

Description

It configures the wallpaper displayed on the handset LCD screen.

Note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled).

1-Wallpaperl
2-Wallpaper2
Permitted
Values 3-Wallpaper3
4-Wallpaper4
5-Wallpaper5
Default -1, do not change the wallpaper set on each handset.
Supported |, .o\ Ws6H
Devices
Handset UI |OK > Settings > Display > Wallpaper

Handset Screen Saver

The screen saver of the handset is designed to protect your LCD screen. You can enable the screen saver to protect the
LCD screen, an analog clock will be activated and appear on the LCD screen after the handset is idle for approximately

10 seconds.

Topic

Handset Screen Saver Configuration

Handset Screen Saver Configuration

The following table lists the parameter you can use to configure the handset screen saver.

Parameter

custom.handset.screen_saver.enablelll <y0000000000xx >.cfg

Description

It enables or disables screen saver feature.

Note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled).

Permitted
Values

0-Disabled

1-Enabled, an analog clock will be activated and appear on the LCD screen if no user activity is sensed for
approximately 10 seconds.
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Default

Supported
Devices

W53H, W56H

Handset Ul

OK > Settings > Display > Screen Saver

Handset Name

The handset will be assigned a name by default if successfully registered to the phone. You can personalize the hand-

set name.

Topic

Handset Name Configuration

Handset Name Configuration

The following table lists the parameter you can use to configure the handset name.

Parameter |handset.X.namel! <y0000000000xx>.cfg
. . [t configures the name of the handset.
Description . T, .
Note: If it is set to blank, it will display the corresponding default handset name.
P itted . S
ermt String within 24 characters
Values
The handset name for handset 1 is Corded phone.
The handset name for handset 2 is Handset 2.
Default The handset name for handset 3 is Handset 3.
The handset name for handset 4 is Handset 4.
The handset name for handset 5 is Handset 5.
Web UI Status > Handset > Handset Name > Handset X[1
Handset UI (OK > Settings > Handset Name
T57W/T54W:
Menu > DECT Settings > Handsets > Handset X[
Phone UI
T53W/T53:
Menu > Settings > DECT Settings > Handsets > Handset X1

[1IX is the handset ID. X=2-5.

Number Assignment

After the handset is registered to the phone, you can assign one or more outgoing lines or incoming lines for the hand-

set. The phone acts as the Handset 1 (Corded phone).

The handset
handset, the
handset.
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The handset can only receive incoming calls via the assigned incoming line(s). You can assign incoming lines to all

handsets that are registered to the same phone.

Topic

Number Assignment Configuration

Number Assignment Configuration

The following table lists the parameters you can use to assign lines.

Parameter

handset.X.incoming_lines(1] <y0000000000xx>.cfg

Description

It configures the lines to receive incoming calls for a specific handset.

Permitted
Values

1-Linel
2-Line 2
3-Line 3
4-Line4
5-Line 5

Multiple line IDs are separated by commas.

Default

The incoming line for Corded phone is line 1-line5.
The incoming line for handset 2 is line 2.
The incoming line for handset 3 is line 3.
The incoming line for handset 4 is line 4.

The incoming line for handset 5 is line 5.

Web UI

Account > Number Assignment > Incoming lines

Handset Ul

W53H/W56H:
OK > Settings > Telephony > Incoming Lines (Default PIN:0000) > HandsetX!1]
DD Phone:

Menu > Settings > Advanced Settings (default password: 0000) > Incoming Lines

Parameter

handset.X.dial_out_lines!! <y0000000000xx>.cfg

Description

It configures the lines to place outgoing calls for a specific handset.

Multiple line IDs are separated by commas.

Permitted
Values

1-Linel
2-Line 2
3-Line 3
4-Line4

5-Line5

Default

The outgoing line for Corded phone is line 1-line5.
The outgoing line for handset 2 is line 2.

The outgoing line for handset 3 is line 3.
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The outgoing line for handset 4 is line 4.

The outgoing line for handset 5 is line 5.

Web UI Account > Number Assignment > Outgoing lines
Parameter |handset.X.dial_out_default_linelll <y0000000000xx>.cfg
Description|lt configures the default line to place outgoing calls for a specific handset.
::::::ted Integer from1to 5
The default outgoing line for Corded phone is 1.
The default outgoing line for handset 2 is 2.
Default The default outgoing line for handset 3 is 3.
The default outgoing line for handset 4 is 4.
The default outgoing line for handset 5 is 5.
Web UI Account > Number Assignment > Outgoing lines > Default
W53H/W56H:
Handset UI

OK > Settings > Telephony > Default Line

[1IX is the handset ID. X=1-5.

End Call on Hook

You can configure whether to end a call when you place the handset into the charging cradle.

It is not applicable to DD phones.

Topic

End Call on Hook Configuration

End Call on Hook Configuration

The following table lists the parameter you can use to configure the end call on hook.

Parameter |phone_setting.end_call_on_hook.enable <y0000000000xx >.cfg
Description|lt enables or disables to end a call when placing the handset into the charger cradle.
Permitted |0-Never
Values 1—A|ways
Default 1
S ted
up?or All handsets except DD phones
Devices
Web UI Features > General Information > End Call On Hook

Advisory Tones

Advisory tones are the acoustic signals of your handset, which inform you of different actions and states.

It is not applicable to DD phones.
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You can configure the following advisory tones independently for each other:

« Keypad Tone: plays when you press any key of the keypad.

« Confirmation: plays when you save settings or place the handset in the charger cradle.

« Low Battery: plays when battery capacity is low and the handset requires being charged.

Topic

Advisory Tones Configuration

Advisory Tones Configuration

The following table lists the parameters you can use to configure the advisory tones.

Parameter |custom.handset.keypad_tone.enable <y0000000000xx >.cfg
It enables or disables the handset to play a tone when any key is pressed.

Description|note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled) and the silent mode is off.

Permitted [0-Disabled

Values |1 Enapled

Default 1

S ted

up!nor ¢ |All handsets except DD phones

Devices

Handset UI |OK > Settings > Audio > Advisory Tones > Keypad Tone

Parameter |custom.handset.confirmation_tone.enable <y0000000000xx>.cfg
It enables or disables the handset to play a tone when a user saves settings or places the handset in the
charger cradle.

Description
Note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled) and the silent mode is off.

Permitted [0-Disabled

Values |1 Enapled

Default 1

S ted

up!nor ¢ |All handsets except DD phones

Devices

Handset UI |OK > Settings > Audio > Advisory Tones > Confirmation

Parameter |custom.handset.low_battery_tone.enable <y0000000000xx>.cfg
It enables or disables the handset to play a tone when battery capacity is low.

Description|note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled) and the silent mode is off.

Permitted [0-Disabled

Values 1-Enabled

Default 1

Supported |All handsets except DD phones
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Devices

Handset UI

OK > Settings > Audio > Advisory Tones > Low Battery

Base PIN

To avoid unauthorized registration or access to some features on the handset, you should keep the base PIN secret.

You can change the base PIN for security.

Topic

Base PIN Configuration

Base PIN Configuration

The following table lists the parameters you can use to configure the base PIN.

Parameter |base.pin_code <y0000000000xx>.cfg
Description|It configures the base PIN.
P itted
ermitted linteger from 0000 to 9999
Values
Default 0000
Web UI Security > Base PIN > Base Unit PIN
W53H/W56H:
OK > Settings > System Settings > Change Base PIN
Handset Ul
DD Phone:
Menu > Settings > Advanced Settings (default password: 0000) > Change Password
T57W/T54W:
Menu > DECT Settings > Change Base PIN
Phone UI
T53W/T53:
Menu > Settings > DECT Settings > Change Base PIN
Parameter |base.double_pin_code.enable <y0000000000xx>.cfg
Description|lt enables or disables double PIN feature.
0-Disabled, users use the PIN configured by "base.pin_code" to register the handset or access some fea-
Permitted [tures:
Values 1-Enabled, users use the PIN configured by "base.pin_code_for_register" to register the handset, and use
the PIN configured by "base.pin_code" to access some features.
Default 0
Parameter |base.pin_code_for_register <y0000000000xx>.cfg
It configures the PIN for registering or de-registering a handset.
Description
Note: It works only if “base.double_pin_code.enable” is set to 1 (Enabled).

164




Using Handsets with T57W/T54W/T53W/T53 Phones

Permitted
Values

Integer from 0000 to 9999

Default

0000

DECT Intercom

Intercom is a useful feature in an office environment to quickly connect with the operator or the secretary. Users can

make internal intercom calls and external intercom calls on the handset. Internal intercom calls are made among hand-
sets registered to the same phone.

The handset

Topic

can automatically answer an incoming external intercom call and play warning tone.

DECT Intercom Configuration

DECT Intercom Configuration

The following table lists the parameters you can use to configure DECT intercom.

Parameter |custom.handset.auto_intercom <y0000000000xx >.cfg
Description|(It enables or disables the auto intercom feature on the handset.
-1-Do not modify the configuration.
0-Off, auto intercom feature is disabled. Users need to answer incoming internal intercom calls manually.

Permitted |1_on(Beep Off), the phone/handset answers an incoming internal intercom call automatically without a

Values warning tone.
2-On(Beep On), the phone/handset answers an incoming internal intercom call automatically and plays a
warning tone. It works when the silence mode is off.

Default -1

Handset UI|OK > Settings > Telephony > Auto Intercom
T57W/T54W:

Menu > DECT Settings > Auto Intercom > Auto Intercom

Phone UI
T53W/T53:

Menu > Settings > DECT Settings > Auto Intercom > Auto Intercom

Parameter |[features.intercom.headset_prior.enable <y0000000000xx>.cfg
It configures the channel mode when an incoming intercom call is automatically answered.

Description Note: It works only if "custom.handset.auto_intercom" is set to 1 or 2. For the phone, the headset mode
should be activated for use; for the handset registered to the phone, the headset should be connected in
advance.

Permitted |0-Speaker Mode

Values 1-Headset Mode

Default 1
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Shared Directory

Users can manage and call the contacts in the Shared Directory on the phone and all the registered handsets.
The shared directory can store up to 1000 contacts.

It is not applicable to DD phones.

Topics

Shared Directory Configuration
Shared Contact File Customization

Shared Directory Configuration

The following table lists the parameters you can use to configure the shared directory.

Parameter [static.directory_setting.shared_contact.enable <y0000000000xx >.cfg

Description|lt enables or disables the Shared Directory feature.

Permitted 0-Disabled
Values 1-Enabled

Default 0
S ted
up!)or All handsets except DD phones
Devices
Parameter [shared_contact_list.url <y0000000000xx >.cfg
It configures the access URL of the shared contact file (*.xml) of the phone and registered handsets.
Example:
Description
shared_contact_list.url = http://192.168.10.25/contact.xml
Note: It works only if "static.directory_setting.shared_contact.enable" is set to 1 (Enabled).
Permi
ermitted URL within 511 characters
Values

Default Blank

Supported

All handsets except DD phones
Devices xcep P

Web UI Directory > Dect Directory > Import Contacts > Import to (Shared Directory) > Select .xml file form

Shared Contact File Customization

You can customize the shared contacts using local contact template.

You can ask the distributor or Yealink FAE for local contact template. You can also obtain the template online:
http://support.yealink.com/documentFront/forwardToDocumentFrontDisplayPage.

Topics

Shared Contact File Elements and Attributes
Customizing Shared Contact File
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Shared Contact File Elements and Attributes

The following table lists the elements and attributes you can use to add contacts in the shared contact file. We recom-
mend that you do not edit these elements and attributes.

Elements

Attributes

Description

Contact

display_name

Specify the contact name.

Note: The contact name cannot be blank or duplicated.

office_number

Specify the office number.

mobile_number

Specify the mobile number.

other_number

Specify the other number.

line

Do not modify this attribute and value.

ring

Do not modify this attribute and value.

default_photo

Do not modify this attribute and value.

selected_photo

Do not modify this attribute and value.

group_id_name

Do not modify this attribute and value.

Customizing Shared Contact File

1. Open the shared contact file.

2. To add a contact, add <contact display_name="" office_number=
ring="Auto" default_photo="Default:default_contact_image.png" selected_photo="0" group_id_name="All

Contacts"/ > to the file. Each starts on a new line.

3. Specify the values within double quotes.

For example:

<contact display_name="Lily"office_number="1020" mobile_number="1021" other_number="1112"/ >

<contact display_name="Tom" office_number="2020" mobile_number="2021" other_number="2112"/ >

4. Save the changes and place this file to the provisioning server.

Satellite Mode

Yealink desk phone can be bound with a handset. The handset can share the line and contacts with the phone. The call
can be shifted between the phone and handset.

Satellite mode is available only when one handset is registered to the phone.

"" mobile_number="" other_number=

" line="-1"

The following is an example of receiving an incoming call:
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Account: 1001

i" Paired Phones { Account: 1002 ) :
| |
| |
| ;\..m ﬁ‘l\ |
| |
| |
| |
| |

=1 |
: s |
| ESS :
: Handset I
T O S S /

}"m : Call Rings

When a call is made from 1001 to 1002, both the phone and the handset ring. Users can answer the call either on the
phone or handset.

When using satellite mode, note the following:

« Theincoming and outgoing lines originally assigned to the handset are disabled.

« Calls made from the handset are handled as calls made from the phone (in the above example, 1002). (The caller
information for such calls will be that of extension 1002.)

« You can configure a mode for whether to continue the conversation on the handset when the phone goes off-
hook, or to send a busy signal to one of the paired phones while the device is not in a call but tries to initiate a call
(prohibited on that device).

Topics

Satellite Mode Configuration
Example: Configuring the Satellite Mode Feature

Satellite Mode Configuration

The following table lists the parameters you can use to configure satellite mode.

Parameter |features.ms.X.slave_handset_numberlll <y0000000000xx>.cfg

Description|lt specifies which handset to use the satellite mode with the phone.

0-None, the satellite mode is disabled.

2-Handset 2
P .
ermitted 3-Handset 3
Values
4-Handset 4
5-Handset 5
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Default 0
Web UI Status > Handset > Satellite Mode > Select Handset
T57W/T54W:
Menu > DECT Settings > Satellite Mode > Select handset
Phone UI
T53W/T53:
Menu > Settings > DECT Settings > Satellite Mode > Select handset
Parameter [features.ms.X.model!! <y0000000000xx >.cfg
It configures the satellite mode for the phone.
Description
Note: It works only if “features.ms.X.slave_handset_number” is configured correctly.
0-Busy, users cannot switch the active call between the phone and handset. Regardless of the phone or
the handset, the device which is during the call can initiate a new call. If users not in a call try to initiate a
Permitted | 5| on the phone/handset, the phone/handset will prompt "Path Busy".
Values
1-Take over call, when the handset is during the call, users can retrieve the call after off-hook on the
phone. When the phone is during the call, users can push the call to the handset.
Default 1
Web UI Status > Handset > Satellite Mode > Mode
T57W/T54W:
Menu > DECT Settings > Satellite Mode > Select mode
Phone UI
T53W/T53:
Menu > Settings > DECT Settings > Satellite Mode > Select mode

(11X is the handset ID. X is equal to 1.

Example: Configuring the Satellite Mode Feature

You can configure the satellite mode only when one handset is registered to the phone.

The following table lists the supported phones and handsets:

Phone Handset
T57W W52H
T54W W53H
T53W W56H

T53 DD Phone (W41P)

As an example, two W56H handsets along with two T54W phones are in use.
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Group 1:
features.ms.l.slave_handset_number = 2
features.ms.l.mode = 0

After provisioning, users cannot switch the active call between the phone and handset. Only the device which is dur-
ing the call can initiate a new call. If users not in a call try to initiate a call on the phone/handset, the phone/handset
screen will prompt "Path Busy".

Group 2:
features.ms.l.slave_handset_number = 4
features.ms.1.mode = 1

After provisioning, when the handset is during the call, users can retrieve the call after off-hook on the phone. When
the phone is during the call, users can push the call to the handset.

Repeater Settings Parameters

Parameter static.base.repeater_mode.enable[l] <y0000000000xx >.cfg

Description|It configures the repeater mode to extend the radio coverage of the phone.

0-Off
Permitted |, or10/RT20
Values

2-RT30
Default 0

T57W/T54W:
Phone Ul

Menu > DECT Settings > Repeater > Repeater Mode
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T53W/T53:

Menu > Settings > DECT Settings > Repeater > Repeater Mode

[1Jif you change this parameter, the phone will reboot to make the change take effect.

Handset Settings Parameters

Parameter

custom.handset.eco_mode.enable <y0000000000xx >.cfg

Description

It enables or disables the eco mode to greatly reduce the transmission power and signal output when the
phone is in the talk mode.

Permitted
Values

0-Disabled
1-Enabled

Default

0

Supported
Devices

All handsets except DD phones

Handset UI

OK > Settings > System Settings > Eco Mode

Parameter

custom.handset.color_scheme <y0000000000xx>.cfg

Description

It configures the color scheme of the handset.

Note: It will take effect on all handsets that are registered on the same phone. It works only if the value of
the parameter “static.auto_provision.handset_configured.enable” is set to 1 (Enabled).

Permitted
Values

-1-Do not modify the configuration.
0-Color scheme 1

1-Color scheme 2

Default

1

Supported
Devices

W52H

Handset Ul

OK > Settings > Display > Color Schemes

Parameter

custom.handset.missed_call_notify_light.enable <y0000000000xx >.cfg

Description

It enables or disables the message key LED to flash red when the handset misses a call.

Note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled).

Permitted
Values

0-Disabled
1-Enabled

Default

1

Supported
Devices

W52H

Handset UI

OK > Settings > Display > Notification Light > Missed Call

Parameter

custom.handset.voice_mail_notify_light.enable <y0000000000xx >.cfg

Description

It enables or disables the message key LED to flash when the handset receives a voice mail.

Note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
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provision.handset_configured.enable” is set to 1 (Enabled).

Permitted
Values

0-Disabled

1-Enabled

Default

1

Supported
Devices

W52H

Handset UI

OK > Settings > Display > Notification Light > Voice Mail

Parameter

custom.handset.language <y0000000000xx>.cfg

Description

It configures the language used on the DECT handset user interface.

Note: It will take effect on all handsets that are registered on the same phone. It works only if “static.auto_
provision.handset_configured.enable” is set to 1 (Enabled).

Permitted
Values

For W56H/W53H handset:
0-English
1-French
2-German
3-Italian
4-Polish
5-Portuguese
6-Spanish
7-Turkish
8-Swedish
9-Russian

For W52H handset:
0-English
1-French
2-German
3-Italian
4-Polish
5-Portuguese
6-Spanish
7-Turkish
8-Czech
9-Swedish
10-Hebrew

11-Russian
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Default

Supported
Devices

All handsets except DD phones

Handset Ul

OK > Settings > Language

Parameter

custom.handset.auto_answer.enable <y0000000000xx >.cfg

Description

It enables or disables a user to answer incoming calls by lifting the handset from the charger cradle
without pressing the off-hook key.

Note: It works if the handset is placed in the charger cradle and the parameter “static.auto_pro-
vision.handset_configured.enable” is set to 1 (Enabled).

Permitted
Values

0-Disabled

1-Enabled

Default

1

Supported
Devices

All handsets except DD phones

Handset Ul

OK > Settings > Telephony > Auto Answer

Parameter

custom.handset.time_format <y0000000000xx >.cfg

Description

It configures the time format for all registered handsets.

Note: It works only if “static.auto_provision.handset_configured.enable” is set to 1 (Enabled).

Permitted
Values

0-Hour 12, the time will be displayed in 12-hour format with AM or PM specified.

1-Hour 24, the time will be displayed in 24-hour format (for example, 2:00 PM displays as 14:00).

Default

1

Supported
Devices

All handsets except DD phones

Web UI

Settings > Time&Date > Time Format

Handset Ul

OK > Settings > Display > Time Format

Parameter

custom.handset.date_format <y0000000000xx>.cfg

Description

It configures the date format for all registered handsets.

Permitted
Values

0-WWW MMM DD

1-DD-MMM-YY

2-YYYY-MM-DD

3-DD/MM/YYYY

4-MM/DD/YY

5-DD MMM YYYY

6-WWW DD MMM

Use the following mapping:

“"WWW" represents the abbreviation of the week;

"DD" represents a two-digit day;
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“MMM" represents the first three letters of the month;

“YYYY" represents a four-digit year, and "YY" represents a two-digit year.

Default 0
S ted
up!)or © All handsets except DD phones
Devices
Web UI Settings > Time&Date > Date Format
Handset UI|OK > Settings > Display > Date Format
Parameter |handset.X.hac.enablel <y0000000000xx>.cfg
Description|It enables or disables the HAC (Hearing Aid Compatibility) handset settings.
Permitted |0-Disabled
Values |3 Enapled
Default 0
S ted
up!)or @ |anl handsets except DD phones
Devices
Parameter |static.auto_provision.handset_configured.enable <y0000000000xx>.cfg
. . |ltenables or disables the handsets to keep user personalized settings after auto provisioning.
Description . ) i i
Note: It is only applicable to the custom handset related configurations.
0-Disabled, the phone will not deliver custom handset configurations via auto provisioning/handset
reboot to the handset. The custom handset settings can be only changed via the handset user interface.
1-Enabled, the phone will deliver the custom handset configurations via auto provisioning to the hand-
Permitted |cot Handset reboot or registration will also trigger the phone to deliver the stored handset settings to the
Values handset. When the parameter "static.auto_provision.custom.handset.protect” is set to 0 (Disabled), the
personalized handset settings will be overridden; if the parameter "static.auto_pro-
vision.custom.handset.protect” is set to 1 (Enabled), the personalized handset settings will not be over-
ridden.
Default 1
S ted
up!)or © All handsets except DD phones
Devices
Parameter |static.auto_provision.custom.handset.protect <y0000000000xx>.cfg
It enables or disables the handsets to keep user personalized settings after handset reboot or registration.
Description|Note: It works only if "static.auto_provision.handset_configured.enable" is set to 0 (Disabled). It is only
applicable to the custom handset related configurations.
Permitted |0-Disabled
Values |1 pnapled
Default 1
S ted
up!)or ¢ |All handsets except DD phones
Devices
Parameter |[handset.X.contact_list.url[?l <y0000000000xx >.cfg
It configures the access URL of the contact file (*.xml) for a specific handset.
Description

Example:

174




Using Handsets with T57W/T54W/T53W/T53 Phones

handset.2.contact_list.url= http://192.168.10.25/contact.xml

Permitted

URL within 511 characters
Values

Default Blank

Web UI Directory > Dect Directory > Import Contacts > Import to (Handset X) > Select .xml file form

(11X is the handset ID. X=1to 5.

[2X is the handset ID. X=2 to 5.

Custom Handset Related Configurations

This section shows you the custom handset related configurations.

Parameter

Related Topic

custom.handset.date_format

custom.handset.time_format

Handset Settings Parameters

custom.handset.eco_mode.enable

Handset Settings Parameters

custom.handset.auto_answer.enable

Auto Answer Configuration

custom.handset.missed_call_notify_light.enable

custom.handset.voice_mail_notify_light.enable

Handset Settings Parameters

custom.handset.color_scheme

Handset Settings Parameters

custom.handset.low_battery_tone.enable

custom.handset.confirmation_tone.enable

custom.handset.keypad_tone.enable

Advisory Tones Configuration

custom.handset.keypad_light.enable

Handset Keypad Light Configuration

custom.handset.backlight_in_charger.enable

custom.handset.backlight_out_of_charger.enable

Handset Backlight Configuration

custom.handset.screen_saver.enable

Handset Screen Saver Configuration

custom.handset.auto_intercom

DECT Intercom Configuration

custom.handset.language

Handset Settings Parameters

Handset Firmware Upgrade Configuration

The following table lists the parameters you can use to upgrade handset firmware.

Parameter |over_the_air.url

<y0000000000xx>.cfg

Description|It configures the access URL of the handset firmware file.
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Note: The priority of parameter “over_the_air.url” is lower than “over_the_air.url.w56h"/over_the_air-
.url.w53h/“over_the_air.url.w52h".

P itted
ermitte URL within 511 characters
Values
Default Blank
Web UI Settings > Upgrade > Select and update handset firmware.
Parameter |over the air.url.w56h <y0000000000xx >.cfg
It configures the access URL of the W56H handset firmware file.
Description
Note: The priority of parameter “over_the_air.url.w56h” is higher than “over_the_air.url".
P itted
ermitte URL within 511 characters
Values
Default Blank
Parameter |over_the_air.handset_tip <y0000000000xx>.cfg
It enables or disables to pop up a tip when upgrading the handset firmware from the provisioning server.
Description|Note: It works only if “over_the_air.base._trigger” and “over_the_air.handset_trigger” are set to 0 (Dis-
abled).
Permitted |0-Disabled
Values 1-Enabled, the handset will pop up the message “Handset has a new firmware, update now?".
Default 1
Supported
uP'_) All handsets except DD phones
Devices
Parameter |over_the_air.handset_trigger <y0000000000xx >.cfg
It enables or disables to upgrade the handset firmware compulsively when the handset is registered to a
. .. _|phone or turned on successfully.
Description| . . ) - S
It is only applicable when the current handset firmware is different from the one on the provisioning
server.
0-Disabled, if “over_the_air.handset_tip” is set to 1 (Enabled), it will pop up a tip on the handset to notify
Permitted |the user of firmware upgrade. If “over_the_air.handset_tip" is set to 0, you may go to Settings > Upgrade
Values Firmware on the handset to trigger the upgrading manually.
1-Enabled, it will upgrade the handset firmware compulsively without a pop-up tip on the handset.
Default 1
S ted
up!aor © All handsets except DD phones
Devices
Parameter |over_the_air.base_trigger <y0000000000xx >.cfg
Describtion It enables or disables to upgrade the handset firmware compulsively when the phone detects a new hand-
P set firmware from the provisioning server.
0-Disabled, if “over_the_air.handset_tip” is set to 1 (Enabled), it will pop up a tip on the handset to notify
Permitted |the user to confirm upgrading the firmware or not. If “over_the_air.handset_tip” is set to 0, you may go to
Values Settings > Upgrade Firmware on the handset to trigger the upgrading manually.

1-Enabled, it will upgrade the handset firmware compulsively without a pop-up tip on the handset.
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Default 1
Parameter |over the air.url.w52h <y0000000000xx >.cfg
It configures the access URL of the W52H handset firmware file.
Description
Note: The priority of parameter “over_the_air.url.w52h” is higher than “over_the_air.url".
P itted
ermitte URL within 511 characters
Values
Default Blank
Parameter |over the air.url.w53h <y0000000000xx >.cfg
It configures the access URL of the W53H handset firmware file.
Description
Note: The priority of parameter “over_the_air.url.w53h” is higher than “over_the_air.url".
P itted
ermitte URL within 512 characters
Values
Default Blank
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Audio Features

This chapter describes the audio sound quality features and options you can configure for the IP phone.

Topics

Alert Tone

Touch Tone

Ring Tones

Distinctive Ring Tones
Ringer Device

Audio Volume

Tones

Audio Codecs

Packetization Time (PTime)
Early Media

Headset Prior

Dual Headset

Acoustic Clarity Technology
DTMF

Voice Quality Monitoring (VQM)

Alert Tone

You can configure the following audio alert for the phone:

Redial tone: allow the phones to continue to play the dial tone after inputting the preset numbers on the dialing
screen.

Voice mail tone: allow the IP phone to play a warning tone when receiving a new voice mail. You can customize the
warning tone or select specialized tone sets (vary from country to country) for your IP phone.

Send tone: allow the IP phone to play a key tone when you press the send key. It works only if the key tone is
enabled.

Dial tone: allow the IP phone to play a specific dial tone for a specified time.

Key tone: allow the IP phone to play a key tone when you press any key.

Topic

Alert Tone Configuration

Alert Tone Configuration

The following table lists the parameters you can use to configure the alert tone.

Parameter |[features.redial_tone <y0000000000xx >.cfg

Description|Example:

It configures that after you enter a specific number on the dialing screen, the phone will replay the dial
tone.

features.redial_tone = 123

The phone will continue to play the dial tone after entering “123" on the dialing screen.

Permitted |Integer within 6 digits
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Values
Default Blank
Web UI Features > Audio > Redial Tone
Parameter |account.X.dial_tonell! <MAC>.cfg
Description|lt configures the dial tone for the phone.
0-Default (depend on the country tone by “voice.tone.country”)
Permi
ermitted | 440/250,0/250
Values
2-1000/250,0/250
Default 0
Parameter [features.call.dialtone_time_out <y0000000000xx >.cfg
It configures the duration time (in seconds) that a dial tone plays before a call is dropped.
Description
If it is set to O, the call is not dropped.
P itted
ermittee |integer from 0 to 65535
Values
Default 15
Parameter |[features.voice_mail_tone_enable <y0000000000xx >.cfg
It enables or disables the phone to play a warning tone when it receives a new voice mail.
Description
Note: It works only if “account.X.display_mwi.enable” is set to 1 (Enabled).
Permitted |0-Disabled
Values 1-Enabled
Default 1
Web UI Features > General Information > Voice Mail Tone
Parameter |features.send_key_tone <y0000000000xx >.cfg
It enables or disables the phone to play a key tone when a user presses a send key.
Description
Note: It works only if “features.key_tone” is set to 1 (Enabled).
Permitted |0-Disabled
Values 1-Enabled
Default 1
Web UI Features > Audio > Send Tone
Parameter |features.key_tone <y0000000000xx >.cfg
Description|It enables or disables the phone to play a key tone when a user presses any key on your phone keypad.
Permitted |0-Disabled
Values 1-Enabled
Default 1
Web UI Features > Audio > Key Tone
Phone UI |Color Screen Phones:
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Menu > Basic > Sound > Key Tone

Black-and-white Screen Phones:

Menu > Settings > Basic Settings > Sound > Key Tone

Touch Tone

If you enable touch tone and tap the keys (except the off-hook key), the phone will produce a sound when it is not on
the dialing/pre-dialing screen and not in a call.

It is only applicable to CP920 phones.
Topic

Touch Tone Configuration

Touch Tone Configuration

The following table lists the parameter you can use to configure the touch tone.

Parameter |[features.touch_tone <y0000000000xx >.cfg

Description(It enables or disables the touch tone.

0-Disabled

Permitted
Values 1-Enabled, when you tap the keys (except the Off-hook key), the phone will produce a sound when it is

not on the dialing/pre-dialing screen and not in a call.

Default 1
Sup!)orted CP920
Devices

Web UI Features > Audio > Touch Tone

Ring Tones

Ring tones are used to play for incoming calls. You can select a built-in ring tone or a custom ring tone for the phone
system or specific line registration. To set the custom ring tones, you need to upload the custom ring tones to the IP
phone in advance.

You can also specify a period of time after which the phone will stop ringing if the call is not answered.
Topics

Custom Ringtone Limit
Ringtone Configuration

Custom Ringtone Limit

The ring tone format must meet the following:

Phone Model Format | Single File Size Note

2MB of space should be

T57W/T54W/T48U/T48S/T46U/T46S/T43U/T42S/TA1S/T27G|.wav <=8MB
reserved for the phone

T48G/T46G/T29G .wav <=8MB 2.4MB of space should be
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Phone Model Format | Single File Size Note
reserved for the phone)
T53W/T53/T42G/T41P/T40P/T40G/T23P/T23G/T21(P) wav <=100KB 5KB of space should be
E2/T19(P) E2/CP920 ’ B reserved for the phone

Note

The ring tone file must be in PCMU/PCMA audio format, mono channel, 8K sample rate, and 16-bit resolution.

Ringtone Configuration

The following table lists the parameters you can use to configure ringtone.

Parameter |phone_setting.ring_type <y0000000000xx >.cfg
Description|lt configures a ring tone for the phone.
Permitted |Ringl.wav, Ring2.wav, Ring3.wav, Ring4.wav, Ring5.wav, Ringé.wav, Ring7.wav, Ring8.wav, Silent.wav,
Values Splash.wav or custom ring tone name (for example, Customring.wav)
Default Ringl.wav
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Settings > Preference > Upload Ringtone > System Ring
Web UI
Other Phones:
Settings > Preference > Ring Type
Color Screen Phones:
Menu > Basic > Sound > Ring Tones > Common
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Basic Settings > Sound > Ring Tones > Common
Parameter |account.X.ringtone.ring_typel!] <MAC> .cfg
It configures a ring tone.
Example:
account.l.ringtone.ring_type = Ring3.wav
Description|i; means configuring Ring3.wav for accountl.
account.l.ringtone.ring_type = Common
It means accountl will use the ring tone selected for the phone configured by the parameter "phone_set-
ting.ring_type".
Permitted |Common, Ringl.wav, Ring2.wav, Ring3.wav, Ring4.wav, Ring5.wav, Ringé.wav, Ring7.wav, Ring8.wav,
Values Silent.wav, Splash.wav or custom ring tone name (for example, Customring.wav)
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Default Common
Web UI Account > Basic > Ring Type
Color Screen Phones:
Menu > Basic > Sound > Ring Tones > AccountX
Phone UI
Black-and-white Screen Phones:
Menu > Settings > Basic Settings > Sound > Ring Tones > AccountX
Parameter pstn.account.X.ring_type[Z] <MAC> .cfg
It configures a ring tone for PSTN account X.
Example:
pstn.account.l.ring_type = Ring3.wav
Description|i; means PSTN account 1 will use the Ring3.wav as the ring tone.
pstn.account.l.ring_type = Common
It means PSTN account 1 will use the ring tone selected for the IP phone configured by the parameter
“phone_setting.ring_type".
Permitted |Common, Ringl.wav, Ring2.wav, Ring3.wav, Ring4.wav, Ring5.wav, Ringé.wav, Ring7.wav, Ring8.wav,
Values Silent.wav, Splash.wav or custom ring tone name (for example, Customring.wav)
Default Common
Sl
Web UI Account > Basic > Ring Type
Phone UI |Menu > Settings > Basic Settings > Sound > Ring Tones > PSTN Account X
Parameter |ringtone.url <y0000000000xx>.cfg
Description|It configures the access URL of the custom ring tone file.
:::::ted URL within 511 characters
Default Blank
T57W/T54W/T53W/T53/T48U/T46U/T43U:
Settings > Preference > Upload Ringtone > Custom Ring > Upload Ringtone
Web UI
Other Phones:
Settings > Preference > Upload Ringtone
Parameter |ringtone.delete <y0000000000xx >.cfg
Description|lt deletes all custom ring tone files.
:::::::ted http://localhost/all
Default Blank
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Parameter |phone_setting.ringing_timeout <y0000000000xx >.cfg

It configures the duration time (in seconds) in the ringing state.
Description
If it is set to 180, the phone will stop ringing if the call is not answered within 180 seconds.

P itted
ermt Integer from 1 to 3600
Values
Default 120
Parameter |phone_setting.ring_for_tranfailed <y0000000000xx>.cfg
. .. _|It configures the ring tone when the phone fails to transfer a call and display "Transfer failed" on the
Description

screen.

Permitted |Ringl.wav, Ring2.wav, Ring3.wav, Ring4.wav, Ring5.wav, Ring6.wav, Ring7.wav, Ring8.wav, Silent.wav or
Values Splash.wav

Default Ringl.wav

(11X is the account ID. For TS7W/T54W/T48U/T48S/T48G/T46U/T465/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12: for TA1P/T41S/T27G, X=1-6; for TAOP/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-
2: for T19(P) E2/CP920, X=1.

[2IX is the PSTN account ID. X=1-2.

Distinctive Ring Tones

The feature of distinctive ring tones allows certain incoming calls to trigger the phones to play distinctive ring tones.
The IP phone inspects the INVITE request for an "Alert-Info" header when receiving an incoming call. If the INVITE
request contains an "Alert-Info" header, the phone strips out the URL or keyword parameter and maps it to the appro-
priate ring tone.

Note

If the caller already exists in the local directory, the ring tone assigned to the caller should be preferentially played.

Topics

Supported Alert-Info Headers Format
Distinctive Ring Tones Configuration

Supported Alert-Info Headers Format

Yealink phones support Alert-Info headers in four formats: Bellcore-drN, ringtone-N (or MyMelodyN), <URL > and
info=info text;x-line-id=0.

Note

If the Alert-Info header contains multiple types of keywords, the phone will process the keywords in the following order:
AutoAnswer > URL > info text/Bellcore-drN/ringtone-N (ringtone-RingN) > MyMelodyN (MyMelodyRingN).

Topics

Alert-Info: Bellcore-drN

Alert-Info: ringtone-N/Alert-Info: ringtone-RingN.wav (or Alert-Info: MyMelodyN/Alert-Info: MyMelodyRingN.wav)
Alert-Info: <URL >

Alert-Info: info=info text;x-line-id=0
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Alert-Info: Bellcore-drN
When the Alter-Info header contains the keyword “Bellcore-drN", the phone will play the desired ring tone.

The following table identifies the corresponding ring tone:

Ring Tone Ring Tone
Value of N
(features.alert_info_tone = 1) (features.alert_info_tone = 0)
1 Bellcore-drl Ringl.wav
2 Bellcore-dr2 Ring2.wav
3 Bellcore-dr3 Ring3.wav
4 Bellcore-dr4 Ring4.wav
5 Bellcore-dr5 Ring5.wav
6 Ring6.wav
7 Ring7.wav
8 Ring8.wav
9 Silent.wav
10 Splash.wav
N<lorN > 10 Ringl.wav
Examples:
Alert-Info: http://127.0.0.1/Bellcore-drl
Alert-Info: test/Bellcore-drl
Alert-Info: Bellcore-drl
Alert-Info: Bellcore-drl;x-line-id=1
Alert-Info: <http://10.1.0.31 > ;info=Bellcore-drl

The following table identifies the different Bellcore ring tone patterns and cadences (These ring tones are designed for
the BroadWorks server).

Pattern Minimum Duration | Nominal Duration | Maximum Duration
Bellcore Tone Pattern| Cadence

ID (ms) (ms) (ms)
Bellcore-dr1(stand- . Ringing |« 2sOn 1800 2000 2200
ard) Silent [e 4s Off 3600 4000 4400
Ringing |Long 630 800 1025
Silent 315 400 525

Bellcore-dr2 2
Ringing |Long 630 800 1025
Silent 3475 4000 4400
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Pattern Minimum Duration | Nominal Duration | Maximum Duration
Bellcore Tone Pattern| Cadence

ID (ms) (ms) (ms)
Ringing |Short 315 400 525
Silent 145 200 525
Ringing [Short 315 400 525

Bellcore-dr3 3
Silent 145 200 525
Ringing |Long 630 800 1025
Silent 2975 4000 4400
Ringing |Short 200 300 525
Silent 145 200 525
Ringing |Long 800 1000 1100

Bellcore-dr4 4
Silent 145 200 525
Ringing |Short 200 300 525
Silent 2975 4000 4400
Bellcore-dr5 5 Ringing 450 500 550

Note

If the user is waiting for a call, “Bellcore-dr5” is a ring splash tone that reminds the user that the DND or Always Call For-
ward feature is enabled on the server side.

Alert-Info: ringtone-N/Alert-Info: ringtone-RingN.wav (or Alert-Info:
MyMelodyN/Alert-Info: MyMelodyRingN.wav)

When the Alter-Info header contains the keyword “ringtone-N/ringtone-RingN" or “MyMolodyN/MyMelodyRingN”,
the phone will play the corresponding local ring tone (RingN.wav), or play the first local ring tone (Ringl.wav) in about
10 seconds if “N" is greater than 10 or less than 1.

Examples:

Alert-Info: ringtone-2

Alert-Info: ringtone-Ring2.wav

Alert-Info: ringtone-2;x-line-id=1

Alert-Info: <http://10.1.0.31 > ;info=ringtone-2
Alert-Info: <http://127.0.0.1/ringtone-2 >
Alert-Info: MyMelody2

Alert-Info: MyMelodyRing2.wav

Alert-Info: MyMelody2;x-line-id=1

Alert-Info: <http://10.1.0.31 > ;x-line-id=0;info=MyMelody2

The following table identifies the corresponding local ring tone:
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Value of N Ring Tone
1
Ringl.wav
Ringl.wav
2
Ring2.wav
Ring2.wav
3
Ring3.wav
Ring3.wav
4
Ring4.wav
Ring4.wav
5
Ring5.wav
Ring5.wav
6
Ring6.wav
Ringb.wav
7
Ring7.wav
Ring7.wav
8
Ring8.wav
Ring8.wav
9
Silent.wav
Silent.wav
10
Splash.wav
Splash.wav
N<lorN > 10 Ringl.wav

Alert-Info: <URL >

When the Alert-Info header contains a remote URL, the phone will try to download the WAV ring tone file from the URL
and then play the remote ring tone if "account.X.alert_info_url_enable” is set to 1 (or the item called “Distinctive Ring
Tones” on the web user interface is Enabled), or play the preconfigured local ring tone in about 10 seconds if “accoun-
t.X.alert_info_url_enable” is set to 0 or if the IP phone fails to download the remote ring tone.

Example:

Alert-Info: http://192.168.0.12:8080/Custom.wav

Alert-Info: info=info text:x-line-id=0

When the Alert-Info header contains an info text, the phone will map the text with the Internal Ringer Text pre-
configured (or "distinctive_ring_tones.alert_info.X.text" is configured) on the IP phone, and then play the ring tone
associated with the Internal Ringer Text (the ring tone can be configured by the parameter “distinctive_ring_
tones.alert_info.X.ringer”). If no internal ringer text maps, the phone will play the preconfigured local ring tone in
about 10 seconds.

Example:

Alert-Info: info=family;x-line-id=0

Alert-Info: <http://10.1.0.31 > ;info=family
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|AIert-Info: <http://10.1.0.31 > ;info=family;x-line-id=0

Auto Answer

If the INVITE request contains the following type of strings, the phone will answer incoming calls automatically without
playing the ring tone:

o Alert-Info: Auto Answer

« Alert-Info: info = alert-autoanswer

« Alert-Info: answer-after = 0 (or Alert-Info: Answer-After = 0)

o Alert-Info: Intercom

If the auto answer tone feature is enabled, the phone plays a warning tone to alert you before answering the incoming
call.

Related Topic

Auto Answer

Distinctive Ring Tones Configuration

The following table lists the parameters you can use to configure distinctive ring tones.

Parameter |account.X.alert_info_url_enablel! <MAC>.cfg

It enables or disables the phone to download the ring tone from the URL contained in the Alert-Info

Description
Pt header.

Permitted [0-Disabled
Values 1-Enabled

Default 1

Web UI Account > Advanced > Distinctive Ring Tones

Parameter [features.alert_info_tone <y0000000000xx >.cfg

It enables and disables the phone to map the keywords in the Alert-Info header to the specified Bellcore
ring tones.

Permitted |0-Disabled
Values 1-Enabled

Description

Default 0

Parameter |distinctive_ring_tones.alert_info.X.text[?] <y0000000000xx >.cfg

Description|lt configures the internal ringer text to map the keywords contained in the Alert-Info header.

Permitted

Values String within 32 characters

Default Blank

T57W/T54W/T53W/T53/T48U/T46U/T43U:

Settings > Ring > Internal Ringer X[?1 > Text

Web UI
Other Phones:
Settings > Ring > Internal Ringer Text
Parameter |distinctive_ring_tones.alert_info.X.ringer!? <y0000000000xx >.cfg
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Description|lt configures the desired ring tone for each internal ringer text.

« Integer from 1 to 10 (the digit stands for the appropriate ring tone) or ring tone name:
1 or Ringl.wav
2 or Ring2.wav
3 or Ring3.wav

4 or Ring4.wav
Permitted 5 or Ring5.wav
Values 6 or Ring6.wav

7 or Ring7.wav
8 or Ring8.wav
9 or Silent.wav
10 or Splash.wav

« Custom ring tone name (for example, Customring.wav)

Default 1
T57W/T54W/T53W/T53/T48U/T46U/T43U:

Settings > Ring > Internal Ringer X[? > File
Web Ul
Other Phones:

Settings > Ring > Internal Ringer File

(11X is the account ID. For TS7W/T54W/T48U/T485/T48G/T46U/T465/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12; for TA1P/T41S/T27G, X=1-6; for TA0P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-
2; for T19(P) E2/CP920, X=1.

21X is the ring tone ID. X=1-10.

Ringer Device

You can use either or both the speaker and the headset as the ringer devices. You can configure which ringer device to
be used when receiving an incoming call. For example, if the ringer device is set to Headset, ring tone will be played
through your headset.

If the ringer device is set to Headset or Headset&Speaker, the headset (either a wired headset, Bluetooth headset or
USB headset) should be connected to the IP phone and the headset mode also should be activated in advance. The
USB headset is only applicable to T57W/T54W/T53W/T53/T48U/T48S/T46U/T46S/T43U/T42S/T41S phones.

You can press the HEADSET key to activate the headset mode. For more information, refer to the Yealink phone-spe-
cific user guide.

It is not applicable to CP920 phones.
Topic
Ringer Device Configuration

Ringer Device Configuration

The following table lists the parameters you can use to configure the ringer device.

Parameter |features.ringer_device.is_use_headset <y0000000000xx >.cfg

It configures the ringer device for the phone.
Description

Note: To use speaker, make sure “features.speaker_mode.enable” is set to 1 (Enabled). To use the headset,
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make sure “features.headset_mode.enable” is set to 1 (Enabled).
0-Use Speaker
Permi
ermitted 1-Use Headset
Values
2-Use Headset & Speaker
Default 0
Supported
Hpp All phones except CP920
Devices
Web UI Features > Audio > Ringer Device for Headset

Audio Volume

You can configure the sending volume and ringer volume for the phone.

Topics

Ringer Volume Configuration
Sending Volume Configuration

Ringer Volume Configuration

You can configure the ringer volume as a fixed level, so the user cannot adjust the ringer volume on the phone. This
feature is used to avoid missing calls when the user turns down the ringer volume.

The following table lists the parameters you can use to configure the ringer volume.

Parameter

force.voice.ring_vol <y0000000000xx>.cfg

Description

It configures the ring tone as a fixed volume.

Permitted
Values

Blank-the user can adjust the ringer volume on the phone.

0 to 15-the user cannot adjust the ringer volume on the phone, the ring tone is the configured volume.

Default

Blank

Sending Volume Configuration

You can configure the sending volume of currently engaged audio devices (handset, speakerphone or headset) when

the phone s

in use.

The following table lists the parameters you can use to configure the sending volume.

Parameter

voice.handfree_send!!! <y0000000000xx>.cfg

Description

It configures the sending volume of the speaker.

Note: We recommend that you modify this parameter cautiously. An unsuitable value may render the
voice quality bad.

P itted
ermitte Integer from -50 to 50
Values
Default 0
Web UI Features > Audio > Handfree Send Volume (-50~50)
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Parameter |voice.handfree.autoreset_spk_vol <y0000000000xx >.cfg
Description|It configures the speaker's volume level during a call.
0-The speakerphone volume at the end of a call persists between calls.
Permitted
Values 1 to 15-The speakerphone volume does not persist between calls, and resets to this specified level each
new call.
Default 0
Parameter |voice.handset_send!!! <y0000000000xx>.cfg
It configures the sending volume of the handset.
Description|note: We recommend that you modify this parameter cautiously. An unsuitable value may render the
voice quality bad.
P itted
ermitte Integer from -50 to 50
Values
Default 0
S ted
up!Jor © All phones except CP920
Devices
Web UI Features > Audio > Handset Send Volume (-50~50)
Parameter |voice.handset.autoreset_spk_vol <y0000000000xx >.cfg
Description|lt configures the handset's volume level during a call.
0-The handset volume at the end of a call persists between calls.
Permitted
Values 1 to 15-The handset volume does not persist between calls, and resets to this specified level each new
call.
Default 0
Supported
HPPOTLEC | All phones except CP920
Devices
Parameter |voice.headset_send[!] <y0000000000xx>.cfg
It configures the sending volume of the headset.
Description|note: We recommend that you modify this parameter cautiously. An unsuitable value may render the
voice quality bad.
P itted
ermitte Integer from -50 to 50
Values
Default 0
S ted
up!Jor © All phones except CP920
Devices
Web UI Features > Audio > Headset Send Volume (-50~50)
Parameter |voice.headset.autoreset_spk_vol <y0000000000xx >.cfg
Description|It configures the headset's volume level during a call.
0-The headset volume at the end of a call persists between calls.
Permitted
Values 1 to 15-The headset volume does not persist between calls, and resets to this specified level each new

call.
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Default 0
S ted
up!aor € |l phones except CP920

Devices

Parameter |voiceside_tonel! <y0000000000xx >.cfg

Description|lt configures the volume of the sidetone.

P itted

ermitte Integer from -100 to 0

Values

Default -25

Parameter |voice.handset.tia4965.enable <y0000000000xx >.cfg
It enables or disables the handset's volume level to be reset to level 11 after the call if the volume level for
the current call exceeds the standards.

Description
Note: The value configured by the parameter “voice.handset.autoreset_spk_vol” takes precedence over
that configured by this parameter.
0-Disabled

Permitted

Values 1-Enabled, if the handset's volume level for the current call is adjusted to level 12/13/14/15, the volume
level automatically resets to 11 after the call. That is, the initial volume level is 11 for the next call.

Default 1

Supported

. All phones except T48G, T46G, T42G, T41P, T29G, and CP920

Devices

Parameter |voice.headset.tia4965.enable <y0000000000xx >.cfg
It enables or disables the headset's volume level to be reset to level 11 after the call if the volume level for
the current call exceeds the standards.

Description
Note: The value configured by the parameter “voice.headset.autoreset_spk_vol” takes precedence over
that configured by this parameter.
0-Disabled

Permitted

Values 1-Enabled, if the headset's volume level for the current call is adjusted to level 12/13/14/15, the volume
level automatically resets to 11 after the call. That is, the initial volume level is 11 for the next call.

Default 1

Supported

. All phones except T48G, T46G, T42G, T41P, T29G, and CP920
Devices

[1if you change this parameter, the phone will reboot to make the change take effect.

Tones

When receiving a message, the phone will play a warning tone. You can customize tones or select specialized tone sets
(vary from country to country) to indicate different conditions of the IP phone.

Topics

Supported Tones
Tones Configuration

Supported Tones

The default tones used on the phones are the US tone sets. Available tone sets for phones:
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o Australia

« Austria
« Brazil

« Belgium
o China
o Czech

o« Denmark

« Finland

« France

« Germany

« Great Britain

« Greece

« Hungary

o Lithuania

« India
o ltaly

« Japan
« Mexico

« New Zealand
« Netherlands

« Norway
« Portugal
« Spain

« Switzerland

« Sweden

« Russia

« United States

o Chile

o Czech ETSI

Configured tones can be heard on the phones in the following conditions.

Condition Description

Dial When in the dialing interface

Secondary |When adding a comma “,” to the digit map (For more information on digit map, refer to Dial Plan Defined
Dial by Digit Map (New Dial Plan Mechanism))

Ring Back [Ring-back tone

Busy When the callee is busy

Congestion|When the network is congested

Call Wait- . . . o o

inag T call waiting tone (For more information on call waiting, refer to Call Waiting)

Dial Recall |When receiving a callback
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Condition Description

Info When receiving a special message

Stutter When receiving a voice mail (For more information on voice mail tone, refer to Alert Tone)

Message |When receiving a text message (For more information on text message, refer to Alert Tone)

Auto . . . .

Answer When automatically answering a call (For more information on the auto answer, refer to Auto Answer)
Stutter Dial |When receiving a text message

Tones Configuration

The followin

g table lists the parameters you can use to configure tones.

Parameter

voice.tone.country <y0000000000xx >.cfg

Description|It configures the country tone for the phones.

Permitted
Values

Custom, Australia, Austria, Brazil, Belgium, Chile, China, Czech, Czech ETSI, Denmark, Finland, France, Ger-
many, Great Britain, Greece, Hungary, Lithuania, India, Italy, Japan, Mexico, New Zealand, Netherlands,
Norway, Portugal, Spain, Switzerland, Sweden, Russia, United States

Default

Custom

Web UI

Settings > Tones > Select Country

Parameter

voice.tone.dial <y0000000000xx >.cfg

Description

It customizes the dial tone.

tone list = element[,element] [,element]...

Where

element = ['|Freql[+Freq2][+Freq3][+Freqg4] /Duration

Freq: the frequency of the tone (ranges from 200 to 4000 Hz). If it is set to 0 Hz, it means the tone is not
played.

For TA0P/T40G/T23P/T23G/T21(P) E2/T19(P) E2:

A tone is comprised of at most two different frequencies.

For other phones:

A tone is comprised of at most four different frequencies.

Duration: the duration (in milliseconds) of the dial tone, ranges from 0 to 30000ms.

You can configure at most eight different tones for one condition, and separate them by commas. (for
example, 250/200,0/1000,200+300/500,200+500+800+1500/1000).

If you want the IP phone to play tones once, add an exclamation mark "!" before tones (for example,
1250/200,0/1000, 200+300/500,200+500+800+1500/1000).

Note: It works only if “voice.tone.country” is set to Custom.

Permitted
Values

String
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Default Blank
Web UI Settings > Tones > Dial
Parameter [features.partition_tonel!! <y0000000000xx>.cfg
It enables or disables the phone to play the different dial tones when there is no active account.
Description
Note: It works only if “voice.tone.dial” is configured.
0-Disabled
Permitted
Values 1-Enabled. If there is an active account, the phone will play the default dial tone. If there is no active
account, the phone will play the dial tone configured by “voice.tone.dial”.
Default 0
Parameter |voice.tone.secondary_dial <y0000000000xx >.cfg
It customizes the secondary dial tone.
The value format is Freg/Duration. For more information on the value format, refer to the parameter
Description|“voice.tone.dial”.
Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.
Permitted Strin
Values g
Default 350+440/3000
Web UI Settings > Tones > Secondary Dial
Parameter |voice.tone.ring <y0000000000xx>.cfg
It customizes the ringback tone.
The value format is Freq/Duration. For more information on the value format, refer to the parameter
Description|“voice.tone.dial”.
Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.
Permitted Strin
Values 9
Default Blank
Web UI Settings > Tones > Ring Back
Parameter |voice.tone.busy <y0000000000xx>.cfg
It customizes the tone when the callee is busy.
The value format is Freq/Duration. For more information on the value format, refer to the parameter
Description|“voice.tone.dial".
Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.
Permitted Strin
Values 9
Default Blank
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Web UI Settings > Tones > Busy
Parameter |voice.tone.congestion <y0000000000xx>.cfg
It customizes the tone when the network is congested.
The value format is Freq/Duration. For more information on the value format, refer to the parameter
Description|“voice.tone.dial".
Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.
Permitted Strin
Values 9
Default Blank
Web UI Settings > Tones > Congestion
Parameter |[features.congestion_tone.codelist <y0000000000xx >.cfg
It configures the return code to play the congestion tone.
Multiple codes are separated by commas.
Description|Example:
features.congestion_tone.codelist = 403,503,603
Note: The congestion tone can be customized by "voice.tone.congestion”.
Permitted
any code that the server can return
Values
Default Blank
Parameter |voice.tone.callwaiting <y0000000000xx>.cfg
It customizes the call waiting tone.
The value format is Freq/Duration. For more information on the value format, refer to the parameter
Description|“voice.tone.dial".
Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.
Permitted Strin
Values 9
Default Blank
Web UI Settings > Tones > Call Waiting
Parameter |voice.tone.dialrecall <y0000000000xx>.cfg
It customizes the callback tone.
The value format is Freq/Duration. For more information on the value format, refer to the parameter
Description|“voice.tone.dial".
Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.
Permitted Strin
Values 9
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Default Blank
Web UI Settings > Tones > Dial Recall
Parameter |voice.tone.info <y0000000000xx >.cfg
It customizes the info tone. The phone will play the info tone with the special information, for example,
the number you are calling is not in service.
. .. _|The value format is Freq/Duration. For more information on the value format, refer to the parameter
Description|, . o
voice.tone.dial”.
Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.
Permitted Strin
Values g
Default Blank
Web UI Settings > Tones > Info
Parameter |voice.tone.stutter <y0000000000xx >.cfg
It customizes the tone when the IP phone receives a voice mail.
The value format is Freq/Duration. For more information on the value format, refer to the parameter
Description|“voice.tone.dial”.
Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.
Permitted Strin
Values 9
Default Blank
Web UI Settings > Tones > Stutter
Parameter |voice.tone.message <y0000000000xx>.cfg
It customizes the tone when the phone receives a text message.
The value format is Freq/Duration. For more information on the value format, refer to the parameter
Description|“voice.tone.dial".
Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.
Permitted Strin
Values 9
Default Blank
Supported
p!) All phones except CP920
Devices
Web UI Settings > Tones > Message
Parameter |voice.tone.autoanswer <y0000000000xx >.cfg
It customizes the warning tone for the auto answer.
Description|the yalue format is Freq/Duration. For more information on the value format, refer to the parameter

“voice.tone.dial".
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Note: It works only if “voice.tone.country” is set to Custom. If you want to disable this warning tone, set it
to 0.

Permitted Strin

Values 9

Default Blank

Web UI Settings > Tones > Auto Answer

Parameter

voice.tone.stutterdial

<y0000000000xx>.cfg

Description

It customizes the dial tone when DND or call forward is activated or the phone has a new voice message.

The value format is Freq/Duration. For more information on the value format, refer to the parameter
“voice.tone.dial".

Note: It works only if “voice.tone.country” is set to Custom and "voice.tone.stutter_dial_tone.apply_to_
dnd.enable"/"voice.tone.stutter_dial_tone.apply_to_fwd.enable"/"voice.tone.stutter_dial_tone.apply_to_
vm.enable" is set to 1 (Enabled). If you want to disable this warning tone, set it to 0.

Permitted String
Values
Default Blank
;:5';:?“ TS7W, T54W, TS3W, T53
Web UI Settings > Tones > Stutter Dial
Parameter |voice.tone.stutter_dial_tone.apply_to_dnd.enable  |<y0000000000xx>.cfg
It enables or disables the phone to play a specified dial tone when DND is activated on the phone.
Description|The dial tone is configured by "voice.tone.stutterdial".
Note: It works only if “voice.tone.country” is set to Custom.
Permitted |0-Disabled
Values |1 fnabled
Default 0
;:5';:?“ TS7W, T54W, TS3W, T53
Parameter |voice.tone.stutter_dial_tone.apply_to_fwd.enable <y0000000000xx >.cfg
It enables or disables the phone to play a specified dial tone when call forward is activated on the phone.
Description|The dial tone is configured by "voice.tone.stutterdial".
Note: It works only if “voice.tone.country” is set to Custom.
Permitted [0-Disabled
Values |1 Enapled
Default 0
;‘:‘;’c:r:ed TS7W, T54W, T53W, T53
Parameter |voice.tone.stutter_dial_tone.apply_to_vm.enable <y0000000000xx>.cfg
Description|lt enables or disables the phone to play a specified dial tone when the phone has a new voice message.
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The dial tone is configured by "voice.tone.stutterdial".

Note: It works only if “voice.tone.country” is set to Custom.

Permitted 0-Disabled
Values |1 _gnabled

Default 0

Supported
Devices

T57W, T54W, T53W, T53

Audio Codecs

CODEC is an abbreviation of COmpress-DECompress, capable of coding or decoding a digital data stream or signal by
implementing an algorithm. The object of the algorithm is to represent the high-fidelity audio signal with a minimum
number of bits while retaining the quality. This can effectively reduce the frame size and the bandwidth required for

audio transmission.

The audio codec that the phone uses to establish a call should be supported by the SIP server. When placing a call, the
phone will offer the enabled audio codec list to the server and then use the audio codec negotiated with the called
party according to the priority.

Topics

Supported Audio Codecs

Audio Codecs Configuration

Supported Audio Codecs

The following table summarizes the supported audio codecs on the phones:

Codec Algorithm Reference Bit Rate Sample Rate Packetization Time
G.722.1c RFC 5577 48 Kbps 32 Ksps 20ms
G.722.1c G.722.1c RFC 5577 32 Kbps 32 Ksps 20ms
G.722.1c RFC 5577 24 Kbps 32 Ksps 20ms
G.722.1 G.7221 RFC 5577 24 Kbps 16 Ksps 20ms

G722 G.722 RFC 3551 64 Kbps 16 Ksps 20ms
PCMA G.711 a-law RFC 3551 64 Kbps 8 Ksps 20ms
PCMU G.711 u-law RFC 3551 64 Kbps 8 Ksps 20ms
G729 G.729 RFC 3551 8 Kbps 8 Ksps 20ms
G726-16 G.726 RFC 3551 16 Kbps 8 Ksps 20ms
G726-24 G.726 RFC 3551 24 Kbps 8 Ksps 20ms
G726-32 G.726 RFC 3551 32 Kbps 8 Ksps 20ms
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Codec Algorithm Reference Bit Rate Sample Rate Packetization Time
G726-40 G.726 RFC 3551 40 Kbps 8 Ksps 20ms
5.3 Kbps
G723_53/ G723_63 G.723.1 RFC 3551 8 Ksps 30ms
6.3 Kbps
iLBC_15_2kbps iLBC RFC 3952 15.2 Kbps 8 Ksps 20ms
iLBC_13_33kbps iLBC RFC 3952 13.33 Kbps 8 Ksps 30ms
8-12 Kbps 8 Ksps
16-20 Kbps 12 Ksps
opus opus RFC 6716 28-40 Kbps 16 Ksps 20ms
48-64 Kbps 24 Ksps
64-128 Kbps 48 Ksps

Note

The network bandwidth necessary to send the encoded audio is typically 5~10% higher than the bit rate due to pack-
etization overhead. For example, a two-way G.722 audio call at 64 Kbps consumes about 135 Kbps of network bandwidth.

The Opus codec supports various audio bandwidths, defined as follows:

Abbreviation Audio Bandwidth Sample Rate (Effective)
NB (narrowband) 4 kHz 8 kHz
MB (medium-band) 6 kHz 12 kHz
WB (wideband) 8 kHz 16 kHz
SWB (super-wideband) 12 kHz 24 kHz
FB (fullband) 20 kHz 48 kHz

Note

The T40P/T40G/T23P/T23G/T21(P) E2/T19(P) E2 phones support using WB for Opus encoding, and using NB, MB, WB, SWB
and FB for Opus decoding.

The T57W/T54W/T53W/T53/T48U/T48S/T46U/T46S/T43U/T42S/TA1S/T27G phones support using WB (default) or NB for
Opus encoding, and using NB, MB, WB, SWB and FB for Opus decoding.

The CP920 phones support using anyone from NB to WB for opus encoding, and using NB, MB, WB, SWB and FB for
opus decoding.

The phones support up to two calls or a three-way conference when using Opus.

The following table lists the audio codecs supported by each phone model:

Phone Model Supported Audio Codecs Default Audio Codecs

G722, PCMA, PCMU, G729, G726-16, G726- |G722, PCMA, PCMU,

T48G/T46G/T42G/TALP/129G 24, G726-32, G726-40, G723_53, G723_63, G729
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Phone Model

Supported Audio Codecs

Default Audio Codecs

iLBC_15_2kpbs, iLBC_13_33kpbs

TS7W/T54W/T53W/T53/T48U/T48S/T46U/T46S/
T43U/T42S/T415/T27G

G722, PCMA, PCMU, G729, G726-16, G726-
24, G726-32, G726-40, G723_53, G723_63,
opus, iLBC_15_2kpbs, iLBC_13_33kpbs

G722, PCMA, PCMU,
G729

T40P/T40G/T23P/T23G/T21(P) E2/

G722, PCMA, PCMU, G729, G726-16, G726-
24, G726-32, G726-40, opus, iLBC_15_2kpbs,

G722, PCMA, PCMU,
G729

T19(P) E2 iLBC_13_33kpbs
G.722.1c (48kb/s), G.722.1c (32kb/s), G.722.1c (48kb/s),
G.722.1c (24kb/s), G.722.1 (24kb/s), G722,  |G.722.1c (32kb/s),
CP920 PCMU, PCMA, G729, G726-40, G726-32, G.722.1c (24kb/s),

G726-24, G726-16, G723_53, G723_63, Opus,
iLBC_15_2kpbs, iLBC_13_33kpbs

G.722.1 (24kb/s), G722,
PCMU, PCMA, G729

Audio Codecs Configuration

The following table lists the parameters you can use to configure the audio codecs.

Parameter |account.X.codec.<payload_type>.enablel!] <MAC>.cfg

9722-G722
pcmu-PCMU
pcma-PCMA
9729-G729
Description
g726_16-G726-16
g726_24-G726-24
g726_32-G726-32
9726_40-G726-40
g723_53-G723_53
g723_63-G723_63

opus-Opus
ilbc_15_2kpbs-iLBC_15 2kbps
ilbc_13_33kpbs-iLBC_13_33kbps

Example:

It enables or disables the specified audio codec.

The name (payload_type) of the audio codec:
g722_1c_48kpbs-G.722.1c (48kb/s) (only for CP920)
g722_1c_32kpbs-G.722.1c (32kb/s) (only for CP920)
g722_1c_24kpbs-G.722.1c (24kb/s) (only for CP920)
g722_1_24kpbs-G.722.1 (24kb/s) (only for CP920)
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account.l.codec.g722.enable = 1

Note: The name of the audio codec in this parameter should be the correct one as listed in the above
example, otherwise the corresponding configuration will not take effect.

Permitted [0-Disabled
Values 1-Enabled

Default:

When the audio codec is G.722.1c (48kb/s), the default value is 1;
When the audio codec is G.722.1c (32kb/s), the default value is 1;
When the audio codec is G.722.1c (24kb/s), the default value is 1;
When the audio codec is G.722.1 (48kb/s), the default value is 1;
When the audio codec is G722, the default value is 1;

When the audio codec is PCMU, the default value is 1;

When the audio codec is PCMA, the default value is 1;

When the audio codec is G729, the default value is 1;

Default
When the audio codec is G726-16, the default value is O;
When the audio codec is G726-24, the default value is O;
When the audio codec is G726-32, the default value is 0;
When the audio codec is G726-40, the default value is O;
When the audio codec is G723_53, the default value is 0;
When the audio codec is G723_63, the default value is O;
When the audio codec is Opus, the default value is O;

When the audio codec is iLBC_15_2kbps, the default value is O;

When the audio codec is iLBC_13_33kpbs, the default value is 0;

Web UI Account > Codec > Audio Codec

Parameter |account.X.codec.<payload_type>.priority!!] <MAC>.cfg

It configures the priority of the enabled audio codec.
The name of the audio codec:
g722_1c_48kpbs-G.722.1c (48kb/s)
9722_1c_32kpbs-G.722.1c (32kb/s)
Description|g722_1c_24kpbs-G.722.1c (24kb/s)
g722_1_24kpbs-G.722.1 (24kb/s)

g722-G722

pcmu-PCMU

pcma-PCMA
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g729-G729

g726_16-G726-16
g726_24-G726-24
g726_32-G726-32
g726_40-G726-40
g723_53-G723.53
g723_63-G723_63

opus-Opus
ilbc_15_2kpbs-iLBC_15_2kbps
ilbc_13_33kpbs-iLBC_13_33kbps
Example:
account.l.codec.g722.priority = 1

Note: The priority of the codec in the disable codec list is not specified, and numerical value 1 is defined
as the highest priority in the enable codec list. The name of the audio codec in this parameter should be
the correct one as listed in the above example, otherwise, the corresponding configuration will not take
effect.

Permitted
Values

Integer from 0 to 13 (17 for CP920 phones)

Default

Default:

When the audio codec is G722.1c (48kb/s), the default valueis 1;

When the audio codec is G722.1c (32kb/s), the default value is 2;

When the audio codec is G722.1c (24kb/s), the default value is 3;

When the audio codec is G722.1 (24kb/s), the default value is 4;

When the audio codec is G722, the default value is 1 (5 for CP920 phones);
When the audio codec is PCMU, the default value is 2 (6 for CP920 phones);
When the audio codec is PCMA, the default value is 3 (7 for CP920 phones);
When the audio codec is G729, the default value is 4 (8 for CP920 phones);
When the audio codec is G726_16, the default value is O;

When the audio codec is G726_24, the default value is 0;

When the audio codec is G726_32, the default value is 0;

When the audio codec is G726_40, the default value is 0;

When the audio codec is G723_53, the default value is O;

When the audio codec is G723_63, the default value is 0;

When the audio codec is Opus, the default value is O;

When the audio codec is iLBC_15_2kbps, the default value is 0;
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When the audio codec is iLBC_13_33kpbs, the default value is 0;

Web Ul Account > Codec > Audio Codec

Parameter |account.X.codec.opus.parall! <MAC>.cfg

Description|lt configures the sample rate of the Opus audio codec.

opus-fb-Opus-FB (48KHz) (only for TS7W/T54W/T53W/T53/T48U/T46U/T43U/CP920)

opus-swhb-Opus-SWB (24KHz) (only for T57W/T54W/T53W/T53/T48U/T46U/T43U/CP920)
Permitted

Values opus-wb-Opus-WB (16KHz)

opus-mb-Opus-MB (12KHz) (only for TS7W/T54W/T53W/T53/T48U/T46U/T43U/CP920)

opus-nb-Opus-NB (8KHz)

Default opus-wb (opus-fb for CP920 phones)

Supported

Devices T57W, T54W, T53W, T53, T48U, T48S, T46U, T46S, T43U, T42S, TA1S, T27G, CP920

Web UI Account > Codec > Opus Sample Rate

Parameter |voice.g726.aal2.enable <y0000000000xx >.cfg

Description|lt enables or disables the phone to use the AAL2-G726-16, 24, 32 and 40 MIME type.

Permitted [0-Disabled
Values 1-Enabled

Default 0

(11X is the account ID. For TS7W/T54W/T48U/T485/T48G/T46U/T465/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12; for TA1P/T41S/T27G, X=1-6; for TA0P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-
2; for T19(P) E2/CP920, X=1.

Packetization Time (PTime)

PTime is a measurement of the duration (in milliseconds) that how long the audio data in each RTP packet is sent to
the destination, and defines how much the network bandwidth is used for the RTP stream transfer. Before establishing
a conversation, codec and ptime are negotiated through SIP signaling. The valid values of ptime range from 10 to 60, in
increments of 10 milliseconds. The default ptime is 20ms. You can also disable the ptime negotiation.

Topics

Supported PTime of Audio Codec
PTime Configuration

Supported PTime of Audio Codec

The following table summarizes the valid values of ptime for each audio codec:

Codec Packetization Time (Minimum) Packetization Time (Maximum)
G722 10ms 40ms
PCMA 10ms 40ms
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Codec Packetization Time (Minimum) Packetization Time (Maximum)
PCMU 10ms 40ms
G729 10ms 80ms
G726-16 10ms 30ms
G726-24 10ms 30ms
30ms
726-32 1
G726-3 Oms (40ms for T40P/T40G/T23P/T23G/T21(P) E2/T19(P) E2)
G726-40 10ms 30ms
G723_53/
G723.63 30ms 60ms
iLBC 20ms 30ms
opus 10ms 20ms
iLBC_15_2kpbs 20ms, 40ms, 60ms
iLBC_13_33kpbs 30ms, 60ms

PTime Configuration

The following table lists the parameter you can use to configure the PTime.

Parameter |account.X.ptimel!] <MAC>.cfg
Description|lt configures the ptime (in milliseconds) for the codec.
0-Disabled
10-10
20-20
prad
40-40
50-50
60-60
Default 20
Web UI Account > Advanced > PTime (ms)

(11X is the account ID. For T57W/T54W/T48U/T48S/T48G/T46U/TA465/T46G/T29G, X=1-16; for
T53W/T53/T43U/T42G/T42S, X=1-12; for T41P/T41S/T27G, X=1-6; for TA0P/T40G/T23P/T23G, X=1-3; for T21(P) E2, X=1-
2; for T19(P) E2/CP920, X=1.
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Early Media

The early media refers to the media (for example, audio and video) played to the caller before a SIP call is actually estab-
lished.

Current implementation supports early media through the 183 message. When the caller receives a 183 message with
SDP before the call is established, a media channel is established. This channel is used to provide the early media
stream for the caller.

You can also configure 180 ring workaround which defines whether to deal with the 180 message received after the 183
message. When the caller receives a 183 message, it suppresses any local ringback tone and begins to play the media
received. 180 ring workaround allows the phones to resume and play the local ringback tone upon a subsequent 180
message received.

Topic

Early Media Configuration

Early Media Configuration

The following table lists the parameters you can use to configure the early media.

Parameter |phone_setting.early_media.rtp_sniffer.timeout!!! <y0000000000xx>.cfg
. .. |lt configures the time to wait for the phone to play the local ringback tone when the early media cannot
Description
be played.
-1-Do not play the local ringback tone
Permitted . . .
Values 0-Play the local ringback tone immediately
1-100-Wait for a specified time to play the local ringback tone
Default 1
Parameter |phone_setting.is_deal180 <y0000000000xx>.cfg

Description|lt enables or disables the phone to deal with the 180 SIP message received after the 183 SIP message.

0-Disabled

Permitted

Values 1-Enabled, the phone will resume and play the local ringback tone upon a subsequent 180 message
received.

Default 1

Web UI Features > General Information > 180 Ring Workaround

Parameter |phone_setting.change_183_to_180 <y0000000000xx>.cfg

Description|It enables or disables the phone to handle the received second 183 message as the 180 message.

0-Disabled

Permitted

Values 1-Enabled, the phone will play the early media first and play the local ringback tone when receiving the
second 183 message.

Default 0

[1Jif you change this parameter, the phone will reboot to make the change take effect.
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Headset Prior

Headset prior allows users to use headset preferentially if a headset is physically connected to the IP phone. This fea-
ture is especially useful for permanent or full-time headset users.

It is not applicable to CP920 phones.

Note

It is not applicable to the Bluetooth headset and USB headset.

Topic

Headset Prior Configuration

Headset Prior Configuration

The following table lists the parameters you can use to configure the headset prior.

Parameter |[features.headset_prior <y0000000000xx>.cfg
It enables or disables to preferentially use the headset mode for all incoming and outgoing calls.
Description
Note: It works only if “features.headset_mode.enable” is set to 1 (Enabled).
0-Disabled, the headset mode will be deactivated after the call, if you switch the headset mode to speak-
Permitted |€Phone/handset mode.
Values 1-Enabled, the headset mode will not be deactivated after the call, even if you switch the headset mode
to speakerphone/handset mode.
Default 0
S ted
up!)or All phones except CP920
Devices
Web UI Features > General Information > Headset Prior
Parameter |[features.headset.ctrl_call.enable <y0000000000xx>.cfg
It enables or disables the user to initiate or end a call by pressing the HEADSET key.
Description
Note: It works only if “features.headset_mode.enable” is set to 1 (Enabled).
Permitted |0-Disabled
Values 1-Enabled
Default 0
S ted
up!aor All phones except CP920
Devices

Dual Headset

The dual headset allows you to use two headsets on one IP phone. To use this feature, you need to physically connect
two headsets to the headset and handset jacks respectively. Once the IP phone connects to a call, the headset con-
nected to the headset jack has the full-duplex capability, with the headset connected to the handset jack is only used

for listening.

Note

The dual headset is not applicable to the Bluetooth headset and USB headset. It is not applicable to CP920 phones.
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Topic
Dual Headset Configuration

Dual Headset Configuration

The following table lists the parameter you can use to configure dual headset.

Parameter |features.headset_training <y0000000000xx >.cfg
It enables or disables the dual headset feature.
Description
Note: It works only if “features.headset_mode.enable” is set to 1 (Enabled).
0-Disabled
Permitted 1-Enabled, users can use two headsets on one phone. When the IP phone joins a call, the headset con-
Values nected to the headset jack has the full-duplex capability, with the headset connected to the handset jack
is only used for listening.
Default 0
S ted
up!:or All phones except CP920
Devices

Web Ul Features > General Information > Dual Headset

Acoustic Clarity Technology

To optimize the audio quality in your network, Yealink phones support the acoustic clarity technology: Acoustic Echo
Cancellation (AEC), Background Noise Suppression (BNS), Automatic Gain Control (AGC), Voice Activity Detection
(VAD), Comfort Noise Generation (CNG) and jitter buffer.

Topics

Acoustic Echo Cancellation (AEC)
Noise Suppression

Background Noise Suppression (BNS)
Automatic Gain Control (AGC)

Voice Activity Detection (VAD)
Comfort Noise Generation (CNG)
Jitter Buffer

Smart Noise Block

Acoustic Shield

Acoustic Echo Cancellation (AEC)

Yealink phones employ advanced AEC for hands-free operation. You can configure the AEC feature to remove the echo
of the local loudspeaker from the local microphone without removing the near-end speech.

AEC is not normally required for calls via the handset. In some cases, where echo is experienced by the remote party,
AEC may be used to reduce/avoid echo when you use the handset.

Note

Utilizing acoustic echo cancellation will introduce a small increase of delay into an audio path which might cause a lower
voice quality.

Topic

AEC Configuration
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AEC Configuration

The following table lists the parameter you can use to configure AEC.

Parameter |voice.echo_cancellation <y0000000000xx>.cfg

Description|lt enables or disables the AEC (Acoustic Echo Canceller) feature.

Permitted (0-Disabled
Values 1-Enabled

Default 1

Web UI Settings > Voice > Echo Cancellation > ECHO

Noise Suppression

The impact noise in the room is picked-up, including paper rustling, coffee mugs, coughing, typing, and silverware
striking plates. These noises, when transmitted to remote participants, can be very distracting.

You can enable the Noise Suppression feature to suppress these noises.
It is only applicable to CP920 phones.

Topic

Noise Suppression Configuration

Noise Suppression Configuration

The following table lists the parameter you can use to configure noise suppression.

Parameter |voice.tns.enable <y0000000000xx>.cfg

Description|lt enables or disables the Noise Suppression feature.

Permitted 0-Disabled
Values 1-Enabled

Default 1
Sup!)orted CP920
Devices

Web UI Settings > Voice > Noise Proof > Noise Suppression

Background Noise Suppression (BNS)

Background noise suppression (BNS) is designed primarily for hands-free operation and reduces background noise to
enhance communication in noisy environments.

Automatic Gain Control (AGC)

Automatic Gain Control (AGC) is applicable to the hands-free operation and is used to keep audio output at nearly a
constant level by adjusting the gain of signals in some circumstances. This increases the effective user-phone radius
and helps with the intelligibility of soft-talkers.

Voice Activity Detection (VAD)

VAD can avoid unnecessary coding or transmission of silence packets in VoIP applications, saving on computation and
network bandwidth.
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Topic
VAD Configuration
VAD Configuration

The following table lists the parameter you can use to configure VAD.

Parameter |voice.vad

<y0000000000xx>.cfg

Description|lt enables or disables the VAD (Voice Activity Detection) feature.

Permitted (0-Disabled
Values 1-Enabled

Default 0

Web UI Settings > Voice > Echo Cancellation > VAD

Comfort Noise Generation (CNG)

Comfort Noise Generation (CNG) is used to generate background noise for voice communications during periods of
silence in a conversation.

Note

VAD is used to send CN packets when the phone detects a “silence” period; CNG is used to generate comfortable noise
when the phone receives CN packets from the other side.

Topic
CNG Configuration

CNG Configuration

The following table lists the parameter you can use to configure CNG.

Parameter |voice.cng <y0000000000xx>.cfg
Description|lt enables or disables the CNG (Comfortable Noise Generation) feature.
Permitted |0-Disabled

Values 1-Enabled

Default 1

Web UI Settings > Voice > Echo Cancellation > CNG

Jitter Buffer

Yealink phones support two types of jitter buffers: fixed and adaptive. A fixed jitter buffer adds the fixed delay to voice
packets. You can configure the delay time for the static jitter buffer on the phones. An adaptive jitter buffer is capable
of adapting the changes in the network's delay. The range of the delay time for the dynamic jitter buffer added to pack-
ets can be also configured on the phones.

Topic
Jitter Buffer Configuration

Jitter Buffer Configuration

You can configure the mode of jitter buffer and the delay time for jitter buffer in the wired network or wireless network.
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The following table lists the parameters you can use to configure the jitter buffer.

Parameter |voice.jib.adaptive <y0000000000xx>.cfg
Description|It configures the type of jitter buffer in the wired network.
Permitted [0-Fixed
Values 1-Adaptive
Default 1
Web UI Settings > Voice > Jitter Buffer > Type
Parameter (voice.jib.min <y0000000000xx >.cfg
It configures the minimum delay time (in milliseconds) of the jitter buffer in the wired network.
Description|note: It works only if “voice.jib.adaptive” is set to 1 (Adaptive). The value of this parameter should be less
than or equal to that of “voice.jib.normal”.
P itted
ermitte Integer from 0 to 400
Values
Default 60
Web UI Settings > Voice > Jitter Buffer > Min Delay
Parameter |voice.jib.max <y0000000000xx >.cfg
It configures the maximum delay time (in milliseconds) of the jitter buffer in the wired network.
Description|note: It works only if “voice.jib.adaptive” is set to 1 (Adaptive). The value of this parameter should be
greater than or equal to that of “voice.jib.normal”.
P itted
ermitte Integer from 0 to 400
Values
Default 240
Web UI Settings > Voice > Jitter Buffer > Max Delay
Parameter |voice.jib.normal <y0000000000xx >.cfg
It configures the normal delay time (in milliseconds) of the jitter buffer in the wired network.
Description|note: It works only if “voice.jib.adaptive” is set to 0 (Fixed). The value of this parameter should be greater
than or equal to that of “voice.jib.min” and less than or equal to that of “voice.jib.max".
P itted
ermitte Integer from 0 to 400
Values
Default 120
Web UI Settings > Voice > Jitter Buffer > Normal
Parameter |voice.jib.wifi.adaptive <y0000000000xx>.cfg
Description|lt configures the type of jitter buffer in the wireless network.
Permitted [0-Fixed
Values 1-Adaptive
Default 1
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, CP920
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Parameter |voice.jib.wifi.min <y0000000000xx >.cfg
It configures the minimum delay time (in milliseconds) of the jitter buffer in the wireless network.
Description|note: It works only if “voice.jib.wifi.adaptive” is set to 1 (Adaptive). The value of this parameter should be
less than or equal to that of “voice jib.wifi.normal”.
Permi
ermitted Integer from 0 to 500
Values
Default 60
Supported
Devices T57W, T54W, T53W, T53, T48U, T48S, T48G, T46U, T46S, T46G, T43U, T42S, T41S, T29G, T27G, C